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LOI CAM ON

Luan an nay dugc thyc hién tai Hoc vién Ky thuat mat ma — Ban Co yéu
Chinh phua. Loi dau tién, NCS xin bay to 1ong biét on sau sic téi PGS.TS. Luong
Thé Diing, TS. Hoang Vian Thirc, cac thay da tan tinh gitp d&, dinh huéng va trang
bi cho NCS cac phuong phap nghién ctru, kién thirc khoa hoc va kinh nghiém quy
bau dé NCS c6 thé hoan thanh cac két qua nghién ctru cta luén an.

NCS xin cam on Hoc vién K¥ thuat mat ma, Khoa mat ma, Phong Pao tao,
la co s dao tao va don vi quan 1y da tao moi diéu kién, ho tro, gitip do NCS trong
qua trinh hoc tap, nghién cuu.

NCS xin cam on Vi¢n Khoa hoc - Cong ngh¢ mat ma, Phan vién An toan
nghiép vu, Phan vién Khoa hoc mat ma da tao diéu kién thuin loi, giup do, hé tro
NCS hoan thanh nhiém vu nghién cuu.

Cubi cung, NCS xin bay t6 15i cam on ti gia dinh, dong nghiép va ban b,
nhimg ngudi ludn 12 ngudn dong vién, chia sé va hd tro vé tinh than 13n vat chat
trong su6t hanh trinh hoc tap va nghién ctru. Sy dong hanh ctia moi ngudi 1a dong

luc to 16n gitp t61 hoan thanh muc tiéu.
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MO DAU
1. Loi néi diu

Sy bung nd ciia ky nguyén sé dang dinh hinh mot mang luéi truyén thong
ngay cang phtc tap, noi dit liéu duoc tao ra, truyén tai va xtr 1y theo thoi gian thyuc
trén quy mo chua tung c6. Tt cac trung tam dir liéu quy mo 16n, tri tu¢ nhan tao
tai bién, dén mang 5G/6G va Internet van vat (IoT), ha tﬁng an ninh mang phai
dap Gmg khong chi yéu cau an toan ma con an toan véi hiu suét téi da: thong
luong cao, do tré thép, kha nang m¢ rong linh hoat. Thach thirc nay boc 10 han ché
ctia xr Iy dua trén CPU truyén thong khi khdi luong dir liéu ngay cang tang, trong
khi cac nguyén thuy mat ma (ma hoa, xac thuc, toan ven) tac dong truc tiép 1én
ludng dit liéu thoi gian thuc khong con dap tng duoc yéu cau nay. Piéu nay dan
dén su chuyén hudng sang céc giai phap phan cing chuyén dung nhu FPGA, ASIC
nham nang cao tde do, giam do tré ma van dam bao do an toan - nhiing dic tinh
kho dat duoc néu chi dya vao phan mém [3], [4], [5].

Céch tiép can dua trén phan cting cang tré nén cap thiét hon khi xét dén ban
chat cta cac giao thirc bao mat ludng IP nhu IPSec hay TLS/DTLS. Céc giao thic
nay tac dong truc tiép 1én gbi tin trong qua trinh truyén tai, khién chi phi tinh toan
clia cac nguyén thily mat ma anh hudng dang ké dén hiéu suét tong thé cua hé
théng. Mot d6 tré nho ciing c6 thé gy suy giam chit luong dich vu (QoS) trong
nhitng tmg dung yéu cau d6 nhay thoi gian cao nhu truyén phat video 4K/8K, hoi
nghi truyén hinh da diém, thuc té ao/ting cudng (AR/VR) hoic diéu khién cong
nghiép thoi gian thyc. Do do, van dé cot 16i khong chi nam & viée xac dinh “thuat
toan nao an toan”, ma con 1a “thuét toan ndo vira an toan vira co thé thuc thi hiéu

qua trén phan cung”.



Hi¢én nay co nhiéu thuét toan cung cép dich vu mat ma khac nhau, song
khong phai tt ca déu phu hop dé trién khai hiéu qua trén nén tang phan cimg. Vi
du, DES va 3DES khong con dam bao an toan va khong thich hop véi bai toan
hiéu ning cao. Nguoc lai, AES (Advanced Encryption Standard) tiép tuc dugc ting
dung rong rai ca trong thyc tién va nghién ctru hoc thut nho nhimg vu diém vé
d6 an toan va tinh t6i vu khi trién khai trén phan ctng, dic biét 1a ché d6 AES-
GCM. Ché d6 nay thudc nhom AEAD (Authenticated Encryption with Associated
Data), cho phép cung cap dong thoi cac thude tinh bi mat, xac thuc va toan ven
trong mot lugc dd théng nhét, véi mo hinh an toan rd rang va han ché sai sot cdu
hinh. Pang cha y, AES-GCM con té ra vuot troi vé hiéu nang khi hién thuc trén
phan cimg nho kha ning song song hoa cao clia ca qué trinh ma héa va ham nhan
Galois (GHASH). Chinh vi vay, viéc nang cao hiéu nang cua AES/AES-GCM trén
phan ctng van 1a chu dé duoc quan tAm manh mé trong cong dong nghién ctu
quéc té.

Bén canh d6, AEAD di tro thanh yéu cau bat budc trong thiét ké thuat toan
ma hoa xac thuc hang nhe cho cac mang 0T, do AES khong thuc su dugc thiét ké
cho bai toan ndy. Thang 8 nim 2025, NIST d3 chuin hod Ascon 12 tiéu chuan thuat
toan ma hoa xac thuc hang nhe. Trong bdi canh mang [oT, noi viéc t61 wu hoa cho
cac thiét bi tai nguyén han ché 1a yéu td then chdt, mot sé trudng hop uu tién hiéu
nang cao va do tré thap dé dap tng cac tiéu chi bao mat trong méi trudng truyén
thong thoi gian thuc, chang han nhu médy chu bao mat trung tim, may cha bién,
thiét bi IoT Gateway, .... Bo1 vay, van dé nghién ctlru cai thién hiéu nang cia Ascon
trén nén tang phan cung ciing tré thanh mot xu huéng quan trong va dugce quan
tam dang ké trong nhimg nim gan day.

Céc thuat toan ma hoa c6 thé dugce cai thién hiéu suat theo hai cach: (1) tbi

ru cac thanh phan bén trong thuat toan hodc (ii) toi uu kién trac khi trién khai trén



phan ctng. Tuy nhién, viéc t6i wu cac thanh phan bén trong clia thuat toan ma hoa
nhu S-box, ma tran MDS (Maximum Distance Separable) s€ thuc sy phu hop va
mang lai hiéu qua o rét hon cho AES so v&i Ascon, boi su khac biét vé cdu trac
va tinh toan:

- AES (mai khéi SPN): Hiéu ning bj chi phdi manh béi S-box (SubBytes)
va ma tran MDS (MixColumns). Viéc lua chon, thiét ké lai cac thanh phf?m nay
theo huéng ph hop phan cimg s& gitip cai thién dang ké thong luong va do tré.

- Ascon (AEAD hang nhe dya trén sponge/hoan vi): Puoc thiét ké ti gian
cho cac thiét bi co tai nguyén han ché, mdi vong dugc thuc hién don gian nén
khong gian cai tién khong con nhiéu khi chinh sira cac thanh phan bén trong. Cai
thién hiéu niang chu yéu dén tir cac thay d6i kién triic nhu mo vong lip (unroll),
lap lai (iterative), to chirc trang thai/bus.

Trén co s& cac phan tich va danh gia néu trén, dé nang cao hiéu ning cia
cac thuat toan ma hoa AES va Ascon trong bao mat lué)ng IP, luan an hudng dén
ba muc tiéu cu thé: ting thong luong xir 1y dit lidu, giam do tré, giam tai nguyén
phan ctng st dung trong qua trinh trién khai. Dé dat duoc cac muc tiéu do, luin
an tap trung vao ba hudng nghién ctru chinh sau:

Thir nhdt, luan an nghién ctru, lya chon va thiét ké cac thanh phén mat ma
méi danh cho AES; cu thé, dé xuit S-box va ma tran MDS ¢6 cau trac than thién
v6i phan cing dé cai thién thong luong va do tré, dong thoi van bao dam yéu cau
an toan.

Thit hai, luan an nghién ctru xay dung cac kién trac phan cimg toc do cao
cho AES va Ascon. Trong d6 dé xuat céc kién trac méi st dung cac ky thuat song
song hoa, ki thuat dudong dng (pipeline), md vong 1p, tdi wu to chirc thanh ghi, tir

d6 tim ra kién trac phu hop cho cac hé théng bao mat hiéu nang cao.



Thir ba, luan an tap trung vao viéc dé xuat mét kién trac phﬁn cung mai cho
giao thirc IPSec boi khi xét dén bai toan tong thé, viéc cai thién cac thanh phan
mat ma riéng 16 1a chua du dé dap tmg yéu cau cua cac hé thong téc do cao. Kién
tric moi duogce thiét ké dé tan dung truc tiép cac két qua & hai hudng nghién ciru
trén, trong d6 st dung thuat toan ma hod AES va Ascon da cai tién, déng thoi dé
xuat cac thuat toan xur 1y goi tin va phan ludng dir liéu hiéu qua dé nang cao thong
luong va giam do tré.

Pé hién thuc héa muc tiéu nghién ctru, luan an sir dung cac phuong phap
nghién ctlru sau:

- Khao sat tong quan cac phuong phap xay dung S-box va ma tran MDS; tir
d6 dé xuét phuong phap sinh cac thanh phan mat ma hiéu qua trén phan cimg.

- Van dung cac k¥ thuat thiét ké kién trac phan ctng, dé xuat phuong phap
tim kiém s6 thanh ghi nham x4y dyung kién tric téc d6 cao, giam do tré va sir dung
tai nguyén hi¢u qua.

- Sir dung ngdn ngit md ta phan cung va 1ap trinh nhung dé mo phong, trién
khai va danh gia thuc nghiém cac kién trac dé xuét trén nén tang SoC.

B6 cuc ciia ludn an:

Bén canh phén mé dau, phén két luan va phﬁn phu luc, luan an duoc chia
thanh bén chuong véi ciu tric nhu sau.

Chuwong 1. Tong quan cac van dé nghién ciru

Noi dung ctia chuong 1 trinh bay tong quan vé cac thanh phan mat ma, thuét
toan ma hoa img dung trong giao thirc bao mat mang [PSec. Chuong 1 ciling phan
tich cac nghién ctru lién quan, nhan dién céc han ché con ton tai va dé xudt cac
huéng nghién ctru nham khic phuc nhitng han ché nay.

Chuong 2. Nghién ciru lya chon cac thanh phan mit mé an toan hiéu qua cho

cai dit toi wu AES



Noi dung cta chuong 2 trinh bay cic phwong phap xiy dung thanh phan
mat ma, trong d6 xay dung S-box va ma tran MDS méi cho ma khdi AES nham
nang cao hiéu nang khi thuc thi trén phan cing.

Chuong 3. Nghién ciru xay dung cac Kkién tric phin cing téc d§ cao cho thuat
toan ma hoa AES va Ascon

Chuong 3 tap trung dé xuét cac kién tric phan cimg toi wu cho thuat toan
mi hoa AES va Ascon. Cac kién triic ndy c6 kha ning ma hoa dir liéu téc do cao
nhim giai quyét nhimg yéu cau vé hiéu ning cao, do tré thip va hiéu qua tai
nguyén trong cac hé thong hién dai.

Chuwong 4. Nghién ciru dé xuat kién triic phan ctirng dé ning cao hiéu niing
hoat dong cua IPSec

Noi dung ctia chuong 4 trinh bay vé kién trac phan cing dé xuat dé nang
cao hiéu ning hoat déng ctia IPSec. Kién tric st dung cac két qua da nghién ciru
& chuong 2 va chuong 3. Tién hanh thuc nghiém trén Kit ZC706 va danh gia thuc

I4
A

te.



CHUONG 1
TONG QUAN CAC VAN PE NGHIEN CUU

Chuong 1 cta luan 4n dugc xdy dung nham cung cip mot cai nhin tong
quan vé céc thanh phﬁn méat ma cot 181, bao gém S-box, ma tran MDS, va cac dai
luong mat ma lién quan, cung véi viée phan tich cac dac tinh k¥ thuat cua AES,
Ascon, va IPSec trén nén tang phan cing. Thong qua viéc danh gia cac cong trinh
nghién ctru d3 cong bd, chuong nay xac dinh nhimg thach thirc con ton tai trong
viéc thiét ké cac thanh phan mat ma va kién tric phan cimg tdc do cao, tir d6 1am
co s& cho viée dé xuat cac hudng nghién ctru méi.

1.1. Thuat toan ma hoa AES

Advanced Encryption Standard (AES) [11] 1a ma khdi cdu trac lap voi kich
thude khdi 128 bit, hd tro cac kich thudc khoda 128 bits, 192 bits, va 256 bits tuong
tmg véi 10, 12 va 14 vong. AES dugc chuan hoa nim 2001 trong FIPS-197 bai
Vién Tiéu chuin va Cong nghé Qudc gia Hoa Ky (NIST). AES xir Iy theo khdi
128-bit dugc chia thanh 16 bytes dudi dang ma tran 4 X 4, goi 1a ma tran trang
thai. T4t ca cac phép tinh ctia AES déu hoat dong trén ma tran nay. C6 bén budc
co ban trong mot vong ma cua AES la: AddRoundKey, SubBytes, ShiftRows, va
MixColumns.

Bién doi AddRoundKey

Trong bién d6i AddRoundKey, ma tran trang thai duoc két hop véi khoa
vong st dung phép XOR.

Bién doi SubBytes

SubBytes sir dung S-box va 1a thanh phan phi tuyén tinh duy nhét trong

AES. Tuy nhién tinh chit ndy ciing 1am cho né bi han ché vé tbc do va tai nguyén.



S-box duoc tinh toan thong qua phép nghich ddo trén truong GF (28) va phép bién
d6i affine trén trudng GF (2) :

S(x) = Affine(x™1) (1.1)
1 0 0 0 1 1 1 1][p,] [1]
1 1.0 0 0 1 1 1/|p 1
1 1100 0 1 1||b, 0
1 11100 0 1||b, 0
Affine = +
1111 10 0 0/|b, 0
01 1 1 1 1 0 0}]b, 1
00 1 1 1 1 1 0}|b, 1
000 0 1 1 1 1 1||b] |O]
Bién doi ShiftRows

ShiftRows duoc cai dit bang cach dich mdi hang ctia ma trin theo sb bytes

nhat dinh nhu hinh duéi day:

Qo,0| Qo,1| Ao,2| Q0,3 Qo,0| Ao,1| Ao,2| Q0,3
Q10 Q1,1 | A1,2| Q1,3 ShiﬁROWS‘ A1 A1,2| 13| 10
Qz0| Q21| Az2| 23 Qz2| Q23| dz0| 921
QA3o0| d3,1| 032|433 Q33| d30| d3,1| d3,2

Hinh 1.1. Bién déi ShiftRows trong AES
Bién doi MixColumns
Trong bién doi MixColumns, mdt ma tran dich vong MDS (Maximum
Distance Separable) dugc sir dung dé thyc hién phép bién d6i tuyén tinh trén cac
cot clia ma tran trang thai. Ma tran ndy dam bao tinh khuéch tan (diffusion) cao,
gitip ting cudng d6 an toan cua thuat toan bang cach tron dit liéu trong mdi cot.

b,] [02 03 01 017 [q,
b| |01 02 03 01| |q
= X

by| |01 01 02 03| |a,
by| {03 01 01 02] |a



Mobi vong déu can mot khoa vong dugc tao ra bdi lugce dd mé rong khoa.
Lugc d6 mé rong khoa bao gém ba budc chinh: RotWords, SubWords, va XORs.
SubWords tuong tu nhu SubBytes dugc thuc hién trén S-box, trong khi RotWord
tuong tu nhu ShiftRow.

1.1.1. S-box va cac dai lwgng lién quan

S-box 14 thanh phan phi tuyén duy nhat trong cac thuat toan ma hoa khoi,
dong vai tro thuc hién nguyén ly x4o tron (confusion) cua Shannon. Mgt S-box
kich thudc n X m duoc dinh nghia 1a mot 4nh xa F: F,n — F,m. Dé danh gia st
manh mit mi, F thuong dugc biéu dién dudi dang hé ham logic F(x) =
(f1(x), (), e, frn(x)) VO f;: Fon = Fy voimoi 1 < i < m.

Dé phi tuyén. DO phi tuyén cua S-box dic trung cho kha ning khang lai
tham mi tuyén tinh. Do phi tuyén ctia mot ham logic f, ky hiéu Ia
N,(f) 1a khoang cach Hamming ngan nhat tir f dén tap cac ham affine A4,

Ni(f) = min d(f, ¢) (1.2)

Thong qua bién doi Walsh-Hadamard We(u) = ZxEFZn(—l)f @ux 45

phi tuyén dugc tinh bang cong thirc:

1
Ni(f) = 2"t — Eggi,ngf(u)l (1.3)

Do phi tuyén cua S-box F duoc xac dinh bodi gia tri nhd nhat trong sd cac
do phi tuyén cuia tat ca cac to hop tuyén tinh khac khong cua cac ham logic thanh
phén.

Ni(F) = min{N,(c.F)} = min{Ni(cofo @ €11 @ - B em-1fm-1)}  (1.9)

S-box ¢6 d¢ phi tuyén cang cao thi cang khé bi xap xi boi cac ham tuyén

tinh, gitup ting kha ning khang thim ma tuyén tinh.



Tinh chit déu vi sai. Tinh chat nay do luong kha ning khang lai tham ma
vi sai. Mot S-box S dugc goila d — déu vi sai néu véi moi sai biét dau vao a # 0
va sai biét du ra B, phuong trinh sau c6 téi da & nghiém:

[{x € Fon|S(x D a) B S(x) =P} <6 (1.5)

Gia tri 6 cang nhd, S-box cang co tinh déu vi sai tot, giup triét tiéu cac dac
trung vi sai co x4c suat cao.

Bdc dai 56. Bac dai s6 cua ham logic g, ky hiéu deg (g), 1a bac cua da thic
cao nhat trong biéu dién dang chuén tic dai sb (ANF) cua n6. Bac dai s6 cua S-
box S 1a bac 16n nhét trong s6 cac ham logic thanh phan:

deg(S) = Jnax deg (S;) (1.6)

khi d6 ta c6 thé coi bac cta S-box S 1a bac 16n nhat cua tit ca cac to hop
tuyén tinh khac khong cta cac ham thanh phan (vi phép cong @ khong 1am ting

bac cua ham logic), tirc la:

m

deg(S) = max deg(S,);S, = E b; S; (1.7)
beFJ ,b+0 —
i=

Bic dai s6 cao gitp hé mat khang lai cac cudc tAn cong vi sai bac sao va cac
phuong phap phan tich cau tric dai so.

Bdc vao ra va so cic quan hé dgi sé. Gan day, cic nha thiét ké hé mat
thuong dung mot dai luong khac don gian hon d6i véi S-box S, didc trung cho kha
nang khang lai thim ma dai s6, 1a bac vao ra deg;, S. Cu thé, khi xét dic truong
nay, chung ta quan tdm dén cac quan hé dai sd chinh 1 cic phuong trinh ¢é cac
bién gém cac bit dau vao va dau ra. Bic vao/ra cua S 1 bac nho nhét cia cac quan
hé dai s6 g(xg, .., Xp—1; Yo, -» Ym—1) = 0 thoa man véi moi cip (x,y) sao cho
y = S(x). Nhu viy, bac vao/ra cia mot S-box 1a bac nhod nhat ma chiing ta co thé

tim dugc dbi v6i cac quan hé dai s6 diing cho S-box, nd gitp ching ta danh gia
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dugc do phtc tap trong qua trinh giai hé phuwong trinh mé phong hé mat. Diéu nay
c6 nghia 1a S-box nao c6 bac vao/ra cang nho thi sé co nhitng biéu dién dai s6 c6
bac nhd va do d6 s& dé gidi hon so vdi cac S-box c6 bac vao/ra cao. Ngoai ra,
chung ta ciing can xét xem sd lugng cac phuong trinh c6 bac nhu thé co nhiéu
khéng, hé cang nhiéu phuong trinh doc 14p tuyén tinh s& cang d& giai hon. Do do,
mot S-box khang lai thim ma dai s6 tot cang cd bac vao/ra cang 16n cang tt va sd
lwgng cac phuong trinh ddc 14p c6 bac nay phai cang nhé cang tot.

Mt s6 dai lwrong khdc. Ngoai mot s6 dai luong quan trong & trén, mot dai
luong mat ma khac cho S-box duoc dic trung cho kha ning chdng cac tham ma
dai s6 12 d6 du thira tuyén tinh. Pai luong nay lién quan dén su phu thudc gitta cac
ham logic thanh phan ciia S-box nhu sau:

Dinh nghia 1.1. [77] Cho S-box S: F} — F}*. Ta goi “S s¢ hira do du thira
tuyén tinh” khi ton tai hai ham logic thanh phan cta S twong duong affine, nguoc
lai ta goi “S khong s& hita & du thira tuyén tinh”.

Pinh nghia 1.2. [1] Cho S-box S:F} — FJ*. Ta goi “D¢ du thira tuyén tinh
cua S” 1a dai luong, ki hi¢u 1a LR(S), dugc xac dinh boi $6 lugng cac cap ham
logic thanh phan tuong duong affine d6i mot khac nhau. Pic biét, néu S co
LR(S) = (2™ — 1)(2™ — 2)/2 thi S duogc goi 13 “so hitu d6 du thira tuyén tinh
toan phan”.

1.1.2. Ma tragn MDS va cdac dai lwong lién quan

Mot ting tuyén tinh cung cap tinh khuéch tan bang cach xao tron céc bit dau
vao ciia mot khdi c¢b dinh va tao ra khéi dau ra tuong ung. C6 nhiéu phuong phap
dugc st dung dé hién thuc t?mg tuyén tinh, bao gém: ma tran MDS, ma tuyén tinh,
phép XOR va hoan vi bit ... Trong s6 d6 ma tran MDS nhéan dugc nhiéu sy quan

tam trong nghién ctru, boi kha ndng ddm bao tinh khuéch tan to1 vu. Co nhiéu cach
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dé danh gia tinh khuéch tan cua tang tuyén tinh: hiéu tng thac [80]; tinh thac chat
[81]; s6 nhanh [79]; s6 diém bat dong [79].

Hai tiéu chuan dau tién xem xét su anh huong cua 1 bit dau vao 1én cac bit
dAu ra, tinh thac chit xem xét sy anh hudng cua cac bit dAu ra vao cac bit dau vao.
S6 nhanh 1a khai niém duoc sir dung rong rai nhat hién nay, né cho phép danh gia
mot cach tong thé tang tuyén tinh khi xem xét sy khang lai thim ma4 vi sai va tham
mi tuyén tinh. Tiéu chuin cudi cing néi dén tinh chat diém bat dong cua ting
tuyén tinh, tiéu chuan nay cu thé nhu sau:

S6 nhdnh ciia tdng tuyén tinh xay dung trén co s bién d6i tuyén tinh L ky
hi¢u la B(L), chinh la ) luong nhé nhét cac S-box tich cuc trong 2 vong ma lién
tiép cia mot md phap nao d6. S6 nhanh duoc tinh nhu sau. Goi X =
(X0, X1, o, Xg_1), trong d0 X; € Fon, 1a d X n bit dit lidu dau vao. Con Iy =
(Tx,, Ix,s - Ix,_,) 1a ky hi€u mét véc to nhi phén c6 chiéu dai d, véi Ix, = 1 khi
X; # 0, con bang 0 trong trudng hop con lai. Ky hiéu wt(Iy) 1a trong s6 Hamming
cta I'y. Khi d6 biéu thirc cua sd nhanh 1a:

B(L) = min {wt(ITx) + wt(Iy): X # 0,Y = L(X)} (1.8)

Dbi vai mot bién d6i tuyén tinh bat ky, ta luén c6 B(L) < d + 1.

Trong cac thiét ké mat ma nguoi thiét ké luén hudng dén muc dich lam sao
dé c6 thé xay dung duoc tang tuyén tinh c6 sd nhanh cyc dai.

Tiép theo, chiing ta xem xét khai niém diém bat dong cua tang tuyén tinh
(vé sau goi 1a diém bét dong cua bién d6i tuyén tinh). Trong lun 4n tién si tai
truong dai hoc cong nghé Queensland nam 2010 [79], Muhammad Reza Z’aba da
xem xét khai niém diém bat dong cho mot bién ddi tuyén tinh. Theo d6 X 1a diém
bat dong ctia bién doi tuyén tinh L: Fyr — Fin néu X = L(X), X € Fjn . C6 nghia

1a gia tri ciia n6 khong thay doi dudi tac dong cua bién doi tuyén tinh nay. Mot
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bién ddi tuyén tinh L: Fjn — Fon ludn c6 thé dugc biéu dién boi mot ma tran khong
suy bién A4 c6 kich thuéc m X m, cac phan tir ciia ma tran ndy thudc truong Fn.
Nhu vy, s luong diém bat dong cta bién doi tuyén tinh trén chinh 1a s6 nghiém
cua h¢ phuong trinh
A-1H-X=0 (1.9)
trong do I 1a ma tran don vi kich thuéc m X m. Tu do sb lugng diém bat
d6ng cho bién d6i tuyén tinh néi trén duoc tinh theo cong thire sau:
N, = 2n(rank(4)-rank(4-D) = pn(n-rank(4-I) (1.10)
Do d6, s6 lugng cac diém bat dong phu thudc vao hang cia ma train A — 1.

Bang 1.1. S6 nhanh va diém bdt dong trong tang khuéch tan cia ma khoi

Ma phap m | B(L) | rank(A) | rank(A—1) | N,
AES 16 5 16 14 216
ARIA 16 8 16 7 27
PRESENT 64 2 64 40 2%
Serpent 128 3 128 127
Kuznyechik 128 17 16 16 1

Trong Bang 1.1 liét ké s6 nhanh va diém bat dong cia mot sé ma phap dang
SPN nhu AES, ARIA, PRESENT va Serpent. Theo d6 tang khuéch tan trong AES
ton tai 21° diém bat dong. S6 nhanh ctia ma tran MDS trong AES 1a bang 5. Thyc
nghiém cho thay khong c6 méi lién hé truc tiép giita s nhanh va s6 lugng diém
bat dong. Mot tang tuyén tinh c6 s6 nhanh 16n van c6 thé ton tai nhiéu diém bat
dong (nhu ARIA), dan dén nguy co bi tin cong dua trén diém bat dong [83], [84].

Ngoai quan diém vé do an toan, kha nang cai dat ciia mot tang tuyén tinh
dugc xem xét nhu mot trong nhimg tiéu chi hang dau trong thiét ké do kha ning
cai dat cua né lién quan truc tiép dén tbc d6 ma/dich ctia mot thuat toan. Nhu vay

viéc xay dung mdt tang tuyén tinh ngoai vi¢c phai dam bao céc tinh chat mat ma
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thi viéc nghién ctru kha nang cho phép cai dat trén moi truong phan cing va phan
mém ctia nd 1 vo cing can thiét va ludn c6 tinh thoi sy,
1.1.3. D¢ an toan cua AES

Pén nay di c6 nhiéu tan cong 1én AES trong d6 phai ké dén tin cong tét
nhit co tén 1a bicliques 1én day du cac vong AES [82]. Tuy nhién tin cong biclique
van chi c6 thé vé mit 1y thuyét boi do phire tap tinh toan cta né van rat 16n. Bang
dudi day 1a d6 phirc tap tinh toan dé tin cong 1én day du cac vong AES cua [82]:

Bang 1.2. Tan céng bicliques lén AES

D phiic tap
AES Dt licu Thoi gian Bo nho
128 288 CP 2126.18 28
192 288 CPp 2189.74 28
256 240 Cp 225442 28

CP — chosen plaintext
1.2. Thuat toan ma h6éa Ascon
1.2.1. Thudt toan ma hoa co xdac thuwc (AEAD)

Mot trong nhiing thach thirc ddi véi bao mat mang [oT la sy da dang cua
cac thiét bi, moi truong trién khai. Bai toan bao mat can phai dam bao tir cac thiét
bi tai nguyén han ché (edge devices) cho dén cac thiét bi tbc do cao (IoT gateway,
cloud servers). Chinh vi 1y do d6 da c6 rat nhiéu nghién ctru dé phat trién cac thuat
toan mat ma pht hop cho mang IoT [13]. Mdt trong nhiing giai phap gan day la
stt dung Authenticated Encryption with Associated Data (AEAD), két hop cac
dich vu mat ma nhu bi mat, toan ven va xac thuc lai thanh mot thuat toan. Thang
8 nam 2018, NIST da khéi dong mot qua trinh tiéu chuin hoa thuit toan mat ma
hang nhe (Lightweight Cryptography). Hau hét cac thuat toan hang nhe tham gia
déu 1a AEAD va ham bam. Trong sb 56 (mg ctr vién & vong dau tién, 32 thuat toan

dugc chon vao vong hai. Thang 3 nam 2021, NIST thong bao 10 img cu vién Iot
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vao vong chung két va Ascon 13 mét trong sé d6. Thang 2 nam 2023, NIST cong
bd Ascon dugc chon lam tiéu chuén thuit toan ma hoa xac thuc hang nhe.

Céc thuat toan ma héa truyén théng chi cung cap tinh bao mat, dé cung cip
tinh toan ven/xac thuc céac thuat toan nay can két hop véi cac dich vu khéc. Piéu
nay dan dén su phat trién ctia khai niém ma hoa xac thuc (AE). M3 hoa co xéac
thuc két hop tinh bi mat va toan ven trong mdt thuat toan duy nhat, hd tro xéac thuc
ca dir liéu lién két (AD). Quy trinh AEAD nhan dau vao 1a khod K, nonce N, dit
lidu lién két AD va ban rd PT dé sinh ra ban ma CT cung thé xac thyc 7. Tai bude
gidi ma, thé 7 dugc kiém tra trudc tién; ban ma chi duogc giai ma néuthé T hop 1€,

nguoc lai s€ bi huy bé dé dam bao an toan.

Nonce (N) Plamtext (PT) Associated data (AD)
\ ] /
AEAD encryption |« Key (K)

A

Associated data (AD) | Ciphertext (CT) Tag (T)

Hinh 1.2. Qua trinh md hoa AEAD

1.2.2. Thudt toan Ascon

Thuét toan Ascon-AEAD128 1a mét co ché ma héa xac thuc véi dir liéu lién
két (Authenticated Encryption with Associated Data — AEAD) dugc dic ta trong
chuan NIST SP 800-232 [6]. Ascon-AEADI28 duoc xay dung theo md hinh
sponge, st dung mdt hoan vi trang thai ¢ dinh va duoc thiét ké nham dat duoc su
can bang giita bao mat, hiéu ning va kha nang trién khai hiéu qua trén ca phan
mém va phan cimg.

Ascon-AEADI128 xur 1y dir liéu theo cac khoi 128 bit va ap dung 8 vong

hoan vi trong cac giai doan xur Iy chinh. Viéc lya chon kich thudc khoi va s6 vong
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hoan vi nham cung cap thong luong cao, dong thoi duy tri mic do an toan phu
hop v6i cac yéu cau ma hoa co xac thuc. Véi dic tinh thong luong t6t va cdu tric
gon nhe, Ascon-AEAD128 phu hop cé voi cac hé théng yéu cau hiéu ning cao
cling nhu trén cac méi trudng tai nguyén han ché.

Qua trinh ma hoa hodc giai mi co xac thuc ctia Ascon bao gdm bdn giai

doan: Khoi tao, Dit liéu lién két (AD), Xt Iy ban rd/ban ma va Két thuc.

' Ao Am ' Py Co T
128 ,* + 128 *\
=) T U™ = Y ) @ =) o
= , = = ' o =Y = 128
=| 1 [ = 1 = = :‘
S 192 3 5] 8 o 3 . S . S| ...
g Lm R M2 m 192 2 92 <2 192 Tl 2 | 125
i o ) L)
VKN 08K 011 - © K|jo® K
Initialization Associated Data Plaintext Finalization

Hinh 1.3. Qua trinh ma hoa Ascon [6]

1.3. Giao thirc bao mat IPSec

Giao thtrc IPSec 13 mot bo giao thie VPN (Virtual Private Network) phd
bién. Phién ban mdi nhat cua chuan IPSec duoc cong bd trong RFC 4301. IPSec
6 thé duoc cai dit theo cac cach khac nhau trén dé thuc thi trén may host, router,
firewall, gateway an toan hoac nhu mot thiét bi bao mat doc lap [57]. Hau hét cac
hé diéu hanh Windows, Linux ngay nay déu hd tro mic dinh IPSec trong nhén.
Céac thanh phan ctia cong nghé IPSec c6 thé thdy ¢ Hinh 1.4. Trong d6 SPD
(Security Policy Database) 1a chinh sach an toan quyét dinh ludng dit liéu nao can
dugc bao mat. Cac truong nhu dia chi IP nguén/dich, protocol, céng TCP/UDP sé
duogc tim kiém dé quyét dinh. IPSec cho phép ba quyét dinh: DROP, BYPASS, va
PROTECT. Céc thong tin vé két ndi IPSec nhu giao thuc, thudt todn, khoa, sb
sequence number dugc luu trong co s& dir liéu SAD (Security Association

Database). Khi hai bén muén thiét lap két ndi IPSec, cac tham sd cho phién két
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ndi can phai dugc thoa thuan. Cac bén cling can phai duoc xac thuc. Khi d6 giao
thire IKE (Internet Key Exchange) s& duoc sir dung. IPSec ¢ thé st dung ESP
(Encapsulating Security Payload) hoic AH (Authentication Header) dé cung cap
cac dich vy bao mat. AH chi bao vé tinh x4c thuc, toan ven cua goi IP, ESP hd tro

dﬁy du cac dich vu cho goi tin IP bao gém ma hoa, xac thuc, toan ven.

Céu hinh
|

IKE

Xir ly AH/ESP

Hinh 1.4. Céc thanh phan chinh cia IPSec

1.3.1. Giao thic ESP

Phién ban hién tai cia ESP va IPSec 1a phién ban 3 da duoc ban hanh trong
RFC 4301 va 4303. ESP hd tro hai ché do: transport va tunnel. Trong ché d6 tunnel
(Hinh 1.5), mot goi IP méi dugce tao ra tir goi tin IP nguyén gdc bang cach: 1) chén
ESP header va trailer vao goi tin IP ban dau; 2) ma hoa goi IP ban dau va ESP
trailer; 3) tinh gia tri kiém tra toan ven ICV (Integrity Check Value) cho ESP
header va cac dir liéu ma hoa; 4) chén ICV vao cudi ctia géi tin; 5) thém IP header
mai cho goi tin. Ché do ESP tunnel dugc st dung dé trién khai theo mo hinh VPNs

gateway-to-gateway hodc remote access.



Goi tin trude khi bao vé ESP tunnel

1P
header

TCP
header

Dt ligu

Goi tin sau khi bao vé ESP tunnel
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IP header
moi

ESP
header

IP header

goc

TCP
header

Dit lidu

ESP
trailer

Hinh 1.5. ESP ché do tunnel

IP header méi s& chtra dia chi nguén va dich cta cac gateways. Tunnel mode
c6 thé ma hoa va bao vé tinh toan ven cia ca dir liéu va IP header nguyén géc.
Viéc ma hoa goi IP nguyén gbc s& che gidu cac thong tin ciia két ndi nhu dia chi,
giao thtc, cong cta tng dung. ESP transport mode thuong dugc st dung dé trién
khai mo hinh host-to-host trong mang ndi bo. Trong ché o transport mode, ESP
sir dung IP header nguyén goc thay vi tao moi. ESP payload va ESP trailer dugc
ma hoa (Hinh 1.6).

Go1 tin trude khi bao vé ESP transport

IP TCP

header header Dit liu

Goi tin sau khi bao vé ESP transport

ESP
ICV

TCP
header

IP ESP

header header Dir li¢u

b Xac thuc, toan ven

Hinh 1.6. ESP ché d¢ transport
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Transport mode khong twong thich véi NAT. Chang han nhu trong g6i TCP,
TCP checksum dugc tinh cho ca TCP va IP header. Néu NAT dugc st dung khi
d6 dia chi ngudn hodc dich cua IP header s& thay d6i, NAT can tinh lai TCP
checksum. Tuy nhién do TCP header d4 duoc mi bén trong ESP nén NAT s& thét
bai. Do d6 trén thuc té st dung ESP & ché do tunnel mode s& dap ung diy du cac
tinh nang va dich vu bao mat.

Ciu triic géi ESP

ESP chén header va trailer vao dau va cudi payload ctia cac goi tin nhu Hinh

1.7 dudi day.

ESP header Security Parameters Index (SPI)
Sequence Number
Initializtion Vector (tuy chon)
Payload Dit lidu (thay déi)
ESP trailer Padding (0-255 bytes)
Padding length | Next header
ESP trailer Integrity Check Value (ICV)

Hinh 1.7. Céu triic géi ESP
ESP header gdm c6 hai trudng chinh:
« SPI. Mdi IPSec SA s& chira mot gi tri SPI riéng. Gia tri SPI dugc sir dung
cung vdi dia chi IP dich dé xac dinh SA va khoa nao can duoc st dung.
« (Extended) Sequence Number. Mdi géi tin s& dugc gin mot sd ¢o gid tri

Sequence Number tang 1€n, va chi c6 cac goi tin c6 gia tr1 Sequence Number nam
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trong cira sO trugt mdi duoc chip nhan. Piéu nay sé chdng lai cac tin cong phat
lai vi cac goi s dung lai s€ co6 cung gia tri Sequence Number. Viéc su dung
Sequence Number ciing chéng cac tdn cong DOS vi cac goi tin cii s& ¢ gia tri
Sequence Number nam ngoai ctra s6 truot s& bi loai bo trude khi thue hién bt ky
hoat dong khéc. Phién ban 2 cua [PSec dinh nghia Sequence Number 1a gia tri 32
bit. Tuy nhién ngay nay phan cting c6 thé truyén duoc 100 Gbps, hodc khoang 150
triéu goi tin mdi gidy. Piéu nay c6 nghia 32 bit Sequence Number sé& bi tran trong
30 gidy. Viéc trao ddi khoa lai sau mdi 30 gidy 1a khong thyc té, do d6 phién ban
IPSec-v3 st dung ESN. Gia tri ESN c6 kich thudc 64 bit va dé tuong thich voi
dinh dang ESP cil, chi c¢6 32 bit thip ctia ESN dugc truyén di.

Phén tiép theo ctia ESP 1a payload. N6 bao gém phan dit liéu mi va IV ¢
dang 6. IV duoc st dung trong qua trinh ma hoa dé chng lai tham ma. Gia tri IV
thay d6i cho mdi géi tin, do d6 néu hai goi tin c6 dit liéu gidng nhau thi IV sé& giup
viéc ma hoa hai goi tin 1a khac nhau.

Pé an cac thong tin vé kich thudc, tan suat gui dit liéu qua IPSec, TFC
(Traffic Flow Confidentiality) padding c6 thé dugc sir dung. TFC padding duoc
chén vao dir liéu ro trudc khi ma.

Phan cudi cung 14 ESP trailer, n6 bao gom cac truong sau:

« ESP Padding. G6i ESP c6 thé dugc padding trong truong hop ma khéi
can chan khéi. Padding ciing can thiét dé ESP trailer 14 chin 4 byte.

* ESP Padding Length. Truong nay chi dinh d6 dai cua padding theo bytes.

* Next Header. Trong truong hop tunnel mode, gia tri ciia Next Header 1a
4, nghia la goéi tin IP dugc boc trong goi IP khac. Trong transport mode, Next
Header c6 thé 1a 6 (TCP) hodc 17 (UDP).
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* ICV. Gia tri nay duoc st dung dé kiém tra tinh toan ven cta dir liéu ma.
Dbi v6i AES-GCM, kich thude ciia ICV ¢6 thé 14 8, 12 hodc 16 byte. NIST khuyén
cao st dung kich thuoc 16 cho ICV.

UDP va ESP Encapsulation

ESP packet khong thé vuot duge cac thiét bj NAT. Giao thic ESP ciing
khong c6 cong, do d6 NAT router thudng sé loai bo cac goi ESP do né chi xu 1y
cac goi UDP hoic TCP. Dé giai quyét van dé vuot NAT, cac goi ESP ¢6 thé dugc
dong goi UDP (UDP-ESP). Cac thiét bi NAT c6 thé sira dia chi IP cta goi UDP
va theo ddi cac thiét bi phia sau cong UDP. Khi IKE phat hién thiét bi nam sau
NAT, n6 sé& sir dung cong UDP 4500. UDP-ESP ciing st dung cong 4500 dé dam
bao rang thiét bi NAT c6 anh xa NAT duy nhat cho toan bd ludng traffic (ESP va
IKE). bé phan biét goi UDP-IKE vé1 UDP-ESP, 4 byte chira gié tri 0 s€ dugc thém
vao trude IKE header do gia tri SPI 14 4 byte va khong thé bang 0.
1.3.2. Cdc thanh phdn mdt ma dwoc siv dung trong IPSec

ESP str dung mat ma khoa dbi xting dé ma hoa goi IPSec. Do d6, mdi bén
két ndi déu phai c6 cung mot khoa dé ma hoa va giai ma goi tin. Khi ma hoéa, dir
liéu dugc chia thanh cac khéi nho va thuc hién cac vong ma st dung khoa 1€n dix
liéu. Thuét toan ma hoa kiéu ndy duoc goi 1a thuét toan ma khéi. Sau khi ma hoa
duoc thuc hién, dé bao vé tinh toan ven cho g61 tin thuét todn MAC s€ dugc su
dung véi mét khoa chung 1€n dir li€u. Gia trt MAC duoc chén vao cudi g061 tin va
guri cho bén nhan. Bén nhan tinh lai gia tri MAC va so sanh xem hai gia tri dé xéc
dinh goi tin c6 bi thay ddi. IPSec thuong sir dung thuat toan HMAC dé bao vé tinh
toan ven. Thuat toan ma khoi Triple DES da bi 16i thoi tir nim 2019 va khong con
dugc st dung tir sau nam 2023. Cac thuat toon HMAC-MDS5 va HMAC-SHA-1
ciing khong con duoc chap nhan béi NIST. Cac khuyén nghi méi nhat ctia NIST
d6i voi ma khéi 1a sir dung AES kich thuéce khoa 128, 192, 256 bit ¢ ché 46 CBC,
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CTR, GCM, CCM. Déi véi thuit toan toan ven la HMAC-SHA256, HMAC-
SHA384, HMAC-SHA-512, AES-GMAC.

M3 hoa va toan ven can hai thuét toan va hai khéa khic nhau. Thuat toan
AEAD xuét hién trong nhung nim gan day nhu AES-GCM c6 thé két hop hai
thuat toan lai v6i chi mot khoa va gitp ting toc rat nhidu. N6 ciing cho phép kha
nang xt 1y lién tuc khi xay ra 161, ddn dén quy trinh xir 1y 15i tot hon va it b tan
cong theo thoi gian. Trong thuat toan AEAD, gia tri nonce can phai 13 duy nhat
cho mdi qué trinh ma hoa véi cing khéa. Gia tri ndy cling khong nhét thiét phai
ngau nhién. Gia tri nonce dugc tao ra bai IKE bao gdm céc thanh phan khong giri
di (salt) va thanh phan giri di (IV). Thanh phan khong gui di duoc dan xuat tir PRF
trong qua trinh trao doi khéa DH tuong ty nhu tao ra khoa ma hoa. Gia tr1 nay
khong giri trén duong truyén. Thanh phan gui di IV thuong 13 mot bo dém. Viéc
st dung lai IV véi cung mot khoa s€ phé vd tinh an toan. Do d6 céac thuat toan nay
can phai duogc st dung véi trao doi khoa tu dong IKE va khong dugc c4u hinh
tinh, tha cong.

1.3.3. M{t 56 tin cong va két qua ddinh gid vé bdo mdt va an ninh, an toan ciia
giao thurc IPSec

Mic du IPsec duoc thiét ké mot cach an toan tir dau, nhung dén nay IPSec
van c6 thé bi cac tin cong cai dit voi cac cau hinh cu thé. Bellovin [72] 1a ngudi
dau tién chi ra viéc thiéu co ché toan ven trong phién ban thir nhat ciia giao thirc
ma hoa ESP s& dan dén cac van dé vé an toan. Céc tin cong cua Bellovin chi dimg
lai & 1y thuyét va khong kha thi trén thuc té. Tuy vay cac tin cong nay ciing cho
thay duoc su nguy hiém ctia viéc ma hoa ma khong c6 tinh toan ven. Céc tan cong
thuc té hon 1én céc cai dit chi ma hoa ciua IPSec ESP trong nhan Linux dugc thuc
hién boi [73], [74]. Nho sir dung k¥ thuat tin cong tién doan dém (padding oracle),

cac tac gia da c6 thé pha v& cac cai dat chi ma hoa ciia IPSec ESP. Nhiing tan cong
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nay yéu cau IPSec st dung ciu hinh ESP chi mé hoa ¢ ché d¢6 CBC. Ké tin cong
s& chinh sira cac truong ciia IP Header (Option va Protocol) dé c6 thé kich hoat
cac thong diép bao 16i ICMP sau d6 dung cho tin cong tién doan dém.

Mot tn cong khac duogc thuc hién béi [76] ddi voi IPsec khi nd st dung
kiéu xac thuc 1a: MAC-then-Encrypt (thuc hién MAC trudc rdi méi ma hoa).
Trong trudng hop nay IPSec dugc sir dung giira hai gateways va ciu hinh dé st
dung ma khdi ¢ ché d6 CBC. K¢ tin cong s€ thuc hi¢én mdt tAn cong tién doan ESP
trailer. B tién doan s€ xac dinh xem ESP trailer c6 dugc dinh dang dung khong.
Tan cong MAC-then-Encrypt cho thiy viéc cAu hinh str dung AH két hop ESP 1a
khong an toan.

Céc van dé khac co thé gy ra cac tan cong cai dit 1én IPSec c6 thé ké dén:

- Mot s6 cai dat IPSec Iuu khéa chia sé trude (PSKs) ¢ dang 1d trén hé thong.
Bat ky ngudi ding ndo c6 quyén truy cap vao hé thong ciing c6 thé doc dugc cac
khoa nay. Do d6 néu hé théng khong c6 mot co ché kiém soat truy cap an toan thi
cai dat dang ndy can phai dugc tranh.

- IPSec cho phép mot sb ludng dit liéu di qua ma khong can bao vé, chang
han nhu cac goi broadcast, IKE va Kerberos. Ké tan cong c6 thé loi dung cac thong
tin nay dé gui cac goi tin doc hai vugt qua chinh sach loc géi cua IPSec. Do d6
can phai giam sat cac ludng dit liéu khong can bao vé khi di qua IPSec, vi du nhu
sir dung hé thong IDS/IPS dé canh bao khi c6 cac géi tin khong dugc bao vé di
qua.

- Céac 16 hong vé cai dit IPSec ma duoc phat hién thong qua cac co sé dit liéu
National Vulnerability Database (NVD) hoac Common Vulnerabilities and
Exposures (CVE).

- Mic du ché do CBC van duoc khuyén nghi sir dung bai NIST, tuy nhién

cac tan cong cai dit 1én IPSec ¢ trén (tin cong ESP chi ma hoa va MAC-then-
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Encrypt) déu loi dung co ché dém cua ché do CBC. Do d6 viéc st dung AES ¢
ché @6 CBC c6 thé coi 14 khong con an toan.
1.4. Phan tich cac cong trinh nghién ctru cong bd gin diy va dinh hwéng
nghién ciru ciia dé tai ludn an

pé xay dung mot hé¢ théng bdo mat mang tdc d6 cao, hiéu qua va tin cay
trén nén tang phan cimg, can ¢ cai nhin toan dién tir cap d6 thanh phan co so dén
kién tric hé thong. Trong phan ndy, luin 4n s& di sau phan tich tinh hinh nghién
clru trong va ngoai nude theo ba cap do chinh: (1) Cac thanh phan mat ma S-box
va ma tran MDS; (2) Cac kién trac ph?m cung cho thuat toan AES va thuat toan
mi hoa xac thuc hang nhe Ascon, tip trung vao cac ky thuat toi uu hoa thong
luong, do tré; va (3) Céc kién trac giao thurc bao mat mang IPSec, noi tich hop cac
thuat toan trén vao moi truong truyén thong thuc té. Thong qua viéc danh gia uu,
nhuogc diém cua cac cong trinh lién quan, NCS s¢€ xac dinh céc van dé ton tai va
khoang tréng nghién ctru, tir 46 1am co sé dé xudt cac giai phap va dinh hudng cu
thé cho luan an.
1.4.1. Phén tich cdc céng trinh vé thanh phin mdt ma

S-box 12 mot thanh phan c6t 1i trong cac thudt toan ma khoi. Chung dugc
sir dung rong réi trong nhiéu chuan ma héa nhu AES, DES, Kuznyechik,... Viéc
thiét ké va lya chon S-box thuong duoc dya trén céc ti€éu chi nhu muc do an toan,
hiéu nang xtr 1y va chi phi tai nguyén. Nhiéu nghién ctru di tap trung vio viéc cai
thién hiéu suat va t6i vu hoa tai nguyén cho cac S-box da dugc ti€u chuin hoa, dic
biét 1a S-box ctia AES khi trién khai trén phan ctng. Mot trong nhiing giai phap
pho bién nhat 13 str dung bang tra chtra toan bd 256 gia tri ctia S-box [14]. Phuong
phap nay c6 vu diém d& trién khai, nhung dénh d6i bang viéc tiéu ton nhiéu tai
nguyén phan ctng ciing nhu ¢ do tré cao néu sir dung RAM, ROM. Bén canh d0,

mot sb giai phap khong sir dung bang tra tip trung vao viéc toi uu phép nghich
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dao trén truong hiru han, tiéu biéu nhu str dung truong ghép (Composite Field)
[15], cac k¥ thuat t6i wu hoa logic[16].

V& mit an toan, S-box ctia ma khéi AES duogc xay dung dua trén anh xa
nghich dao [12]. N6 ¢6 d6 phi tuyén cao nhung lai khong dat dugc cac tinh chat
mat ma quan trong nhu bac vao ra, do du thura tuyén tinh [17]. Do do, trong nhiing
nam gan ddy, nhiéu cong trinh di dé xuat cac phuong phap sinh S-box méi nham
nang cao do an toan trong khi van dam bao kha ning cai dat hiéu qua trén phan
ctng. Tuy nhién, viéc thiét ké hodc tim kiém cac S-box c6 kich thudc 16n (8-bit
tr¢ 1én) vira ¢6 do an toan cao, vira c6 dg hiéu qua cao van 13 mét thach thirc mo.
Cac hudng tiép can dé sinh S-box kich thude 16n hién nay ¢ thé dugc chia thanh
bdn nhém chinh: dya trén dai sd, sinh gia ng?tu nhién, cac k¥ thuat heuristic hoac
két hop tir cac cau tric nho hon.

Cac phuong phap dua trén dai s6 thuong sir dung cac phép toan trong trudng
hiru han nhu 4nh xa nghich dao, iy thura dé xay dung S-box l6n [12], [19], [22],
[24]. Phuong phap ndy c6 wu diém 1a dé phan tich, dam bao dugc cac chi s6 mat
ma nhu do phi tuyén cao, bac dai s6 16n. Cac S-box cua AES duoc xay dung voi
anh xa nghich dao duoc affine hoa dau vao dau ra. Tuy nhién, nhugc diém cia cac
S-box dang nay 1a c¢6 cau trac toan hoc rd rang khién ma khéi dé ton thuong doi
v6i cac tan cong dya trén cdu trac dién hinh nhu tin cong dai sé.

Nguoc lai, phuong phap sinh gia ngdu nhién tao ra S-box bang cach lwa
chon ngau nhién hodc gia ngau nhién cac anh xa va kiém tra tinh chat mat ma cta
chang [18], [21], [23]. Uu diém cua phuong phap nay 14 tao ra cac S-box khong
c6 cau tric rd rang, tir d6 tang kha ning chong lai cac tan cong dua trén cau tric
nhu dai s6 hay ctra hau (trapdoor). Tuy nhién, nhugc diém 16n 14 hiéu suat sinh rat
thép: ) lugng S-box thoa cac ti€u chi cao vé do phi tuyén, bac dai s6 hodc do du

thira tuyén tinh 1a cyc ky it trong khong gian tim kiém, khién viéc tim kiém t6n
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nhiéu thoi gian va tai nguyén tinh toan. Ngoai ra, cac S-box dugc tao ngau nhién
thudng khong hiéu qua véi phan cimg.

Trong khi d6, cac k¥ thuat heuristic nhu hill climbing [26], thuat toan ti wu
hoa dya trén hanh vi cta dan ong [20], hay phwong phép t6i wu héa nhiéu 16p [25].
Phuong phap nay cho phép sinh ra cac S-box gan tdi wu voi cac dic tinh mat ma
t6t va giam thiéu cau trac dé khai thac, dong thoi c6 thé két hop véi cac rang budc
thiét ké dé dam bao hiéu qua cai dit phan ctng. Tuy nhién, tinh ti vu chi mang
tinh tuong ddi, phu thudc vao ham muyc tiéu, va cé thé khong dam béo toan ven
néu khong dugc kiém tra toan dién.

Tém lai, nhu d3 phan tich ¢ trén, xay dung cac S-box song anh ¢6 tinh chat
mat mi tot nhanh chéng tré thanh mot nhiém vu kho khi kich thudce cua ching
tang. Khi sd cac bién dau vao n ting 1én 1 thi s6 cac ham logic trong khong gian
s& tang thém 22". D6 1a 1y do tai sao phuong phap sinh gia ngiu nhién gip khé
khan khi n 16n. Vi thé, ddy 1a mot thach thic dé cai tién cac két qua cho cac S-box
kich thudc 8 bit va thdm chi 16n hon. Gan day, cic nghién ctu tip trung vao
phuong phép sinh S-box két hop tir cac cau triic nhé hon, cho phép kiém soat tbt
cac dic tinh mat ma trong khi van dam bao kha nang trién khai hiéu qua trén phan
ctng. Pién hinh 1a cdu trac Butterfly, cho phép tao cac hoan vi ]an tr cac hoan
vi [Fyn [28],[29] dugc dua ra bdi Leo Perrin va cong su.

DPinh hwong cua ludn an: Tir cdac phan tich trén, NCS lya chon tié}? can
dya trén cdu triic, cu thé la cdu triic Butterfly dé xdy dung S-box tir cdc thanh phan
nhé hon nham cdn bang giita d¢ an toan va kha nang hién thue trén phan cimg.

Trong thiét ké thuat toan ma khdi, bén canh vai trd then chét cua S-box,
tang tuyén tinh ciing dong vai trd dic biét quan trong khi anh huong truc tiép dén

hi¢u nang té)ng thé cling nhu muc do khuéch tan cua thuat toan. Vi vay, viéc thiét
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ké cac ting tuyén tinh — nhat 12 cdc ma tran MDS - ludn nhan duoc sy quan tim
rat 1on tir cong dong nghién ctru mat ma. Nhiéu cong trinh dd dugc cong bd nhim
dé xuat cac dang ma tran MDS an toan, hiéu qua, tiéu biéu nhu ma tran MDS dich
vong [31], ma tran Hadamard [32], hay cac ma tran MDS xdy dyng tur lily thtra
ctia ma tran dong hanh (companion matrix) [33]. Mt s6 nghién ctru gan day chu
yéu tap trung vao viéc cai thién nhitng han ché ¢ hitu ctia ma tran dich vong trong
AES, chrfmg han nhu sy tOn tai cia nhiéu diém bAt dong (fixed points), hoac hiéu
sudt giai ma thap hon dang ké so voi qua trinh ma hoa [79]. Trong d6 tim ra cac
dang ma trin MDS d6i xtmg (involutory MDS matrices) hudng toi cac thiét bi
hang nhe c6 tai nguyén phan ctng han ché. Tuy nhién, trong cac hé théng hiéu
nang cao, cac ma tran d6i xtmg hang nhe nay khong dép tng duogc yéu cau vé toc
d6 xur Iy. Pé khic phuc sy bat can xing gitta ma hoa va giai ma, nhiéu thuat toan
m3 khoi hién dai lya chon cac ché d6 hoat dong song song nhu CTR hoic GCM -
vbn chi can sir dung ma tran ma hoa cho cé hai qué trinh - tir d6 khai thac tdi da
hiéu qua tinh toan trén phan cing. Bang cach ap dung cac ché do hoat dong nay,
ma tran ma hoa dang dich vong van cho théy hiéu suét vuot troi khi trién khai trén
cac nén tang phan cting hién dai, nhd cau trac don gian va kha nang hd tro thuc
thi song song hiéu qua.

Dinh hwong cua lugn an: NCS tdp trung nghién ciru va lva chon ma tran
MDS dang dich vong hodc twa dich vong cho tcfng tuyén tinh, nham dat dwoc su
cdn bang giita hiéu nang xit Iy va mike do an toan trén phan ciing.
1.4.2. Phén tich cdc céng trinh vé kién triic phan cieng téc dé cao cho thudt todn

ma hoa

Hiéu ning cua cac kién trc trén phan cting khong chi phu thudc vao ban
chat thuat toan ma héa ma con chiu anh hudng manh mé tir nhiéu yéu t6 ki thuat,

bao gém cong nghé phan ctng str dung, do rong datapath, ki thuat cai dat, ciing
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nhu céc tidu chi danh gia hiéu qua hé théng. Viéc lwa chon va két hop céc yéu to
nay mot cach hop 1y déng vai tro then chdt trong viée tdi wu hoa tde do xir 1y, hiéu
sudt tai nguyén va muec tiéu thy dién ning cua kién truc.

Nhiéu nghién ctru gan day da dé xuét cac kién trac trén FPGA bdi né cho
thdy cac wu diém so v6i cong nghé ASIC [10], nhu chi phi, mtc d6 phuc tap dé
chuyén thiét ké tir y tuong 1én phan ctng 1 thap hon nhiéu so véi ASIC. Trong
khi do6, do rong datapath lai lién quan truc tiép dén s luong dir li€u co thé xtr ly
cung mot lac: 8 bit, 32 bit hodc 128 bit dir liéu mdi xung nhip dong hd (clock). 8-
bit datapath can it tai nguyén, mic do ti€u thu dién nang thép, nhung lai c6 )
luong xung nhip déng hd 16n nhat va téc d6 thap nhat. Trong khi d6 128-bit
datapath c6 thé xir 1y nhiéu dit liéu hon trong mot xung nhip déng hd dan dén toc
d6 cao hon nhung s& tiéu ton nhiéu tai nguyén hon. Céac k¥ thuat cai dat (1ap lai,
mo vong lap, k¥ thuat dudng ong) ciing 14 yéu to anh hudng tryc tiép dén hiéu
suat, va tai nguyén. Trén thuc té, viéc lya chon k¥ thuat phu hop phu thude vao
cac tiéu chi thiét ké cu thé va thudng di kém véi cac quyét dinh danh doi (trade-
off). Vi du, dé dat duoc thong lugng cao, thiét ké co thé phai chép nhan tiéu ton
nhiéu tai nguyén hon. Bén canh d6, do cac nghién ctru thuong dugc trién khai trén
cac nén tang phan cing khac nhau, viéc danh gia hiéu qua kién trac can duoc thuc
hién mot cach khach quan va cong bang. Trong linh vuc trién khai trén FPGA,
mot trong nhig tiéu chi danh gia phod bién va mang tinh cong bang cao 1a ty 1é
giita thong luong va chi phi cai dat (Mbps trén sé luong LUT hodc Slice), giup
phan anh hiéu qua sir dung tai nguyén cta thiét ké mot cach rd rang.

Do do trong ludn an nay, tiéu chi Mbps/LUT hoac Mbps/Slice duoc su dung

thong nhdt dé danh gid hiéu qua cai ddt cia cdc kién tric trén FPGAL.
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1.4.2.1. Cdc cong trinh vé kién triic AES toc dp cao trén FPGA

Pé dat duoc thong luong tdi da, kién tric cua cac thuét toan ma héa can xur
Iy tron ven mot khéi dir liéu trong mbi chu ky xung nhip. Trong céc k¥ thuat hién
hanh (lip lai, m& vong lap, duong dng), chi 6 ky thuat duong dng (pipeline) dap
tmg duogc yéu cau khit khe ndy. Do d6, bai toan toi uu hoa kién trac dudng éng
cho AES tr¢ thanh trong tam nghién ctru, xoay quanh hai thach thirc chinh: (1) rtt
ngin dudng t&i han (critical path) va (2) can bang gitta d6 tré va hiéu suat thong
qua viéc bé tri hop 1y cac thanh ghi trung gian.

Nhiéu nghién ctru da dé xuét cac kién trac duong éng da giai doan nhim
giai quyét bai toan trén. Liu [35] gidi thiéu kién trac 5 giai doan voi S-box dang
bang tra (LUT) va lugc dd khoa méi, tuy nhién thiét ké nay tiéu ton tai nguyén 16m
va hiéu qua chua cao. Oukili [37] dé xuat kién tric 8 ting dé ting toc do, nhung
viéc str dung t6i 5 thanh ghi trung gian cho S-box khién d6 tré ting dang ké. Tuong
tu, Baby Chellam [38] ap dung m¢& vong 1ap cho S-box va tinh chinh MixColumns,
song viéc chén qua nhiéu tang duong 6ng vao khéi MixColumns lai 1am giam kha
nang dap Ung thoi gian thuc.

Gan day, cac nghién ctru tiép tuc mé rong theo hudng chuyén biét hoa cho
ting Gmg dung, tir hé théng 5G téc dd cao dén thiét bi nhung tai nguyén han ché.
Visconti [39] trién khai AES-128 trén FPGA SoC ZCU102 véi kién trac dudng
6ng toan phan, dat thong luong 4n twong nhung phai ddnh doi bang chi phi tai
nguyén 16n cho khdi giai ma. Nguoc lai, Kumar [40] va Priya [41] tip trung giam
dién tich bang cach thay thé LUT bang mach logic t6 hop cho S-box. Du tiét kiém
tai nguyén, thiét ké cia Kumar lai bi gi¢i han vé tan s6 hoat dong, trong khi thiét
ké cua Priya van tiéu ton nhiéu tai nguyén do ap dung dudng dng cho ca S-box va

MixColumns. Rahim [42] dé xuat k¥ thuat dudng 6ng mot phan cho 5G, dat tbc
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d6 cao nhung lai vap phai van dé do tré 16n, han ché kha ning Gmg dung trong cac
hé thdng yéu cau phan héi tirc thoi.

Tai Viét Nam, Dong Pham Khoi [2] dd cong bd mot thiét ké ASIC CMOS
45nm 4n twong danh cho IoT, dat bang thong 111,3 Gbps vdi cac chi sé hiéu qua
nang lugng va dién tich vuot troi. Tuy nhién, can phan biét rd rang cong trinh nay
dua trén cong nghé ASIC chuyén dung. Trong khi d6, ludn an tap trung vao nén
tang FPGA nham khai thac tinh linh hoat, kha ning tai cdu hinh va trién khai
nhanh, dong thoi van dam bao thong luong hang traim Gbps véi chi phi hop 1y.

Dinh hwéng ciia ludn dn: Tong hop lai, mdc di cdc kién tric AES trén
FPGA hién nay da dat dwoc nhitng budc tién vé toc dj, da sé van chwa gidi quyét
triét dé bai todn dénh doi giita tai nguyén, do tré va hiéu sudt. Mot thiét ké thuc
sw cdn bang dirge cd ba yéu té nay van la mét thach thire mé. Xudt phat tir thuc té
do, lugn én dé xudt mot phwong phdp thiét ké kién triic AES méi, hudng téi muc
tiéu hiéu sudt cao, do tré thdp véi chi phi tai nguyén hop Iy.
1.4.2.2. Cic cong trinh vé kién triic Ascon téc d cao trén FPGA

Céc nghién ctru tién phong nhu [44] va [45] d4 trién khai Ascon trén FPGA
v6i k¥ thuat mé vong lip, stt dung chudn CAESAR API. Céac danh gia so sanh
[46], [47] cho thdy Ascon c6 ty 1¢ thong luong/dién tich (TPA) cao. Bén canh do,
nhiéu k¥ thuét chuyén sau di dugc dé xuat nhu: tai cau hinh dong (DPR) [48], tdi
wu cho IoT/AI [49], [50], [51], co ché phat hién 151 [52], va vi xur 1y tiét kiém ning
luong [53].

Tuy nhién, do dic tinh phan hdi (feedback) trong cu trac thuat toan, k¥
thuat duong 6ng truyén théng khong thé ap dung truc tiép cho Ascon. Céc thiét ké
hién tai [44]-[53], chua dat duogc kién trac xur 1y tron ven Ascon trong mot chu ky

xung nhip. Hon nita, vi¢c phu thudc vao API ctia cac cudc thi mat ma hang nhe
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khién chung kho tich hgp vao cac hé théng thuc té nhu IPSec, dién hinh 1a hién
chua c6 cong trinh ndao danh gia Ascon trong ngir canh nay.

Dinh hwéng ciia lugn dn: Tir thuc té d6, NCS dé xudt kién triic phan cirng
Ascon téc do cao (xir Iy trong mét chu ky xung nhip) cing giao tiép hiéu qud,
huéng t6i khd ndng vimg dung thuc té trong cdc giao thirc bao mdt nhu IPSec.
1.4.3. Phaén tich cdc céng trinh vé kién triic téc dé cao cho giao thirc IPSec

Trong bdi canh mang hién dai, nhu cu truyén tai dit liéu toc do cao di doi
v6i yéu cau bao mat nghiém ngit da thuc day xu hudng trién khai giao thirc IPSec
tryc tiép trén phan cing. Tuy nhién, cic giai phap hién hanh chu yéu dya vao vi
xtr 1y mang chuyén dung (NPU) trén nén tang ASIC. Mic du c6 hiéu nang tot,
ASIC lai boc 16 nhuge diém vé chi phi phat trién cao, thiéu tinh linh hoat va kho
cap nhat khi thuat toan hodc chinh sach bao mat thay d6i. Pay 1 rao can 16n ddi
v6i cac linh vie doi hoi tinh tity bién cao va kha ning phan Gmg nhanh nhu an ninh
- qudc phong va ha tang trong yéu. Do d6, FPGA dugc coi nhu mot nén tang thay
thé tiém niang nho kha ning tai cAu hinh va hiéu ning xir 1y song song.

Céc nghién ctru gan day trén nén tang SoC (System on Chip) va FPGA chu
yéu tap trung vao hai hudng: ning cao thong luong va giam thiéu do tré.

Vé ndng cao théng lirong: Mot sb kién trac da 161 (multi-core) da duogc dé
xuat dé tang tbc d6 xir Iy. Pién hinh, cong trinh [58] st dung nhiéu 161 AH/ESP
va AES-HMAC-SHA-1 song song, tuy nhién két qua méi dung lai & muc tong
hop (synthesis) trén Virtex-5 véi tan sb thap (100MHz), chua phan anh chinh xac
hiéu nang thyc té. Poi v6i cac ung dung IoT, giai phap BITW (Bump in the Wire)
trong [59] hd tro ESP ché do transport/tunnel nhung lai thiéu tinh ning xac thuc
toan ven géi tin. Tuong ty, kién tric trong [64] dat 1,11 Gbps trén Virtex-6 nhung

két qua do dac & ché d6 tunnel ciing bé qua budc kiém tra toan ven. Mot hudng
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tiép can khac trong [63] st dung co ché round-robin dé chuyén doi giita cac thuat
toan, dat 5,5 Gbps nhung tiéu tén téi 34% tai nguyén trén board Terasic DE5-Net.

Vé giam dj tré: Day 1a yéu t6 then chdt cho cac hé thong thoi gian thuc va
mang 5G. Ullah va cong su [65] chi ra rang d6 tré cha yéu do qua trinh xir Iy trong
nhan Linux va dé xuét st dung DPDK (Data Plane Development Kit) dé xu 1y tai
user space, tuy nhién ddy van 1a giai phap phan mém. Trong linh vuc 6 to, Lastinec
[66] dé xuat dong goi CAN frame vao UDP/IPSec dé giam d6 tré diéu khién. Doi
v6i mang 5G, Wang [67] gidi thiéu k¥ thuat cat goi (packet slicing) dé xtr Iy song
song, gitlp giam tic nghén. Ngoai ra, cac k¥ thuat quan 1y bo nhé thong minh
(APPAMM) [68] hay loc goi tin bang phan cing [69] ciing duoc dé xuat dé giam
tai cho CPU va tang d0 tin cay.

Mic du cac cong trinh trén d¢a mang lai nhiéu cai tién dédng ké vé hiéu ning
va do tré cua IPSec, nhung van ton tai mot s6 han ché quan trong can duoc giai
quyét:

- Thir nhat, da phan cac thiét ké chua xay dung dugc mot kién trac phan
tach rd rang giira duong dir liéu téc d6 cao va duong diu khién, din dén hién
twong nghén hoic tri hoan trong qua trinh xir Iy gdi tin, tr d6 1am gia ting do tré
khong mong mubn.

- Thit hai, &é dat duoc thong lugng cao, mot s giai phap phai phdi hop
nhiéu 16i mé héa khac nhau, diéu nay lam gia ting dang ké mac tiéu thu tai nguyén
phan cing, dong thoi 1am giam d6 hiéu qua cai dat.

- Thir ba, nhiéu nghién ctru van chua hd trg d?ly du cac ché d6 an toan nhat
ctia IPSec, hodc con thiéu cac thanh phan quan trong nhu kiém tra toan ven géi tin
va ESN (Extended Sequence Number). Dic biét, hién chua c6 cong trinh nao dé

xuat mot kién trac phan ctng IPSec c6 kha ning vugt NAT (Network Address
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Translation) ¢ toc d6 cao — mot tinh ning thiét yéu trong cac hé thong mang thuc
té. Du NAT khéng con 13 yéu cau trong mang IPv6, nhung trén thuc té, NAT van
dugc ung dung rong rai trong cac mang IPv4 nho nhitng wu diém ctia nd nhu kha
nang c6 14p mang nodi bo, giam thiéu bé mat tn cong va ting cuong tinh riéng tu
cao hon so v&i IPv6 — nhitng yéu t6 von rat quan trong ddi véi cac hé théng doi
hoéi bao mat nghiép vu cao.

Dinh hwong ciia ludn dn: Tir cdc phan tich ¢ trén, NCS dé xudt kién triic
phan cirng méi mang tén HMS-IPSec (High-speed Multi-Crypto Secure IPSec
architecture), trong dé két hop cdc két qua nghién ciru ciia ludn dn vé cdc thanh
phan mdt ma, kién triic phan ciing téc dé cao cho AES, Ascon, dé ndng cao hiéu
nang hoat dong ciia IPSec, dong thoi khdc phuc cac han ché cia cdc gidi phdp da
Co.

1.5. Két luan chwong 1

Chuong 1 d& cung cap mot tong quan toan dién vé cac van dé nghién ciru
lién quan dén thuat toan ma héa AES, thuat toan mé hoa xac thuc Ascon, va giao
thirc bao mat IPSec. Qua viéc phan tich cac thanh phan mat ma cbt 18i nhu S-box
va ma tran MDS, chuong da lam 10 vai tro cua cac dai lugng mat ma trong viéc
dam bao d6 an toan ciling nhu hiéu qua trién khai trén phan cting. Pong thoi,
chuong d3 danh gia cic cong trinh nghién ctru gan day vé thiét ké S-box, tang
tuyén tinh, va phat trién cac kién triic phan cing téc do cao cho AES, Ascon, va
IPSec.

Nhitng phén tich nay chi ra rang, mic du di c6 nhiéu tién bo trong viéc t6i
uu hoa hi¢u nang va bao mat cua céc thuat todn ma hoa va giao thirc IPSec, van
con ton tai nhimng thach thirc dang ké, bao gdm: viéc can bang giita d6 an toan va
hi¢u qua cai dat cua S-box kich thuéc 16m, lya chon ma tran MDS dé giam diém

bat dong va ting s nhanh, ciing nhu khéic phuc cac han ché vé d6 tré va tiéu thu
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tai nguyén trong cac kién tric phan ctng toc d6 cao. Pic biét, viéc trién khai IPSec
trén phan cimg van chua dap tng day du cac yéu cau vé toe do, do tré thap, va kha
nang vuot NAT trong cac hé théng mang thuc té.

Tt nhitng co s& 1y thuyét va thuc tién duoc trinh bay, luan an dinh hudéng
phat trién mot kién triic phan cting méi, HMS-IPSec, nham tich hop hiéu qua cac
thanh phan mat ma va ti wu hoa hiéu ning cta giao thirc IPSec trén nén tang
FPGA. Cac chuong tiép theo sé& tap trung vao viéc dé xuat va danh gia cac giai
phap cu thé, bao gém thiét ké S-box 8-bit dua trén ciu tric Butterfly, ma tran MDS
dang tua dich vong, va phat trién kién trac phan ctng tbc do cao cho AES va
Ascon, huéng toi viée dép tmg cac yéu cau khit khe ctia cac hé thong mang hién
dai.
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CHUONG 2
NGHIEN CUU LUA CHON CAC THANH PHAN MAT MA AN TOAN
HIEU QUA CHO CAI PAT TOI UU AES

Trong bdi canh yéu ciu ngay cang cao vé hiéu ning cia cic hé thong ma
hoa, viéc cai thién cac thanh phﬁn mat ma nhu S-box va ma tran MDS dong vai
trd then chot trong vi¢c nang cao hiéu qua cua thuat toan ma khoi, dic biét 1a AES.
Chuong 2 cua luan an tap trung nghién ctru viéc thiét ké va lya chon cac thanh
phén mat ma an toan, hi¢u qua cho AES, nham dat dugc su can bﬁng gifta do an
toan mat ma va hi¢u nang trién khai trén phén cung. Cu thé, chuong dé xuit mot
phuong phap sinh S-box 8-bit dua trén cdu tric Butterfly, téi wu hoa biéu dién
logic cua S-box, va Iya chon ma tran MDS dang tua dich vong véi cac ti€u chi vé
s6 nhanh, diém bat dong. Két qua nghién ctru dugc danh gia thong qua céc tiéu
chi mat ma quan trong va hiéu qua trién khai, 1am co s& cho viéc phat trién kién
tric AES phan ctng toc do cao trong chuong tiép theo. Cac két qua ndy duoc cong
b trong cong trinh [C1], [C2].

2.1. Nghién ciru lya chon S-box 8-bit an toan hiéu qua

Trong [27], Fomin va cong su di dé xuit mét phuwong phap xay dung cac
hoan vi 2n bit dya trén cac hoan vi n bit, khai thac ciu tric Butterfly do Perrin va
cong sy gio1 thiéu trong [28]. Phuong phép nay cho phép tao ra cac hoan vi 2n bit
c6 tinh chat mat ma tot, hiéu qua trén phan ctmg. Tuy nhién, nghién ctru [27] chua
dua ra mot chién lugc cu thé dé lua chon cic S-box c6 dic tinh mat ma tdt nhét
cling nhu phuong phap tdi uu cac S-box nay trén phan cimg. Trong phan nay trinh
bay mot phuong phap tim kiém cac hoan vi 2n bit tir nhitng hoan vi n bit dya trén

cdu tric Butterfly.
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CAu truc Butterfly xdy dung cac hoan vi 2n bit dua trén cac hoan vi n bit

dugc dinh nghia nhu sau trong [27]:

ﬂl(xi)'yif Vi # 0,
=1 2.1
0 {nl(xi), y; = (2D
(Vi " Yo), Yo # 0,
" 2.2
0 {T[Z(Yi)' Yo = (22

Trong 46, 7;, ,, ft;, 7, 1a cac hoan vi trén F,m. Gid tri dau vao x = (x; || y;) va
dauray = (x, Il y,) 1a cac gia tri trén F,n, v6i n = 2m.

Ttr cdu trac nay, NCS xay dung Thuat toan 2.1. Thuat toan thyc hién viéc
tim kiém céac S-box n bit dua trén ciu trac Butterfly, trong d6 cac hoan vi thanh
phan duoc sinh tir cac ham lily thira trén truong hiru han F,m. Mdi S-box duoc
xay dung tir t6 hop cac bo hoan vi (14, T, ), v6i muc tiéu tim ra S-box c6 tinh
chat mat ma tot nhat thong qua viéc danh gia cac chi s6 quan trong nhat dudi day:

- D6 phi tuyén (Nonlinearity, NL)

- X4c suat tham ma vi sai (Maximum Differential Probability, MDP)

- X4c suat tham ma tuyén tinh (Maximum Linear Probability, MLP)

- Bac dai sb (Algebraic Degree, AD)

- Bac vao-ra (Input-Output Degree, deglO)

- S6 diém bat dong (Fixed Points)

Trong khuon kho luan an nay, NCS khong xem xét va danh gia cac tiéu chi
lién quan dén kha nang khang tin cong kénh ké boi cac tidu chi ndy phu thudc
nhiéu vao md hinh trién khai cu thé, doi hoi phai c6 hé théng do dac thuc nghiém
chuyén dung dé thu thap va phan tich ddu vét ro ri. Hon nita, hdu hét cac cong
trinh lién quan déu danh gia S-box va ting tuyén tinh dya trén cac tiéu chi cb dién
(NL, MDP, MLP, AD, deglO, s6 diém bat dong), nén viéc sir dung cung hé tiéu
chi gitp cac két qua cia ludn an co thé so sanh truc tiép va cong bang vai cac cong

trinh lién quan.
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Thuat toan 2.1. Thuét toan sinh S-box n-bit S, dva trén cAu tric Butterfly

Pau vao:n, mvédéin =2m
Pau ra: S-box n-bit Sp

Sinh S-box:
best_score = 0
best_S = none
Fori < 0 to2™ —1:
Forj < 0 to2™ —1:
if (gcd(i,2™ —1) =1 &&gcd(j,2™ —1) = 1)
S = GenSbox(m[i], [j], 7T)
(NL,MDP,MLP,AD,deglO, FP) < SboxProperties(S)
score < weighted_eval(NL, MDP,MLP,AD,deglO, FP)
if score > best_score
best_score « score
best S « S
else continue
Return best_S

Cac ham st dung:

1 Function: m[e]
For x « 1to 2™ — 1:
n[e] « x©
Return rt[e]

2 Function: 7
For x « 1to 2™ — 1:
ft—x1
Return 77

3 Function: GenSbox(my, m,, )
For x; <« 0 to 2™ — 1:
For y; <« 0to 2™ — 1:
Compute y, :
ify; # 0, yo < mi[x;] - y;
else yo « ft[x;]
Compute x,, :
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ify, #0, xo < (Y] ¥,
else xo < 7[y;]
Compute S :
k < (x; Km)® y;
Slk] « (xo K M)® ¥,
Return S
4 Function: SboxProperties(S)
Return (NL, MDP,MLP,AD, deglO, FP)
5 Function: weighted_eval(NL, MDP,MLP,AD, deglO, FP,weights)
if weights is default:
weights = {

wy': S,
"Wupp": S,
"Warp 't 5,
"Wap": 2,
"WdegIO”: 2,
"wpp": 1

}

score = (

weights[wy.] * NL

— weights[wypp] * MDP
— weights[wyp] * MLP

+ weights[wyp]| * AD

+ Weights[wdeglo] * deglO
— weights[wgp] *

)

Return score

Trong qué trinh sinh, thuat toan danh gia timg S-box dua trén cac tiéu chi
mat ma va lua chon S-box tot nhat thong qua ham danh gia tong hop co trong sd
(weighted evaluation). Cach tiép can nay gitp dam bao rang S-box dau ra dat dugc

su can bang gitta c4c tinh chat mat ma quan trong. Céc trong so trong ham danh
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gia ¢ thé dugc diéu chinh linh hoat, tily theo muc tiéu vu tién cta nguoi thiét ké
nhim ting cudng nhing tinh chit mat ma cu thé.

Thuat toan dé xuat gitp giam déng ké khong gian tim kiém so véi phuong
phap duyét toan bo cac hoan vi m bit. Cu thé véi truong hop m = 4, c6 8 hoan vi
cho mdi my,m,, do d6 d6 phuc tap thuit toan 1la 0(64) so véi 0(16))?% =
0(4.37 x 10%%) néu duyét toan bo cac hoan vi. NCS xem xét 64 hoan vi voi

truong hop m = 4, két qua duoc thé hién dudi day:

STT Hoan vi NL MDP | MLP | AD | deglO FP

m; = 0123456789ABCDEF

1 7T, = 0123456789 ABCDEF 104 0,0547 | 0,0352 7 2 2
w1 = 0123456789 ABCDEF

2 1, = 01453276CDSIFEBA 104 0,0547 | 0,0352 7 2 2
w1 = 0123456789 ABCDEF

3 1, = 01325467TFECDABOS 104 0,0547 | 0,0352 7 2 2
m; = 0123456789ABCDEF

4 7, = 0132546 7FECDABOS 108 0,0234 | 0,0244 7 2 2
w1 = 0123456789 ABCDEF

5 1, = 01542376 ABFESODC 104 0,0547 | 0,0352 7 2 2
w1 = 0123456789 ABCDEF

6 1, = 01E9BD7683A4C52F 108 0,0234 | 0,0244 7 2 2
m; = 0123456789ABCDEF

7 17, = 01DBE96TA4F2835C 108 0,0234 | 0,0244 7 2 2
my = 0123456789 ABCDEF

8 1, = 019EDB76F2C5A438 108 0,0234 | 0,0244 7 2 2
m; = 01453276CDS89FEBA

9 1T, = 0123456789ABCDEF 104 0,0547 | 0,0352 7 2 2
m; = 01453276 CD89FEBA

10 1, = 01453276CDSOFEBA 104 0,0547 | 0,0352 7 2 2
m; = 01453276CDS89FEBA

11 1, = 01325467TFECDABOS 104 0,0547 | 0,0352 7 2 2
m; = 01453276CDS89FEBA

12 1, = 01BDOE67C583F24A 108 0,0234 | 0,0244 7 2 2
1 = 01453276CD89FEBA

13 1, = 01542376 ABFES9DC 104 0,0547 | 0,0352 7 2 2
w1 = 01453276CD89FEBA

14 1, = 01E9BD7683A4C52F 108 0,0234 | 0,0244 7 2 2
mq = 01453276 CD89FEBA

15 77, = 01DBE967A4F2835C 108 0,0234 | 0,0244 7 2 2
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16

, = 01453276CD8IFEBA
1, = 019EDB76F2C5A438

108

0,0234

0,0244

17

;= 01325467FECDAB98
m, = 0123456789 ABCDEF

104

0,0547

0,0352

18

, = 01325467FECDAB9S
m, = 01453276CDS9FEBA

104

0,0547

0,0352

19

my; = 01325467FECDAB98
m, = 01325467FECDAB98

104

0,0547

0,0352

20

my; = 01325467FECDAB98
m, = 01BDI9E67C583F24A

108

0,0234

0,0244

21

;= 01325467FECDAB98
m, = 01542376 ABFE89DC

104

0,0547

0,0352

22

w1 = 01325467FECDAB98
m, = 01E9BD7683A4C52F

108

0,0234

0,0244

23

my, = 01325467FECDAB98
m, = 01DBE967A4F2835C

108

0,0234

0,0244

24

1 = 01325467FECDAB98
m, = 019EDB76F2C5A438

108

0,0234

0,0244

25

m; = 01BD9E67C583F24A
m, = 0123456789ABCDEF

104

0,0547

0,0352

26

m; = 01BDIE67C583F24A
m, =01453276CD89FEBA

104

0,0547

0,0352

27

m; = 01BD9E67C583F24A
m, = 01325467FECDABO98

104

0,0547

0,0352

28

m; = 01BD9E67C583F24A
m, = 01BDI9E67C583F24A

108

0,0234

0,0244

29

m; = 01BD9E67C583F24A
m, = 01542376 ABFES9DC

104

0,0547

0,0352

30

w1 = 01BD9E67C583F24A
m, = 01E9BD7683A4C52F

108

0,0234

0,0244

31

m; = 01BD9E67C583F24A
m, = 01DBE967A4F2835C

108

0,0234

0,0244

32

m; = 01BD9E67C583F24A
m, = 019EDB76F2C5A438

108

0,0234

0,0244

33

1 = 01542376 ABFE889DC
m, = 0123456789 ABCDEF

104

0,0547

0,0352

34

1 = 01542376 ABFE89DC
m, = 01453276CD89FEBA

104

0,0547

0,0352

35

m; = 01542376 ABFES89DC
m, = 01325467FECDABO98

104

0,0547

0,0352

36

1 = 01542376 ABFE89DC
m, = 01BDYE67CS583F24A

108

0,0234

0,0244

37

;1 = 01542376 ABFE89DC

104

0,0547

0,0352
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m, = 01542376 ABFE89DC

38

;= 01542376 ABFE889DC
m, = 01E9BD7683A4C52F

108

0,0234

0,0244

39

my = 01542376 ABFES89DC
m, = 01DBE967A4F2835C

108

0,0234

0,0244

40

1 = 01542376 ABFE889DC
m, = 019EDB76F2C5A438

108

0,0234

0,0244

41

m; = 01E9BD7683A4C52F
m, = 0123456789 ABCDEF

104

0,0547

0,0352

42

m; = 01E9BD7683A4C52F
m, = 01453276CD89FEBA

104

0,0547

0,0352

43

w1 = 01E9BD7683A4C52F
m, = 01325467FECDAB98

104

0,0547

0,0352

44

w1 = 01E9BD7683A4CS52F
m, = 01BDI9E67C583F24A

108

0,0234

0,0244

45

w1 = 01E9BD7683A4C52F
m, = 01542376 ABFES9DC

104

0,0547

0,0352

46

w1 = 01E9BD7683A4C52F
m, = 01E9BD7683A4C52F

108

0,0234

0,0244

47

1, =01E9BD7683A4C52F
1, = 01DBE967A4F2835C

108

0,0234

0,0244

48

m; = 01E9BD7683A4C52F
m, = 019EDB76F2C5A438

108

0,0234

0,0244

49

m; = 01DBE967A4F2835C
m, = 0123456789ABCDEF

104

0,0547

0,0352

50

w1 = 01DBE967A4F2835C
m, = 01453276CD89FEBA

104

0,0547

0,0352

51

1 = 01DBE967A4F2835C
m, = 01325467FECDABO98

104

0,0547

0,0352

52

1 = 01DBE967A4F2835C
m, = 01BDIE67C583F24A

108

0,0234

0,0244

53

1 = 01DBE967A4F2835C
m, = 01542376 ABFES9DC

104

0,0547

0,0352

54

w1 = 01DBE967A4F2835C
m, = 01E9BD7683A4C52F

108

0,0234

0,0244

55

, = 01DBE967A4F2835C
, = 01DBE967A4F2835C

108

0,0234

0,0244

56

, = 01DBE967A4F2835C
m, = 019EDB76F2C5A438

108

0,0234

0,0244

57

m, = 019EDB76F2C5A438
1, = 0123456789 ABCDEF

104

0,0547

0,0352
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m; = 019EDB76F2C5A438

58 7T, = 01453276CDSIFEBA 104 0,0547 | 0,0352 7 2 2
m; = 019EDB76F2C5A438

59 7T, = 0132546 7FECDABOS 104 0,0547 | 0,0352 7 2 2
m; = 019EDB76F2C5A438

60 1, = 01BDOE67C583F24A 108 0,0234 | 0,0244 7 2 2
w1 = 019EDB76F2C5A438

61 1, = 01542376 ABFESODC 104 0,0547 | 0,0352 7 2 2
w1 = 019EDB76F2C5A438

62 17, = 01E9BD7683A4C52F 108 0,0234 | 0,0244 7 2 2
w1 = 019EDB76F2C5A438

63 17, = 01DBE967A4F2835C 108 0,0234 | 0,0244 7 2 2
w1 = 019EDB76F2C5A438

64 1, = 019EDB76F2C5A438 108 0,0234 | 0,0244 7 2 2

T 64 hoan vi trén, S-box 8-bit S, dugc chon véi cac tinh chat mat ma tot
nhét. Cu thé, cic bién doi thanh phén cua no6 nhu sau:

n; =01E9B,D,7,6,8,3,A4,4,C,5,2,F

m, =0,1,D,B,E,9,6,7,A,4,F,2,8,3,5,C

7;,=0,1,9,E,D,B,7,6,F,2,C,5,A,4,3,8

7, =0,1,9,E,D,B,7,6,F,2,C,5,A,4,3,8

S,[256] = {

00, 10, 90, EO, DO, BO, 70, 60, FO, 20, CO, 50, A0, 40, 30, 80,
@1, 11, E2, 93, B4, D5, 76, 67, 88, 39, AA, 4B, CC, 5D, 2E, FF,
@9, 5E, 3F, B1, 1D, C3, 82, DC, E9, F7, 46, 78, 94, 2A, AB, 65,
©E, 49, D1, 28, A2, 1B, F3, BA, 64, CD, E5, 3C, 56, 7F, 87, OF,
@D, 2B, F5, 1E, 5A, 91, EF, C4, 37, 6C, 72, 89, BD, A6, 48, D3,
©B, 3D, 19, 84, E1, 4C, 98, A5, B2, 5F, DB, C6, 73, FE, 6A, 27,
@7, 77, CE, A9, 4F, 58, 61, 16, DD, 9A, 33, F4, 22, 85, EC, BB,
@6, 66, 2C, 3A, FB, 8D, 17, 71, 55, A3, 99, BF, EE, D8, C2, 44,
OF, A8, 63, 5B, 26, BE, 35, 9D, FC, D4, 8F, E7, 1A, 42, 79, C1,
@2, B3, 86, C5, 9C, 6F, 4A, F9, 7B, E8, 2D, AE, D7, 14, 51, 32,
eC, FA, 57, ED, 3E, 74, B9, 43, 1F, 25, C8, 92, 81, 6B, D6, AC,
©5, E4, B8, 7C, 83, A7, CB, 2F, 96, 12, 6E, DA, 45, 31, FD, 59,
®A, 8C, 9B, 47, 75, 29, DE, 52, CA, B6, F1, 6D, AF, E3, 34, 18,
@4, 95, 7A, DF, C7, F2, AD, 38, 4E, 8B, 54, 21, 69, BC, 13, E6,
@3, D2, A4, F6, 68, EA, 5C, 8E, 23, 41, B7, 15, 3B, C9, 9F, 7D,
08, CF, 4D, 62, D9, 36, 24, EB, Al, 7E, 1C, 53, F8, 97, B5, 8A
}s
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S-box S, ¢ hai diém bt dong. Do vay NCS sir dung phuong affine hoa dau
vao dau ra dé dat duoc cac tinh chdt mat ma mong mudn. Theo dé biéu thire tinh
S-box ¢6 thé dugc tinh theo cong thire S’ (x) = B(S(A(x) @ a) @ b trong d6 A, B
1a cac ma tran nhi phan 8 x 8 khong suy bién va a, b, x € Vg. Dé téi wu trong cai
dit phan cimg NCS lua chon cac ma tran A, B sao cho chiing it phan tir 1 nhat co
thé. Két qua thuc nghiém chi ra tdn tai bd tham sb A4, B 1a ma tran don vi 8 X 8,
a =0, b = 1. Véi bién doi nhu vay, khi d6 mdi gia tri dau ra ctia S-box lira chon
s€ dugc tinh theo cong thic: S, =y @ 1, trong d6 y = S, (x). Khi d6 S-box dé
xut s& nhu sau:

S,[256] = {

@1, 11, 91, E1, D1, B1, 71, 61, F1, 21, C1, 51, A1, 41, 31, 81,
00, 10, E3, 92, B5, D4, 77, 66, 89, 38, AB, 4A, CD, 5C, 2F, FE,
@8, S5F, 3E, B@, 1C, C2, 83, DD, E8, F6, 47, 79, 95, 2B, AA, 64,
OF, 48, DO, 29, A3, 1A, F2, BB, 65, CC, E4, 3D, 57, 7E, 86, OF,
©C, 2A, F4, 1F, 5B, 90, EE, C5, 36, 6D, 73, 88, BC, A7, 49, D2,
@A, 3C, 18, 85, E@, 4D, 99, A4, B3, S5E, DA, C7, 72, FF, 6B, 26,
06, 76, CF, A8, 4E, 59, 60, 17, DC, 9B, 32, F5, 23, 84, ED, BA,
@7, 67, 2D, 3B, FA, 8C, 16, 70, 54, A2, 98, BE, EF, D9, C3, 45,
®E, A9, 62, 5A, 27, BF, 34, 9C, FD, D5, 8E, E6, 1B, 43, 78, Co,
@3, B2, 87, C4, 9D, 6E, 4B, F8, 7A, E9, 2C, AF, D6, 15, 50, 33,
oD, FB, 56, EC, 3F, 75, B8, 42, 1E, 24, C9, 93, 80, 6A, D7, AD,
@4, E5, B9, 7D, 82, A6, CA, 2E, 97, 13, 6F, DB, 44, 30, FC, 58,
©B, 8D, 9A, 46, 74, 28, DF, 53, CB, B7, Fo, 6C, AE, E2, 35, 19,
@5, 94, 7B, DE, C6, F3, AC, 39, 4F, 8A, 55, 20, 68, BD, 12, E7,
@2, D3, A5, F7, 69, EB, 5D, 8F, 22, 40, B6, 14, 3A, C8, 9E, 7C,
@9, CE, 4C, 63, D8, 37, 25, EA, A@, 7F, 1D, 52, F9, 96, B4, 8B
}s

Tinh chit mit ma cta S-box Sp dugc so sanh vai cac S-box ti€u biéu khac
trén thé gisi. Hién nay, viéc dénh gia cac tinh chit mat ma cua S-box van duoc
thuc hién qua nhiéu ngudn khac nhau, dan dén sy thiéu dong nhat va khong nhét
quan trong viéc xac dinh d6 an toan. Pé dam bao tinh cong bang va toan dién trong

danh gia, luan an da phat trién mot chuong trinh phan tich céc tinh chat mat ma
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ctia S-box (Phu luc 1). Trong d6 ngoai céc tinh chat quan trong nhat, mot sb tinh
chat khac nhu do du thira tuyén tinh toan phin CLR (Complete Linear
Redundancy), SAC (Strict Avalanche Criterion), BIC (Bit Independence
Criterion) cling dugc xem xét. Ngoai ra luan an ciing danh gia tinh chit mat ma
cua cac S-box st dung cong cu PEIGEN [90].

Két qua so sanh duoc thé hién ¢ Bang 2.1 va Bang 2.2 (dir liéu dugc luu
trtr trong tép sboxes.txt, Phu luc 2).

Bang 2.1. So sanh tinh chdt mdt md cia Sp vOi cac S-box tiéu chudn

Tinh chat Sy AES Kuznyechik | Camellia | SEED_S0 | Kalyna_Pi0
NL 108 112 100 112 112 104
MDP 0,0234 0,0156 0,0312 0,0156 0,0156 0,0312
MLP 0,0244 0,0156 0,0478 0,0156 0,0156 0,0351
AD 7 7 7 7 7 7
deglO 3 2 3 2 2 3
FP 0 0 0 0 2 0
CLR False True False True True False
SAC 0,5166 0,5049 0,5125 0,4983 0,5042 0,5039
BIC-SAC | 0,4907 0,4954 0,5059 0,4967 0,4983 0,4985
BIC-NL 111,57 112 106,79 112 112 106,64

S-box lua chon S, ¢6 d6 phi tuyén 16n hon cac S-box cua Kuznyechik,
Kalyna, Blarus. D¢ phi tuyén nay nhé hon mét chat so v6i cac S-box cta AES,
Camelia, SEED.

Tuong tu S-box S, c6 dd phi tuyén chi nhé hon [22], [24]. Diéu nay boi
[22], [24] ciing dugc xay dung dua trén dai s6 va co cac tinh chat kha gidng véi
AES, Camelia, SEED. Tuy nhién cic S-box dang nay lai c6 mot sb tinh chét yéu

nhu bac vao ra thép, s& hiru d du thira tuyén tinh toan phz‘in.
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Bdng 2.2. So sanh tinh chdt mdt md cia Sp VOi cac cong trinh khac

Tinh chat S, [19] [20] [21] [22] [23] [24] [25]
NL 108 96 106 90 112 96 112 96
MDP 0,0234 | 0,0390 | 0,0234 | 0,0390 | 0,0156 | 0,0468 | 0,0156 | 0,0312
MLP 0,0244 | 0,0625 | 0,0295 | 0,0881 | 0,0156 | 0,0625 | 0,0156 | 0,0625
AD 7 7 7 7 7 7 7 7
deglO 3 3 2 3 2 3 2 3
FP 0 1 0 1 0 0 2 2
CLR False False | False | False | True | False | True | False
SAC 0,5166 | 0,4978 | 0,5042 | 0,5034 | 0,4980 | 0,5029 | 0,5049 | 0,5015
BIC-SAC 0,4907 | 0,4983 | 0,4971 | 0,4960 | 0,5018 | 0,4974 | 0,4954 | 0,5018
BIC-NL 111,57 | 103,86 | 109,86 | 103,21 | 112 104 112 | 104,21

Bang 2.3. So sanh tinh chdt mdt md cia Sp voi cac S-box sw dung PEIGEN

S-box NL DU MDP Lin MLP AD

AES 112 4 0,0156 32 0,0156 7
Sp 108 6 0,0234 40 0,0244

Kuznyechik 100 8 0,0312 56 0,0478 7
Camellia 112 4 0,0156 32 0,0156 7
SEED_S0 112 4 0,0156 32 0,0156 7
Kalyna Pi0 104 8 0,0312 48 0,0351 7
[19] 96 10 0,0390 64 0,0625 7
[20] 106 6 0,0234 44 0,0295 7
[21] 90 10 0,0390 76 0,0881 7
[22] 112 4 0,0156 32 0,0156 7
[23] 96 12 0,0468 64 0,0625 7
[24] 112 4 0,0156 32 0,0156 7
[25] 96 8 0,0312 64 0,0625 7
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Khi mét S-box chi cin cac phuong trinh rang budc bac hai dé mo ta mdi
quan hé gitra 8 bit vao va 8 bit ra (deglO = 2), toan bd thuét toan ma khdi c6 thé
duogc biéu dién dudi dang hé da thirc da bién bac < 2 (MQ-2). Céac hé da thirc MQ-
2 nay tiém an nguy co c6 thé duoc md hinh hoa tric tiép thanh bai toan QUBO va
chay trén mdy tinh luong tir kiéu annealing, noi trang thai ning luong thip nhét
tuong tng voi nghiém ctia hé phuong trinh. Burek va cong su ¢3 minh hoa ro diéu
nay khi ho chuyén d6i thanh cong toan bd AES-128 thanh dang QUBO st dung
237,915 bién logic trén nén taing D-Wave [8]. Diéu nay tuong tu voi truong hop
S-box ¢ do du thira tuyén tinh toan phan, tirc 13 ton tai nhiéu quan hé tuyén tinh
doc 1ap giita cac bit dau vao, dau ra va tham chi giita cic trang thai trung gian. Khi
d6, s6 lugng phuong trinh rang budc doc 1ap giam xudng dang ké, khién hé phuong
trinh MQ-2 tr& nén dé gian luoc hon. Hé qua 1a ciu tric dai s6 ciia S-box mat di
tinh “khang tuyén tinh” vén c6, tao diéu kién dé cac ky thuat giai hé phuwong trinh
trén may tinh lugng tir - ddc bi€t 1a nhitng phuong phap dya trén m6 hinh QUBO
hodc annealing - khai thac va tim nghi¢m nhanh hon, lam suy gidm muc do an
toan téng thé ctia thuat toan. S-box Sy duge thiét ké dé cai thién bac vao ra (deglO
= 3), loai bé do du thira tuyén tinh toan phan dé ting kha ning chéng chiu trudc

cac tan cong lugng tu.

Do do, S-box S, dé xuét c6 vu diém trong viéc khang tin cong dai sb luong
ttr. Mic du d6 phi tuyén giam nhe (112 — 108), nhung d6 an toan van du cao dé
khang cac tAn cong thong ké cd dién vi sai, tuyén tinh. Bai toan QUBO cho phép
mo hinh héa véi bac vao ra 2, nhung khi nang 1én 3 s& phai ha bac vé 2 dan dén
tang $6 luong 16n cac bién logic, tao ra mdt rao can k¥ thuat ro rét ddi véi viec
thiét 1ap va giai bai toan dai s6 bang cic may tinh luong tir dang annealing & hién

tai va trong tuong lai gan.



46

Vé mit cai dit, S-box Sy €O thé duoc trién khai theo hai phuong phap
chinh: tra bang hodc biéu dién logic. Phuong phép tra bang c6 wu diém 1a d& thuc
hién va don gian trong thiét ké, tuy nhién lai tiéu ton nhiéu tai nguyén phan cimg
va c¢6 do tré cao néu str dung cac bd nhd nhu ROM hoic RAM. Trong phan tiép
theo, NCS tién hanh tbi wu hoa biéu dién logic ctia S-box Sp nhiam hudng dén viéc
trién khai hiéu qua hon trén phan cimg, dic biét 13 trong cac img dung yéu cau tdc
do cao va do tré thép.

T6i wu biéu dién logic ciia S-box Sy

C6 thé nodi qua trinh t6i uu ham logic dé giam sb phép toan logic 1a mot thu
tuc phuec tap két hop nhiéu ky thuat nhu: “loai bé trung lap; loai bo phén tir chung;
ky thuat giam s6 phép NOT; dua biéu thirc vao/ra trong dau ngoic; téi wu hoa
phép XOR co ban; str dung dang biéu dién ANF (Algebraic Normal Form); hop
cac phan chiing, ...”. Ké thira tir cach biéu dién logic cua céac tac gia trong cong
trinh [78], trong cong bd [C1], NCS di tiép tuc cai tién dé giam d6 phuc tap ham
logic. Theo d6, biéu dién logic tdi uu ciia S-box Kuznyechik ma NCS d3 tim ra la
206 phép toan logic, giam 20 so v&i 226 phép logic ma [78] dwa ra. Ap dung cho
S-box S, , NCS tim dugc biéu dién logic t8i wu c6 do phtrc tap 191 phép toan logic
co ban, it hon 35 phép logic so véi S-box Kuznyechik cua [78]. Cu thé nhu sau:
Poi véi phép nhan trong trwvong GF(2*) = GF(2) / p(x), véip(x) = x* © x @
1, stt dung bién d6i nhu trong [78]. Pat dau vao 1a x = (x3, Xy, X1, %), ¥ =
(V3, V2, V1, Vo) vadauratwong ing la z = x @ y = (23,25, 24, Zp):

Z3=P - y3 B % Y. D x2-y1 D xo - ¥o
2y =Py y3 OP Y, @ x1-y1 Dx2- 0
21 =, Dx) y3DP, -y, ® Py -y1 D x1 - ¥o
Zo=%x1"Y3Dx2-¥2 D x3-¥1 D X0 Yo
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Véi Py = x3 @ x4, P, = x5 @ x,. Nhu vy biéu dién logic ctia phép nhan trong
truong x* @ x @ 1 1a 31 phép logic.

Loai bo phdan nhanh trong thudt toan. Theo [78], chung ta c6 biéu dién sau,

V6i Too00(Y) =¥z +¥2 + ¥1 + Yo:
Yoj = Toooo V1) - i1 (xij) @ 11 (xi5) - vy
Xoj = T0000 (Vo) 'ﬁz(yl'j) S 7T2(3’ij '3’0j)
Nhu d3 thdy can 12 phép logic cho ca biéu dién véi j € {1,2,3,4}. Thuat
toan can sir dung 2 1an loai bo phan nhanh, do d6 can 32 phép logic.
Poi véi S-box 4-bit. Biéu dién logic ciia m; véim, =0, 1,¢,9,b,d,7, 6,8,
3, a,4,c,5, 2, f Budc dau tién biéu dién m; dudi dang cac ham logic nhu sau:
. = (f3, f2, f1, o) voi f3=000011110010101001, fo =
060010011100011101, f1 =0b0010101101100011 va fo =
050101111001000101. Pit ddu vao va dau ra twong tng 1a x = (x3, X, X1, X,)
va vy = (¥3,%2,Y1,¥). Ta ¢6 y = m;(x) c6 thé hiéu 1a y; = f;(x) véi i €0,3.
Budc thtr hai, biéu dién f; dudi dang dai sd co ban hay con goi 1a ANF. Trong
budc ndy sir dung bién doi Fourier rdi rac dé tim biéu dién ANF cua f; (Bang 2.4).
Luc nay f, duoc biéu dién duéi dang ANF nhu sau:
fo(x) = x5 D x5 D xox2 D xpx12x; D Xox1X3 D x2x3 D xpx2x3
Budc tht ba, sir dung cac phép bién doi dugc trinh bay trong [78] dé rat gon
ham logic f,(x). Ta co bién dbi sau:
fo(x) = (xp D x2) D (xpx1%; D x0%1x3)
D (xoxz D x,x3 D xpx2%3)
= (x0 D x2) B x0x1 (%2 D x3) B x,(xg B x5 D x0%3)
= (X0 D x2) D x0x1 (2 D x3) D x,(xp + x3)
Tuong tu nhu vay voi cac ham logic f;, f;, va f3 ta co:

fi(x) = x; @ xo(x0 D x2) D x_s((xo +x1) D (x; + xz))
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f2(x) =2 @ (xg + x1) D x1(xp +x3) D x3(x2 @D (x; + xz))

f3(x) = x1, D (xg D x3) D (%9 + x3) D x,(x1 + x3)
Bdng 2.4. Biéu dién ANF ciia f,

x3 x2 xl xO f;)
0 0 0 0 0 0 0 0 0
0 0 0 1 1 1 1 1 1
0 0 1 0 0 0 0 0 0
0 0 1 1 1 1 0 0 0
0 1 0 0 1 1 1 1 1
0 1 0 1 1 0 0 1 1
0 1 1 0 1 1 0 0 0
0 1 1 1 0 1 1 1 1
1 0 0 0 0 0 0 0 0
1 0 0 1 1 1 1 1 0
1 0 1 0 0 0 0 0 0
1 0 1 1 0 0 1 1 1
1 1 0 0 0 0 0 0 1
1 1 0 1 1 1 1 0 1
1 1 1 0 0 0 0 0 0
1 1 1 1 1 1 0 1 0

Budc cudi cung thyuc hién nguyén Iy quan trong dé rit gon ham logic ciing
nhu day nhanh téc do thuc thi trén phan cing 1a dat bién chung. O day dé dang
nhan thdy vé6i cac ham logic f,, fi, f> va f; xuat hién nhiéu céc da thic chung. Do
vay vi¢c dat bién chung tao nén lgi thé khi trién khai cai dit cac ham logic nay
trén phan ctng. Dat:
Py =x9+x1; P, = x1 + x5
Py =xy @ x3; P, = X9 + %3
Ps=x,-P,

Céac ham logic ltc ndy dugc bién doi thanh:
Yo = fo(x) = P3 @ Ps @ x, - x1 - (xz D x3)
y1=fH)=x @ xo-P3s DXz (P, D P;)
V2= fo(x) =xg @ P, @ Ps D x3 - (x D Py)
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V3 =f3(x) =x; O P DPDx; P,
Nhan thay luc nay dé biéu dién m; chung ta chi can 25 phép todn logic (giam di 6
phép toan so v&i 31 phép toan trude can trude khi dat bién chung).
Véi ,, ft, va ft, thuc hién twong tu voi ;. Két qua nhu sau.
Biéu dién logic ctia 1, (cin 25 phép toan logic):
Py = xy + x5; P, = x5 - X3.
P; =xy D x1; P, = xo + x5.
Yo =X X3 @D x P, D P, Ps.
Y1 =% X1 Dxo- P, BP, P,
Y2 = (%9 © x3) - (%1 + x3) D P, D Ps.
Y3 =x3 - (x1 +x,) D P, D x, D Ps.
Biéu dién logic cta ft; va ft, (can 23 phép toan logic):
Py =x0 @ x5 P, = X1 - X5,
Yo =x3 @D (xz + P) @ P - (xo D x3).
y1=x3 D x1 - (Xo+x3) © x2 - Py
V2 =Xg (X3 +x3) D %0 - x1 D x, D x3.
Y3 = (x5 + (x1 D x3) D x5 - (%o D P).
Nhu vay, ching ta ¢6 bang so sanh nhu sau vé€ do phtrc tap cho S-box §,,:

Bdng 2.5. B¢ phire tap biéu dién logic ciia S-box Sp

Phép logic AND OR NOT XOR Tong
Hai phép & 32 30 62
Hai 1an bo phan nhanh 16 6 2 8 32
m 7 3 14 25
T, 8 4 1 12 25
i 7 4 12 23
i, 7 4 12 23
Affine dau ra 1 1
Téng 67 31 4 89 191
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Do phtre tap cua S-box S, 1a 191 phép (trong do gdm 67 phép AND, 31
phép OR, 4 phép NOT va 89 phép XOR).

Bang 2.6 la so sanh cai dat cua S-box S, v6i cac cong trinh khac trén FPGA.
(Chi tiét cai dat module S-box Sp xem ¢ Phu lyc 4).

Bang 2.6. So sanh s6 lwong LUT ciia S-box Sp trén FPGA

Work Device LUT Max Freq | Throughput | Mbps/LUT
(Mhz) (Gbps)
This work Virtex-6 xc6vIx240t 35 800 6,4 183
[30] Virtex-6 xc6vIx240t 31 724,638 5,79 187
[43] Virtex-6 xc6v1x240t 32 696,37 5,57 170
[37] Virtex-6 xc6vIx240t 40 732,279 5,86 146
This work Virtex-7 xc7vx690t 32 826 6,6 206
[38] Virtex-7 xc7vx690t 32 813 6,5 203
[35] Virtex-7 xc7vx690t 40 593 4,74 118

S-box §, dat tan s6 hoat dong cao hon so véi cac cong trinh lién quan trudc
day. Pac biét trén nén tang FPGA Virtex-7, hiéu qué sir dung tai nguyén - tinh
theo Mbps/LUT - cua S-box S, 1a 206, cao hon so véi [35] va [38].

2.2. Nghién ciru lya chgn ma tran MDS an toan hiéu qua

Trong bién d6i MixColumn ctia AES str dung ma tran dich vong MDS kich
thudc 4 X 4 véi cac phan tir ca truong F,s va da thirc sinh bat kha quy 1a f(x) =
x8 @ x* @ x® @ x @ 1. Nhu d3 phén tich, trong phan nay NCS dé xut ma tran
MDS dang tua dich vong cho tang tuyén tinh nham dam bao cac tiéu chi sau:

- La ma trin MDS véi sb nhanh cuc dai

- Co it nhat s6 diém bat dong

- C6 nhiéu hé s 1 nhét co thé, ddng thoi cac hé sb con lai phai cai dit duoc

hi¢u qua
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Tur ba ti€u chi trén, NCS lya chon ma tran c6 dang nhu sau:

c 1 1 1
1 1 ¢ ¢
1 ¢35 1 ¢4
1 ¢ ¢ 1

(2.3)

Dé théy ma tran (2.3) 1a ma tran dang tua dich vong. N6 c6 9 h¢ s6 1, nhiéu
hon 1 so v&i 8 ctia ma tran MDS AES, cac hé sb ¢; lacac phan tir cua truong F,s
v6i da thire sinh bat kha quy f(x) = x8 @ x* @ x> @ x @ 1. Tiép theo can dam
bao cac hé s6 ¢; c6 thé dé dang cai dat. Cac phép nhan v6i phan tir sinh cia trudng,
hodc nhan véi nghich ddo ctia nd, hodc nhan véi phép mot da thirc bac thap cua
né (vidua @ 1,a=* @ 1) co thé dap tng tiéu chi nay. Do d6 cac hé s6 ¢; s& dugc
lya chon trong tap B = {a,a !, a + 1,a™! + 1}. Trén truong hitu han F,s voi
da thuc sinh bat kha quy f(x) = x @ x* @ x> @ x @ 1 va phan tir sinh @ = 2,
tdp B s€ nhu sau:

B={22"1=141,21=3,2"1® 1 =140} = {2,141, 3,140}

Pé tim kiém ma tran thda man tit ca cac tiéu chi trén, NCS duyét toan bod
cac phan tir ¢; trong tip B nay. Nho gidi han tp cac phan tir ¢; nén khong gian

tim kiém giam chi con 47 = 16384 ma tran. Két qua NCS lya chon dugc ma tran

Mp nhu sau :
a 1 1 1 2 1 1 1
w1 1 « a®1)_ (11 2 3
P11 a1 1 a 11 3 1 2
1 a a lP1 1 1 2 140 1
Khi ap vao bién d6i MixColumns s& c6 dang
Yoo Yo1 Yoz Yo3s a 1 1 1
Yio Y1 Yz Vi3 | _ 1 1 a a1 2.4)
Yoo Y21 Y22 V23 1 a1 1 a ’

Y3o Y31 Y32 V33 1 a alP1 1
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trong do y;;,x;j € Fyn, 0 < i,j < 3. Pé tinh dugc cac phan tir Yoo, Vo1, Yoz» Yo3s

ta thyuc hién:

Y10 = X0 D X190 D axz9 D (a D 1)x30
V20 = Xo0 D (@ D 1)x19 D x30 D axzg
V30 = X0 D axio B (@™ D 1)xy D x3

{ Yoo = aXxgg D x109 D x20 D X3¢

J Yoo = AXgo D x10 D x20 D x30

V1o = X0 D X10 D a(x29 D x30) D x3
V20 = X0 D a(x10 D x30) D x10 D %20
V30 = Xg0 D ax10 D (@™ D 1)xy0 D x30

Nhu vay, dé tinh dugc mét cdt ciia ma tran dau ra can 15 phép XOR va 5
phép Xtime. Dé thuc hién toan bo (2.4) s& can 15 x 4 = 60 phép XORva 5 X 4 =
20 phép Xtime.

Pdi v6i ma tran cta AES, phép MixColumns dugc thuc hién nhu sau:

Yoo Yo1 Yoz Yo3
Yio Y11 Y12 Vi3
Y20 Y21 Y22 Y23
Y30 Y31 Y32 V33

a a1 1 1

_ 1 a a®1 1

B 1 1 a a®1 (2.9
a@P1 1 1 a

Céc hang va cic cot cia tran trong MixColumns ciia AES 14 giéng nhau. Dé

tinh dugc phan tr y,, ta thuc hién.
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Yoo = aXgo @D (a @ 1)x10 D x20 D x30 = a(xgg D x10) D x10 D x20 D x30

Biéu thtrc nay can 4 phép XOR va 1 phép Xtime. Dé thyc hién duge (2.5)
s& cAn 16 X 4 = 64 phép XOR va 4 X 4 = 16 phép Xtime.

Tu day, NCS c6 Bang 2.7 so sanh, trong do 1 phép Xtime dugc tinh boi 3
phép XOR. Thay rang ma tran dé xuét M, co s6 cong XOR nhiéu hon so véi ma
tran MixColumns cua AES. Ma tran M,, dugc cai dat theo phuong phap biéu dién
logic (Chi tiét cai dat M,, xem & Phu luc 4). Két qua téng hop trén FPGA Virtex-
7 xc7vx690t cho théy M, can 132 LUT so véi 128 LUT ctia ma tran AES, tuy
nhién tan s6 hoat dong khong suy giam, do d6 hiéu ning tong thé ciia tang tuyén
tinh van dugc giit nguyén.

V& mat an toan, viéc ma tran M,, chi ¢6 1 diém bat dong 1a mot vu diém
quan trong so véi ma tran AES. Boi viéc ton tai nhicu diém bat dong & tang tuyén
tinh s€ lam tang kha nang tdn tai cac trang thai “it bi khuéch tan”, tir d6 trong mot
s6 kich ban c6 thé dan t6i cac duong vi sai/tuyén tinh véi s6 lugng S-box tich cuc
thap hon mirc mong mudn.

Badng 2.7. So sdnh sé lwong cdc ma trdn MDS

a 1 1 1
1 a ela 1 ?lz @ ia 1 120 5 1 NCS
1 a a @1 1

AES 112 5 216 [12]
a 1 1 1
1 1 a a’Pa
| @ a ) . 144 5 1 [85]
1 a a’ D« 1
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2.3. Panh gia dj an toan cia AES-P

Do an toan ctia ma khéi AES véi cac thanh phan mat ma méi (sau day goi
la AES-P) dugc danh gia thong qua ba nhom tiéu chi chinh: 1) Tiéu chi khuéch
tan; 2) Kiém thtr thong ké ngiu nhién; va 3) Do phuc tap tinh toan. Cac tiéu chi
nay dam bdo vi¢c danh gid do an toan cia ma khdi AES-P dugc thuc hién mot
cach toan dién va c6 hé thng.
2.3.1. Tiéu chi khuyéch tin

Hiéu tmg AC (Avalanche Effect) duoc str dung dé do dinh lwong ngiu nhién
(phi tuyén tinh) cia cac thuat todn mat ma, dic biét 1a ma khéi. Mot thuat toan ma
khéi tot phai dam bao rang mot thay doi nho & ban rd hoic khoa (lat 1 bit) s&
khuéch tan va tao ra nhitng thay doi 16n trong dau ra. Theo tiéu chuén, it nhat 50%
s6 bit dau ra phai thay d6i [86]. Hiéu ing AC dugc tinh theo cong thirc dudi day:

S6 bit khac biét gitra hai ban ma

Avalanch t = - - X 1009 2.6
valanche ef fec Tong so bit trong ban ma b (26

Hinh 2.1 so sanh hiéu tng AC ctia AES-P va AES nguyén gbc st dung dit
licu ban 10 (0xc012560c2d43f7e0b4fdc50c6062a7a9) va  khoa
(Ox4cab64e83dbd1766d5f87d26d9824c09). Két qua thu dugc bang cach 1t 1 bit
tr vi tri 0 dén 127. Hiéu ung AC cua luan an cling dugc so sanh véi mot s6 két
qua AES sira d6i khac:

Bang 2.8. So sanh voi cdc két qua khdc

Thuat toan Hiéu irng AC
AES-P 69,53%
[87] 60%
[88] 57,81%
AES nguyén goc 59,38%
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So sanh hiéu ing Avalanche

70 A —e— AES vdi tham s& dé xuét

AES nguyén géc

65

{ ,/'\\ /\\4\\/ i W |
[ A A AN ‘
| 1/\! T | m ph JW\/ | i \ \w

CI) ZIO 4b GIO éO 100 120
Vi tri bit

Hinh 2.1. So sanh hiéu vmg AC ciia AES-P va AES nguyén goc
Hiéu tng AC cho thiy s luong bit dau ra thay doi khi mot bit & dau vao bi
1at, nhd @6 cung cip mot danh gia dinh lwong nhung mang tinh tuong dbi vé mirc
d6 khuéch tan trén 128 bit dau ra. Tuy nhién, AC chi cho biét tong sb bit thay doi
trung binh, chit khong phan anh chi tiét cach ting bit dau ra phan ing véi timg bit
dau vao. Vi vay, dé danh gia chinh x4c va day du hon tinh khuéch tan va mac do
“nhay” cua ting bit dau ra, can st dung tiéu chuan SAC (Strict Avalanche
Criterion), trong d6 mdi phan tir cia ma train SAC biéu dién xac suat mot bit dau
ra thay doi khi mot bit dau vao cu thé bi 1at. NCS danh gia thuat toan AES-P theo
tiéu chi SAC véi 10.000 cip ban 1o ngau nhién. Phuong phap danh gia nhu sau:
1. Sinh ngau nhién 10000 cip ban 1d (P, P"), trong d6 P’ khac P ding 1
bittaivitrii (i =0,1,...,127).
2. MahoacaPvaP' béng cung mdt khoa K, thu dugce C va C'.
3. Tinh xéc suat bit dau ra thir j thay doi:
_ (S61an bit j cta C khac bit j cua C")
10000

SAC[i][/] (2.7)
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4. Tinh cac chi sb thong ké:
- Gi4 tri trung binh (Mean): Trung binh cua tit ca cic phan tir trong
ma tran SAC (ly tudng: 0.5).
- D6 1éch chuan (Std): Po mirc do phén tan cua cac gia tri SAC (Iy
tudng: cang nho cang tdt, < 0.05).
- Min/Max: Gia tri nho nhét va 16n nhat trong ma tran SAC (ly tudng:
gan 0.5).

Két qua so sanh véi AES nguyén gc ¢ Bang 2.9 cho thidy AES-P c6 gia tri
trung binh 13 0.5000, chtng t6 mdi bit dau ra ¢ xac suét thay d6i dang 50% khi
14t mét bit dau vao, phan anh tinh chit ctia mot ham ngau nhién hoan hao. D6 léch
chuan cta thuat toan rat nho (0.0050), thap hon 10 1an so v&i ngudng yéu cau, cho
thay cac gia tri SAC phan bo rat dong déu quanh gia tri trung binh, khong c6 bit
dau ra nao bi léch dang ké so véi gia tr1 0.5.

Bang 2.9. So sanh hiéu g SAC ciia AES-P va AES nguyén goc

Chi so AES-P AES nguyén goc
Gi4 tri trung binh 0,5000 0,5000
Do 1éch chuan 0,0050 0,0050
Gia tri nho nhat 0,4766 0,4762
Gi4 tri 16n nhat 0,5178 0,5189

Két qud ctia cd AC va SAC cho thay phién ban AES-P da thay thé S-box S,
va ma tran MDS M,, dat hi¢u nang khuéch tan twong duong voi AES nguyén gdc.
2.3.2. Kiém thir thong ké ngdu nhién (NIST SP 800-22)

Do an toan ctia AES-P con dugc danh gia thong qua bo kiém thir théng ké
NIST SP 800-22 [7]. B kiém thtr ndy bao gdm 15 bai kiém tra théng ké dé danh
gia xem chudi bit dau ra (ban ma) c6 dat tiéu chi nhu mot chudi ngau nhién thuc

su hay khong. Phuong phap danh gia nhu sau:
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1. Sinh 100 triéu bit ban ma bang cach mi hoa cic ban r& ngiu nhién
v6i khoa ¢ dinh.

2. Chay bo kiém thir NIST SP 800-22 trén chudi bit nay

3. MG&i bai kiém tra tra vé mot p-value trong khoang [0,1]. Néu
p-value > 0,01, bai kiém tra dugc coi 1a PASS (chudi bit c6 hanh vi
ngau nhién). Néu p-value < 0,01, bai kiém tra FAIL (c6 d4u hiéu

khong ngau nhién).

Két qua so sanh v&i AES nguyén gdc & Bang 2.10 cho thay AES dé xuét co

chat luong ngau nhién thong ké twong duong AES nguyén gdc.

Bang 2.10. Két qud kiém thir NIST SP 800-22

Tiéu chi AES-P AES nguyén gbc
Tong s6 test 188 188
Test PASS 186 (98,9%) 184 (97,9%)
Test FAIL 2 (1,1%) 4 (2,1%)
Test chinh PASS 15/15 (100%) 15/15 (100%)

2.3.3. D¢ phiec tap tinh todan

Doi véi tham ma vi sai va tuyén tinh. Trong [12], cac tac gia thiét ké da
chtrng minh an toan ctia AES trudc hai tham ma vi sai va tuyén tinh théng qua
chién lugc vét lan rong. Trong d6, qua 4 vong ma phap s& dam bao tdi thiéu 25 S-
box tich cyc vi sai/tuyén tinh (Pinh 1y 9.5.1, [12]) khi sir dung ma tran MDS kich
¢ 4 X 4 trén truong GF(28) (sd nhanh ma tran 13 5). S-box cua AES c6 gia tri
MDP = MLP = 0,015625 = 27, Khi d6, v4i 4 vong cuia minh, AES dat duoc
d6 an toan v&i do phuc tap cua thAm ma tuyén tinh va tham ma vi sai déu la

26%25 = 2150 Con véi S-box S, dwoc dé xuat, c6 gia tri MDP = 0,0234 = 27541
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va MLP = 0.0244 = 27>3% do d6 do phtic tap ctia thAm ma vi sai va thdm ma
tuyén tinh 1an luot 1a 2541%25 = 213525 3 2536X25 — 2134 Kh5ng t6t bang AES
nguyén gbc, tuy nhién cac do phirc tap nay déu 16n hon d6 phuc tap vét can khoa
2128 Luan 4n phan tich d6 phirc tap cia AES va AES-P qua céc vong:

Bang 2.11. Do an toan tham vi sai

S6 | S-box AES: AES: AES-P: AES-P:
vong | tich cuc —log,(p) Margin —log,(p) Margin
4 25 150,0 +22.0 135,2 +7,2
6 30 180,0 +52,0 162,5 +34,5

8 50 300,0 +172,0 270,7 +142,7
10 55 330,0 +202,0 297,8 +169,8
12 75 450,0 +322,0 406,1 +278,1
14 80 480,0 +352,0 4332 +305,2

Bdng 2.12. B an toan tham tuyén tinh

S6 | S-box AES: AES: AES-P: AES-P:
vong | tich cuwe —log,(p) Margin —log,(p) Margin

4 25 150,0 +22,0 134 +6

6 30 180,0 +52,0 160,7 +32,7

8 50 300,0 +172,0 267,9 +139,9

10 55 330,0 +202,0 294,7 +166,7

12 75 450,0 +322,0 401,8 +273,8

14 80 480,0 +352,0 428,6 +300,6

AES-P c¢6 bién an toan nho hon AES chuan do d6 phi tuyén giam tir 112
xubng 108. Tuy nhién, chénh 1éch nay khéng anh huéng dén an toan thuc té vi:
- Ngay ca bién thap nhat (+6 bit & 4 vong) vin dam bao do phirc tap 16n
hon 2128,
- Bién an toan ctia AES-P & 10 vong (+166,7 bit) gitip nang tong do phic

tap 1én 22947, 16n hon 2,3 1an ngudng an toan 2128,
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Pic biét AES-P giai quyét dugc gidi han cau trac khong thé khic phuc cua
cac S-box dang nghich dao (deglO=2). Piéu nay gitip ting cudng kha ning khang
tAn cong dai sé/luorng ttr. Chi tiét vé phan tich do phuc tap tham ma dai s6 duoc
trinh bay ¢ duoi day.

Déi vdi tham ma dai sé/lwong tir. Luan an tién hanh tinh toan s6 luong bién
QUBO cua AES-128 va AES-P bang phuong phap deglO-aware, st dung céc
phuong trinh bac thip nhit ¢ mo ta mbi quan hé vao-ra ciia S-box. Két qua nhu
sau:

Véi AES-128 chuan (deglO = 2), toan bo thuat toan dugc chuyén thanh bai
toan QUBO chi v4i 16.064 bién, bao gom: 128 bién khoa, 1.280 bién khoa vong,
1.280 bién dau ra SubBytes, 1.152 bién dau ra MixColumns, va 12.224 bién phu
cho cac phép XOR (MixColumns, AddRoundKey, Key Schedule). Pic biét, s6
bién phu danh cho S-box bang 0, vi 39 phuong trinh an bac 2 cia S-box AES khép
truc tiép vao dang QUBO bac 2 ma khong can ha bac (quadratization).

Véi AES-P (deglO = 3), do S-box S, khong c6 bat ky phuong trinh bac 2
nao, moi mo ta dai sé déu phai sir dung 441 phuong trinh bac 3. Mdi don thirc bac
3 (x; - x;  x;) phai duoc ha bac bang cach dua thém bien phu (z;; = x; - x;) dan
dén sb bién QUBO tiang dang ké. Luan an phan tich hai phuong phap ha bac véi
két qua tong hop nhu sau:

Phuong phap Q1 (theo phuong trinh) - gan tip bién phu riéng cho mdi
phuong trinh, v6i 5.692 tich bac 2 (z;; = x; - x;) duy nhat mdi S-box, cho tong
1.138.400 bién phu S-box. Phuong phap Q2 (theo xuét hién) gan bién phu riéng
cho mdi 1an xuat hién don thic bac 3, véi 17.349 lan xuat hién mdi S-box, cho

tong 3.469.800 bién phu - day 1a can trén.
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Két qua nay c6 ¥ nghia thuc tién quan trong khi xét dén phan cting quantum
annealer: mdi bién QUBO logic can 5-15 qubit vat 1y, nén AES-128 yéu ciu
khoang 160.640 qubit vat 1y, trong khi AES-P (phwong phap Q1) yéu cau khoang
11,5 tri¢u qubit vat Iy. Mac du c4 hai déu vuot xa nang luc cia D-Wave Advantage
hién tai (~5.000 qubit), ty 1& chénh 1éch 71,8x dam bao rang khi céng nghé
quantum annealer phat trién dt manh dé de doa AES, AES-P van duy tri dugc bién
an toan dang ké.

Bdng 2.13. Két qud sé bién QUBO theo hai phwong phdp

Phwong phap AES (deglO=2) | AES-P (deglO=3) Ty 1€
QI (theo phuong trinh) 16.064 1.153.528 71,8x
Q2 (theo xuat hién) 16.064 3.484.928 216,9x

2.4. Panh gia hiéu ning ciia ma khoi AES-P

Pé danh gia hiéu nang thyc thi trén phan mém cua thuat toan AES-P, luan
an st dung cong cu do luong tiéu chuan cia thu vién OpenSSL phién ban 1.1.1w.
CAu hinh thir nghiém dugc thuc hién trén hé théng st dung bo vi xur ly Intel Core
17-6700 CPU 3.4 GHz. Hi¢u ndng cua AES-P dugc so sanh truc tiép vo1 AES
nguyén gdc cai dit bang ngdn ngit C (khong phai cai dat AES-NI) str dung k¥
thuat tra bang (T-box) - gdp cac budc SubBytes, ShiftRows va MixColumns. Kich
ban danh gid dugc thuc hién thong qua 1énh “openssl speed -evp aes-128-cbc”.
Két qua chi tiét duoc trinh bay tai Bang 2.14.

Bang 2.14. Két qud ddnh gid hiéu ndng

Kich thuée dit liéu | AES-128-CBC (kB/s) | AES-P-128-CBC (kB/s)
16 bytes 179.357 211.555
64 bytes 231.404 276.710
256 bytes 284.738 254.306
1024 bytes 278.991 299.803
8192 bytes 289.382 297.939
16384 bytes 291.917 291.563
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Vé mit 1y thuyét, khi st dung k¥ thuat tra bang T-box, viéc thay dbi cau
tric S-box hay ma train MDS hau nhu khong giy ra sy khac biét dang ké vé khoi
luong tinh toan, din dén hiéu ning thuc thi ctia cac phwong an la twong duong
nhau. Két qua thuc nghiém tai Bang 2.14 d3 minh chung diéu nay khi téc d6 ma
hoa cua AES-P duy tri dugc su 6n dinh va dat muc tuong duong so véi AES

nguyén géc, véi toe do toi da dat xép xi 292 MB/s (tai kich thudc dir liéu 16n).

2.5. Két luan chwong 2

Chuong 2 da trinh bay mot cach toan dién qua trinh nghién ctru va lga chon
cac thanh phén mat ma an toan, hi¢u qua cho thuat toan AES, bao gém S-box 8&-
bit S, va ma tran MDS M,,. S-box S,,, dugc sinh dua trén cau trac Butterfly, dat
duogc cac tinh chat mat ma tot véi d6 phi tuyén (108), bac vao-ra (3), va khong so
hitu d6 du thira tuyén tinh toan phan, giup ting cudng kha ning khang lai cac tham
mi dai sd. Biéu dién logic t6i uu cia S-box Sp giam do phuc tap xuéng con 191
phép toan logic, mang lai hiéu qua cao khi trién khai trén phan ctimg. Ma tran MDS

My

gitip ting d6 an toan nho giam s6 diém bat dong ma khong anh huong dén hiéu
suat cia AES.

Céc danh gia an toan théng qua hiéu tng AC, SAC cho thay AES-P ¢ kha
nang khuéch tan manh, vin dam bao an toan trudc tham ma vi sai va tuyén tinh.
Pic biét AES-P c6 kha ning chong lai tin cong tham ma dai sd trén mdy tinh
luong tir. Hiéu ning phan mém ctia AES-P duoc duy tri 6n dinh trong thu vién
OpenSSL, trong khi trién khai phan ciing s& dugc phén tich chi tiét & chuong tiép
theo. Két qua ctia chuong nay dit nén tang vimg chic cho viéc phat trién kién trac
AES-P tdc do cao, hudng téi cac img dung yéu cau hiéu ning va bao mat cao trong

cac hé théng mang hién dai.
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CHUONG 3
NGHIEN CUU XAY DUNG CAC KIEN TRUC PHAN CUNG TOC PQ
CAO CHO THUAT TOAN MA HOA AES-P VA ASCON

Trong bdi canh nhu cau vé cac hé thong ma hoa tdc do cao ngay cang ting,
dic biét trong cc tmg dung truyén thong thoi gian thuc va xtr Iy dit liéu 10n, viée
thiét ké cac kién triic phan cimg hiéu qua cho céc thuat toan ma hoa AES va Ascon
tré thanh mot yéu cau cap thiét. Chuwong 3 ctia luan 4n tap trung nghién ctru va dé
xudt cac kién tric phan ctng téc do cao cho hai thuat toan nay trén nén tang FPGA,
hudng tG1 muc ti€u nang cao tdc do, giam do tré.

Céc két qua nghién ctru chinh ciia chuong bao gom:

1. Dé xuét kién trac AES-P téc do cao dat thong luong 105,7 Gbps, do tré
48,4 ns va hiéu qua cai dat 31,48 Mbps/slice trén FPGA Virtex-7. Két qua nay
vuot qua phan 16n cac cong trinh hién c6 va dugc cong bo trong [J1].

2. Pé xuat kién tric médi cho Ascon véi d6 tré ma hoa tuong dwong kién
tric duong ong nhung khong phu thudc vao bd nhd luu trit, phit hop cho cac hé
thng IoT thoi gian thuc. Két qua nay duoc cong b trong cong trinh [J2].

3.1. Nghién ctru xAy dung kién triic phin cing téc d9 cao cho AES-P

Pé xay dung mét kién trac dudng ong hiéu qua cho AES-P, NCS ap dung
phuong phép tiép can gdm hai budc chinh:

1. Cdi tién cdc thanh phdn: Tinh chinh cac khéi chirc nang c6 anh hudng
nhiéu nhit dén dudng toi han (critical path) va tai nguyén, bao gdm SubBytes,
MixColumns va Lugc do sinh khoa (Key Schedule).

2. Hoan thi¢n kién triic dwong ong: Xac dinh vi tri va s6 luong thanh ghi

(registers) pht hop dé can bang giira toc do, do tré va tai nguyén tiéu thu.
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3.1.1. Cdi tién cdc thanh phin mét ma
a) Cai tién khoi SubBytes

Thanh phan SubBytes sir dung S-box S, da dugc dé xuat va phan tich &
Chuong 2. S-box nay duoc thiét ké hiéu qua cho cac phan tir logic co ban trén
FPGA, giup giam thiéu tai nguyén va rat ngan duong t6i han. S-box Sy €6 thé
duogc cai dat theo phuong phap tra bang sir dung cac khéi BRAM noi trén FPGA.
Cach tiép can nay giup tiét kiém tai nguyén LUT, tuy nhién thuong khong dat
duoc hiéu suit cao nhit do dic trung truy cap déng bo cia BRAM, lam phat sinh
d6 tré it nhat mot chu ky xung nhip [34]. Trong luan an ndy, S-box S, dugc cai
dit theo phuong phap téi uu biéu dién logic (Phu luc 4), cho phép truy cép t6 hop
v6i do tré thap, tir d6 cai thién hiéu nang tong thé ctua khi AES-P.

Cu thé, dé cai dit 1 bit du ra cia S-box S, kién triic chi sir dung 4 LUT-6,
2 MUXF7, 1 MUXFS va 1 Flip-Flop (FF). Toan bo logic ndy nam gon trong ciu
tric ndi tai ciia mot Slice, giup giam thiéu do tré két ndi (routing delay). Nhu vay,
mdt S-box 8-bit hoan chinh chi tiéu tén 32 LUT-6, 16 MUXF7, 8 MUXFS va 8
FF.

Slice

LUT 0 —\—

LUT 1 ]

> FF

MUXF8

LUT 2 —I—
LUT 3 I

NCMUXF7 ~ N MUXF7 ~

Hinh 3.1. Cai dat 1 bit dau ra cia S-box Sp
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Trong khi d6, giai phap cua Liu [35] sir dung 5 6-LUT va 4 FF dé cai dat 1
bit dau ra S-box, din dén viéc tiéu ton nhiéu tai nguyén hon va phat sinh do tré
16n hon giita cac phan tir. Giai phap cua Oukili [37] cai dit S-box theo logic va
can sb lugng thanh ghi 16n din dén gia ting tai nguyén va do tré (5 thanh ghi). S-
box S, chi can 4 6-LUT can dé cai dat 1-bit dau ra cua S-box, trong khi [35] can
5 6-LUT. Tuong tu do tré cua S-box S, chi can 1 chu ky xung nhip dong hd so
v6i 5 chu ky cta Oukili [37]. Boi thanh phan SubBytes, SubWord chiém ty trong
16n trong tong tai nguyén cua AES-P (hon 80%), viéc t6i wu S-box gitip giam it
nhat 20% s luong LUT va slice so véi cac kién trac caa [35] va [37].

b) Thiét ké khoi MixColumns

Thanh phan MixColumns dugc xay dung dua trén ma tran M,, (da trinh bay
& Chuong 2). V& mit tai nguyén, ma tran nay nhiéu hon 4 LUT so voi ma tran gbc
AES. Tuy nhién, mtrc chénh léch nay 1a nhé va khong dang ké trong tong thé tai
nguyén cua toan bo h¢ théng. Quan trong hon, ma tran M, van dam bao hiéu ning
va d6 tré twong dwong, khong gy anh hudng tiéu cuc dén hiéu qua hoat dong cta
hé thong.
¢) Cii tién Luoc do sinh khéa (Key Schedule)

Trong cac thiét ké AES truyén thong, dic biét 1a cac kién tric lap (iterative),
phuong phap tinh khéa trude (pre-compute) thuong duogc str dung bang cach tinh
toan toan bo cac khoda vong va luu trir vao cac khdi bd nhd BRAM hoic LUTRAM.
Tuy nhién, cach tiép can nay boc 10 han ché 16n vé mat hiéu nang khi tan s6 hoat
dong bi gidi han boi do tré truy cip bd nhé va logic diéu khién dia chi khéa. Pong
thoi, viéc tinh khoa trudc tao ra do tré khdi tao ban dau mdi khi thay doi khoa

ngudi dung, gay gian doan ludng dir lidu trong cac img dung doi héi téc do cao.
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Pé khic phuc cac han ché trén, NCS dé xuat sir dung phwong phap sinh
khoa dong (on-the-fly) két hop voi k¥ thuat dudng dng (pipeline). Phuong phap
nay cho phép cac khoa vong dugc tao dong thoi véi qua trinh ma hoa, nhd d6 loai
b6 nhu cau luu trit toan bd khoa vong trong bd nhé va hd trg thay ddi khoa ngudi
dung ma khong 1am gian doan ludng xir 1y dit liéu. Két qua thyc nghiém trén FPGA
Virtex-7 cho thay kién triic duong 6ng két hop sinh khoa dong dat tan sb hoat dong
cuc dai cao hon khoang 2,7 1an so véi kién truc lip st dung phuong phép tinh
khoa trude. Mic du s lugng tai nguyén LUT sir dung ting khoang 6 1an, kién trac
dé xuat khong str dung bat ky tai nguyén bd nhd LUTRAM hoidc BRAM nao. Két
qua nay cho thay viéc két hgp phuong phap sinh khoa dong véi ki thuat dudng
6ng khong chi loai bo hoan toan nhu cau luu trir khoa vong trong phan cimg ma
con cho phép hé thong dat hiéu nang xtr 1y rat cao trén nén tang FPGA.

Hinh 3.2 minh hoa sw khac biét: Trong khi phuong phép pre-compute budc
phai cho tinh xong toan bo khoa vong cho K; méi c6 thé xir Iy K,, phuong phap
on-the-fly cho phép bat dau xtr Iy K, ngay sau 1 chu ky xung nhip dong ho.

e AL

Ky I, . K3
Doi qua trinh Doi qua trinh
tinh khoa vong tinh khoa vong
KEY(pre-compute)
K, K; K3 K,

KEY(on-the-fly) ‘ ‘ ‘

Hinh 3.2. Lwoc d6 khéa pre-compute va on-the-fly
Luoc d6 khoa nguyén thay ciia AES c6 sy phu thude dit lidu 16n:
Ky = Ky @ Rcon @ SubWord(RotWord(K3))
Ki =K, @K,
K; =K{ ® K,
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K3 =K, ®K;
Su phu thudc chudi nay tao ra dudng téi han dai, budce cac thiét ké nhu [37],
[38] phai dung tir 5 d&én 7 thanh ghi trung gian.

NCS dé xuat cai tién lugc do tinh toan bang cach dinh nghia cac bién trung

gian P;:
Py = Ky @© Rcon
P, =K, @ Py
P,=K,® P,
P;=K; O P,

Khi do, cac khoa vong dugc tinh song song:
K§ = Py @ SubWord(RotWord(K3))
K{ = P, @ SubWord(RotWord(Ks))
K, =P, D SubWord(RotWord(K3))
K; =P; D SubWord(RotWord(K3))
Cai tién nay giup giam s6 luong thanh ghi trung gian xudng chi con t6i thiéu
2 (thay vi 4-7 nhu trude ddy), qua d6 c6 thé giam t6i 50% do tré so véi cac kién
trac sir dung luoc dd gde co tir 4 ting dudng 6ng trd 18n, trong khi van dam bao
do an toan tuong duong.
3.1.2. Hoan thi¢n kién triic dwong ong
K¥ thuat duong 6ng gitip ting tan sd hoat dong nhung ddng thoi 1am ting
tai nguyén va do tré tong thé (tinh theo chu ky xung nhip). Viéc xac dinh diém can
bang hiéu qua nhit (trade-off) giita ba yéu t6 Tdc d6 (T), Tai nguyén (4) va Do
tré (L) 1a bai toan phc tap.
Pé giai quyét van dé nay, NCS dé xuét tham s hiéu qua H va Ménh dé 3.1

1am co s& 1y thuyét cho viéc thiét ké.
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Ménh dé3.1.Goi H = ﬁ 13 tham s6 dénh gia hiéu qua cua kién tric duong
6ng cho mdt ma khoi, trong do T la tdc do, A 1a tai nguyén, L 1a d6 tré. Goi k 1a
s6 luong thanh ghi duoc chén vao kién tric duong 6ng. Khi d6 ton tai mot gia tri
k* sao cho H 1a cuc dai. Tai k*, kién tric duong 6ng dat duoc sy danh ddi can
bang nhat giira toc do, tai nguyén va do tré.

Chirng minh:

Trong kién trtc duong 6ng ctia mot ma khoi, toe do, do tré phu thudc vao
tan sb theo cac cong thire (3.1), (3.2):

- Tbc do:

T=BXF (3.1)
v6i B 1a kich thude khdi dit liéu duge xir Iy trong mot chu ky, F 12 tan sb
hoat dong ctia h¢ théng.

- Do tré:
NC
L=— 3.2
7 (3.2)

v6i No = r X k, var 1a s6 vong ctia ma khéi, k 1a sb thanh ghi.

- Tai nguyén: Mdi quan hé giira tan s6 va tai nguyén phu thudc vao cong
ngh¢ va thuc nghiém cu thé. Trong ludn an nay mo hinh hoa mbi quan h¢ nay theo
cong thie (3.3) dudi day:

A= XF¢ (3.3)
trong d6 8 1a hang s, a 1a tham sb phan anh mitc do danh doi tai nguyén
dé ting tan s6 F. Cac tham s6 a va B phu thudc vao ho FPGA, cong cu tong hop
cu thé. Trong luan 4n nay, moé hinh (3.3) duoc sir dung nhu mot cong cu phan tich
dé nhan dién ving can bang trade-off, thay vi ap dat mot hang s6 bat bién cho moi

nén tang cong nghg.
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Ta c6 tham sd H tinh theo cong thuc:

T
H=A><L (3.4)
. B x F?
B XF*XxN,
B x F@~® ()
 Bxrxk

Néu a > 2, khi d6 tai nguyén sé tang rat nhanh so véi tan sd theo cong thirc
(3.3), kién tric c6 thé dat tc do cao nhung phai tra gia 1on vé mit tai nguyén.
Nguoc lai néu a < 2, khi d6 tai nguyén sé 1én tang it dang ké so vdi tan sb. Day
1a truong hop pht hop véi cac kién triac can tai nguyén han ché. Poi véi kién trac
duong éng tdc do cao, kién tric s& dat sy danh d6i t6i wu nhat khi ton tai gia tri
k*sao cho @ =~ 2. Tham sd H duoc tinh nhu sau:

B

H= m (3.6)

Gia tr1 cia H khong con phu thudc vao tan s6 F. Boi vay gid tri 16n nhét cua
H sé& tuong tng vai kién tric co su danh doi tot nhat gitta toc do, tai nguyén va do
tré. Mic du cac tham sb a va f phu thudc vao dac thu cua tirng cong nghé FPGA
cu thé, nhung khi gia trj thyc nghiém cua a tiém can ngudng 1y thuyét bang 2,
kién trac duong ong sé dat dén ving can bang tdi wu theo tiéu chi H. Do d6 ménh
dé duoc chimg minh. n

Trén co s& S-box va luge d6 khoa da dé xuit, co céac vi tri chén thanh ghi
dudi day:

SubByte
(Sp)

. MixColumns Add
— 1 ——  ShiftRows — 2 — 3 4
(M) RoundKey

a9)s139y

Hinh 3.3. Cac vi tri thém thanh ghi cua ham vong
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RCON
K &, l By ——P — Ky
K P B 7 D g K
o 2, ’ 1

K, &, P g &) g — Ki—
K, D A — P — K}

SubWord | &

RotWord E’

(Sp) ]

Hinh 3.4. Cac vi tri thém thanh ghi cua luoc do khéa
Dua trén Ménh dé 3.1 va cac vi tri chén thanh ghi (Hinh 3.3, Hinh 3.4), NCS
xay dung thuat toan tim kiém cau hinh téi vu. Khong gian tim kiém 1a 2™ — 1 cau
hinh. Gia sir mdi cAu hinh can thoi gian tong hop 1a 7. Khi d6 thoi gian x4u nhat
dé tim ra kién triic toi wu 1a:
Tworse = (2" — 1) -7 = 0(2" + 7) (3.7)
bPé tang tdc do hoi tu, thuat toan wu tién xét cac vi tri co dod phtrc tap logic

cao (SubBytes) trudc.

Thuét toan 3.1. Tim kiém s6 thanh ghi téi uu cho kién trac duong 6ng
k: S6 thanh ghi thém vao.
n: S thanh ghi tdi da thém vao.
Cr = (1.1, ...,0): Téng sd vi tri co thé sap xép k thanh ghi

k
N — ————

n

Ck j+ Vitri j cua cac thanh ghi k trong t6 hop C).

Piu vao: S-box dé xuit, luge do khoa dé xuat
Pau ra: SO thanh ghi va vi tri thanh ghi téi uu
1 k=0,location =0
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2 Tim tan s6 16n nhat F, va tai nguyén (slices) 4,

3 Tinhtdc ddo T, = F, X B.
4 Tinhdotré L, = e

Fo

, _ Ty
5 Tinh H, = AoxLe
6 Hpax = Ho
5 for(i=1Li<n i++)do
6 for (j = 0;j < CL;j + +) do
Séap xép i thanh ghi vao vi tri j trong ham vong AES. Uu tién vi
7 tri c6 muc logic cao trude (SubBytes). Chinh stra lugc do khoa
tuong img véi [ + 1 tang pipline.
8 Tim tan s 16n nhat F; j vatainguyén A4; ;.
’ N¢ _ Ti,'

9 Tinh Tl,] = Fl,] X B, Ll,] = F_lJ , Hl,] = A—i’jX]Li’j .
10 if (Hi,j = Hmax) then

Hopax = Hi,j
11 Linin = L

k = i,location = C,llj
12 end
13 end

14 Return k, location.

Ap dung thuat toan trén, NCS xac dinh duoc cau hinh t6i vu 12 k = 3 cho
AES-P-128, AES-P-192 va k = 2 cho d0 dai khoa AES-P-256. Vi tri cac thanh
ghi duoc md ta chi tiét trong Hinh 3.5 va Hinh 3.6.
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AES-P-128, AES-P-192

Add
RoundKey

ShiftRows —— MixColumns
AES-P-256
ShiftRows —— MixColumns

e

RoundKey

Add

Hinh 3.5. Kién trc t6i wu ciia ham vong AES-P

RCON

AES-P-128, AES-P-192

Ky ® B D )
K @ h @D Ki
K D+ n D K3
K D ) K}
RotWord SubWord
AES-P-256
Ky ‘@—[—* B &, Ky
K, D B D K|
K, D B S K3
K —@® B P K3
RotWord SubWord

Hinh 3.6. Kién trtc t6i vu cta lugc dd khda AES-P
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Véi AES-P-128, kién tric c6 thé ma hoa 128-bit dir liéu mdi chu ky xung

nhip dong hd. Ban ma s& nhan dugc sau 40 chu ky xung nhip.

CLK
K, K,K K, o KoKy Kyp Ky
KEY
B P L P © Py PyPpPy
IN
|
stage 1 le—pl | | [ | I
stage 2 :q—pl | : : : ql CZ C3 C4
stage 3 |.<—>| | | |
stage »le 2
OUT e d Round 1 o Round 2 Round 10 | | | |

Latency of 40 clock cycles |

Hinh 3.7. Gian dé thoi gian cua AES-P-128

Jl_____ll_

3.1.3. So sdnh véi cdc két qua khdc
Kién tric dé xuat dugc trién khai trén nén tang phan cimg FPGA Virtex-7
(xc7vx690t). Bang 3.1 trinh bay cac thong s hiéu ning dat dugc.

Bdng 3.1. Kich thuée va do tré ciia kién tric dé xudt

Frequency | Clock cycle | Latency
(MHz) (ns)
AES-P-128 826 40 48,4
AES-P-192 689 61 88,45
AES-P-256 740 42 56,7
Phan tich:

- AES-P-128: dat tan s6 cao nhat & mutc 826 MHz véi do tré téng cong

chi 48,4 ns trén 40 chu ky xung nhip, nho ciu tric dudng dng 4 tang.
- AES-P-256: mic du AES-P-256 ¢6 céu triic khoa dai hon (256 bit) turong

g v6i 8 word 32 bit trong qué trinh mé rong khéa, nhung cau tric nay lai 13 boi
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s6 ctia 4 word (128 bit) - kich thudc khéi dir liéu trong AES-P. Nho vdy, dudng
dng giita kh6i mo rong khoa va khdi ma hoa co thé hoat dong dong pha, trong do
mdi 1an mé rong khoa sinh ra hai khoa vong (round key) hoan chinh. Nho su dong
b0 nay, du $6 vong ma hoda nhiéu hon, tan s6 hoat dong van dat dugc 740 MHz va
d6 tré tong thé chi 56,7 ns.

- AES-P-192: sur dung khoa 192 bit, trong tng voi 6 word 32 bit trong lugc
d6 mo rong khoa. S6 luong 6 word nay khong phai boi cia 4 word (128 bit) dan
dén su “léch pha” gifra tién trinh mé rong khéa va tién trinh ma hoa. Két qua 1a
khoa vong ctia AES-P-192 phai dugc ghép lai tir hai nhom khoa lién tiép, trong d6
ntra dau 1ay tir phan cudi ciia nhom trudc va nira sau lay tir phan dau cia nhom ké
tiép. Chinh sy khong dong bo trong qua trinh mé rong khoa nay kéo dai thoi gian

lan truyén tin hiéu va gii han tan sd hoat dong t6i da xudng con 689 MHz, thap

nhat trong ba cau hinh, dong thoi 1am d6 tré tong thé ting 1én 88,45 ns.

s0 vO1 cac cong trinh lién quan.

Bang 3.2 tong hop cac thong s6 k¥ thuat va hiéu suét cia kién triic dé xuat

Bang 3.2. So sanh cdc kién triic AES toc dé cao

Work Key Device Pipeline | Slice BRAM | Freq Latency | Speed Efficiency
size Stage (MHz) (ns) (Gbps) | (Mbps/Slice)
This work 128 xc7vx690t | 4 3.357 0 826 48,4 105,7 31,48
This work 192 xc7vx690t | 4 3.845 0 689 88,45 88,192 | 22,93
This work 256 xc7vx690t | 3 4416 0 740 56,7 94,72 21,45
Chellam [38] | 128 xc7vx690t | 5 2.617 0 813 71,34 104,06 | 39,7
Oukili [37] 128 xvovIx240t | 8 5.759 0 732 104 93,73 16,27
Liu [35] 128 xc7vx690t | 5 4.339 0 593 84 75,92 17,50
Soltani [36] 128 xc6vIx240t | 5 28.520 | 0 803,988 | 63,24 102,9 3,6
Priya [41] 128 xc5vIx50t | 4 7.200 0 352,628 | 113 45,133 | 6,26
Rahim [42] 128 xc6vIx240t | 4 n/a 0 386,250 | 124 49,44 n/a

Tt bang so sanh trén co6 thé théy, thiét ké AES-P-128 trong luan an dat dugc

thong luong cao nhét 1én dén 105,7 Gbps, ciing véi hiéu suét sir dung tai nguyén

dat 31,48 Mbps/Slice. Pay 1a két qua rat an tuong, dic biét khi xét dén viéc tai
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nguyén phan ctng st dung chi chiém khoang 3% s6 slice d6i voi AES-P-128 va
4% d6i voi AES-P-256 trén thiét bi xc7vx690t.

So voi thiét ké cua Liu [35], kién trac dé xut giam 22% sb slice st dung
trong khi van dat toc do va thong luong cao hon dang ké. Ngoai ra, do tré cua kién
tric ndy ciing thap hon rd rét so vai cac thiét ké ¢ cung hodc nhiéu ting pipeline
hon: giam 32% so v&i Chellam [38], 53% so va&i Oukili [37], va 42% so voi Liu
[35].

Tuy nhién, can luu ¥ rang viéc t6i wu hoa cho téc do cao dan dén mirc tiéu
thu ndng lugng udce tinh khoang 4,3 W, cao hon so v41 mot s6 thiét ké huong dén
tiét kiém niang luong (thong s6 4,3W dugc trich xuat tir bao cao niang luong Power
Report ctia cong cu Vivado sau giai doan Post-Implementation). Pay 1a sy danh
d6i chap nhan duoc cho cic hé théng hiéu ning cao (High-Performance
Computing). Do dd, cac nghién clru trong tuong lai nén tap trung vao viéc ap dung
cac k¥ thuat toi vu hoa ning lugng nham giam thiéu tiéu thy dién ma van dam bao
hiéu nang hé thé)ng.

So sanh toc dd va d6 tré

120
This work

Soltani Chellam
. L .
100 Oukili
L ]
80 Liu
‘-;? [ ]
J
— 60 |
% . Rahim
a Priya e
& .
40
20
0
0 20 40 60 80 100 120 140

Latency (ns)

Hinh 3.8. So sanh toc d6 va do tré véi cdc thiét ké AES toc do cao khdc
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Céc két qua trén dugc do & ché do ECB dé dam bao tinh cong bang khi so
sanh. Tuy nhién, trong céc giao thirc bao mat mang IP, ché d6 ECB it duoc st
dung do nhitng han ché vé tinh bao mat ma thay vao d6 1 cac ché do nhu CTR
hoic GCM. Khi chuyén d6i sang cac ché d ndy, thong luong 16i AES-P s& c6 sy
suy giam nhét dinh do phat sinh chi phi tai nguyén cho céac khéi logic diéu khién
va khéi logic phu trg (b dém, bo nhan Galois GHASH). Mirc do suy giam hiéu
ning phu thudc truc tiép vao cach cai dit cac khdi nay, ciing nhu phuong thirc
phéi ghép cac khdi chiic nang nay véi 161 AES-P trén nén tang phan cing.

3.2. Nghién ciru xAy dung kién tric phan cimg toc d cao cho Ascon
3.2.1. Dong lwc nghién cuu

Trong bdi canh mang IoT, noi viéc tdi uu héa cho cac thiét bi tai nguyén
han ché 1a yéu t6 then chdt, mot s truong hop yéu cau uu tién hiéu nang cao va
do tré thap dé dap mg cac tidu chi bao mat trong mdi truong truyén thong thoi
gian thuc. Cac thuat toan ma hoa nhe trong nhimng truong hop nay khong chi can
dam bao an toan dir liéu, ma con phai duy tri toc d6 xtr 1y va truyén tai du 16n dé
khong anh hudng dén chirc ning hé thong. Mot sé Gmg dung tiéu biéu co thé ké
dén:

- TIoT Gateways: La cau ndi giira cac thiét bi IoT va hé thong backend, IoT
Gateways thuc hién cac chirc nang nhu tong hop dit liéu, chuyén ddi giao thirc va
bao mat. Kha ning xtr 1y thong lugng cao 13 yéu t6 quan trong dé quan 1y hiéu qua
cac luéng dir li¢u vao va ra, dac biét trong cac kich ban co nhiéu thiét bi két ndi.
Chang han, trong mot nha may thong minh véi hang tram cam bién, IoT Gateways
can ma hoa va xac thuc dit liéu nhanh chong dé duy tri hoat dong khong gian doan.

- Xtr 1y va truyén video thoi gian thyc: Cac hé théng giam sat an ninh thong
minh, xe ty hanh, UAV, va thuc té do/ting cudng (AR/VR) yéu cau toc do xir Iy

rét cao véi do tré cuc thép. Vi duy, trong cac h¢ théng nhan dang khuén mat hoac
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phat hién hanh vi bat thuong, dit liéu video phai dugc ma hoa ngay lap tic dé vira
bao vé quyén riéng tu, vira dam bao rang thong tin dau vao duoc xir 1y kip thoi.
Pic biét, cac thiét bi bay khong ngudi lai (UAV) duoc str dung trong céc tmg dung
nhu ndng nghiép thong minh, giao hang tu dong, hodc tim kiém ctru nan can kha
ning ma hoa nhanh chong cac ludng dit liéu video, cam bién va diéu khién. Do tré
trong cac hé thong nay thuong dugc yéu cau dudi muc 1 mili gidy, dat ra thach
thitc 16n dbi véi cac thudt toan ma hoa xac thuc hang nhe.

Pong luc chinh cho viéc dé xuat kién tric Ascon xudt phét tir nhirg bt cap
trong cac cong trinh Ascon trude ddy (phan 1.4.2.2), dic biét 1a trong céc thiét ké
huéng dén thong lugng cao nhu [50] va [54]. Cac cong trinh nay déu ap dung k¥
thuat mé vong 1ap 4 vong cia phép hoan vi Ascon trong mot chu ky xung nhip,
qua d6 tang toc dd xtr 1y trén mdi vong. Tuy nhién, dé ma hoa va xac thuc mot
khéi dir liéu 128 bit, ca hai thiét ké vin yéu cau hai chu ky xung nhip béi kién tric
m¢ vong 1ap chua dugc tdi wu hoa hoan toan. Hé qua cua viéc keo dai s6 chu ky
xtr Iy mot khoi 1 yéu cau bo nhé dém trung gian (buffer memory) ting 1én tuong
mg dé dam bao dir liéu khong bi mat mat trong qua trinh ma hoa. Mdi quan hé
nay duogc dinh luong bang phuong trinh:

(n—1)

n

‘B-f (3.8)

Memory =t -

Trong do:
t: Thoi gian hoat dong lién tuc cta hé thdng (don vi: gidy)

n: S6 chu ky xung nhip dé xtr Iy mot khoi dir liéu
B: Kich thudc khéi (bit)
f: Tan s6 hoat dong (MHz)

Ap dung phuong trinh (3.8) vd1 mot vi du cu thé: néu hé théng yéu cau hoat

dong lién tuc trong 1 gidy ¢ tan s6 100 MHz véi mdi khéi dir lidu c6 kich thude
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128 bit va can 2 chu ky dé xir 1y, thi bd nhé can thiét s& 1a 6,4 Gbit. Pay 1a mot
con sb rat 16n d6i voi tai nguyén bd nhd on-chip ctia hau hét cac FPGA hién dai,
vbn chi cung cdp tir vai megabit dén vai chuc megabit bd nhé BRAM. Diéu nay
budc cac hé thdng phai sir dung bo nhé ngoai (external memory), lam ting do tré,
murc ti€u thu dién nang va d6 phuc tap cua thiét ké.

—+—n=2 n=1

B& nhé (Gbit)
—_ N w ey (#)]
o o o o o

o

1 2 3 4 5 6 7
Thei gian (s)

Hinh 3.9. Yéu cau bé nhé can thiét dé hoat dong khong gian doan

Mot bét cap khac 1a cac cong trinh hién déu st dung giao tiép tir API phan
cung dugc cung cép bo1 cac cude thi mat ma hang nhe hodac chua rd rang vé mat
giao tiép. Piéu nay nham dam bao viéc danh gia mot cach cong bang giita cac cai
dit ctia cac nha thiét ké khac nhau. Tuy nhién API phan cimg nay 1a mot giao thic
két ndi bao gém cac 1énh, header, va céc loai dit liéu khac nhau cho qua trinh ma
hoa, giai ma c6 xac thuc [55]. Pidu nay giy kho khin cho cac nha thiét ké khi phai
tuan theo dinh dang header va trinh ty thao tac phirc tap ctia giao thtrc. Piéu nay
dic biét kho khin khi tng dung thuit toan Ascon trong cac hé thdng 16n, phc tap.

Hinh 3.10 1a giao tiép LWC API bao gom 3 duong dir liéu chinh 14 PDI
(Public Data Inputs), SDI (Secret Data Inputs), va DO (Data Outputs) twong ung

vo1 dir liéu vao, dir liéu khoa va dir liéu ra.
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clk rst
v v
clk rst
LwC
PDI vwhb pdi_data do_data vwhb DO
Public Data Input —>pdi_valid  do_valid— Data Output
Ports «+—pdi_ready do_ready f«— Ports
sw do_last[---- >
SDI ——» sdi_data
Secret Data Input ——sdi_valid
Ports <«— sdi_ready

Hinh 3.10.Giao tiép LWC
Véi mdi goi dir liéu ma hoa, xac thuc déu phai truyén vao cac instruction,

theo sau d6 14 cac segment twong Gmg véi timg kiéu dit liéu (Hinh 3.11).

instruction = ACTKEY

instruction = ENC

seg_0_header

seg_0 = Npub

seg_1_header

seg_1=AD

seg_2_header

seg_2 = Plaintext

Hinh 3.11. Dinh dang cua PDI

Duéi day 1a mdt vi du cia ma hoa xéc thue sir dung LWC API:

#### Authenticated Encryption

#### MsgID= 17, KeyID= 9 Ad Size = 31, PtSize= 16

# Instruction: Opcode=Activate Key

INS=70000000

# Instruction: Opcode=Authenticated Encryption

INS =20000000

# Info : Npub, EOI=0 EOT=1, Last=0, Length=16 bytes
HDR =D2000010

DAT = 97458EE9475E18E75B64EAA1BB7253E2

# Info : Associated Data, EOI=0 EOT=1, Last=0, Length=31 bytes
HDR =1200001F
DAT =

87FC680FF801FAE628DB1827F5073E84E358053423057A99C5EAF552826F1400
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# Info : Plaintext, EOI=1 EOT=1, Last=1, Length=16 bytes
HDR =47000010
DAT = EF2848B5C71EDE4AB83E665BF7233DF9

Dé ma hoa 16 bytes dit lidu rd cung voi 31 bytes dit liéu xac thuc phai can
thém 2 instruction va 3 header twong mg vé&i 20 bytes dit liéu diéu khién. Diéu
nay doi hoi thém tai nguyén logic dé phan tich ct phap va dém, tang do tré va giam
hiéu ning cta hé thong.

3.2.2. Kién tric phin cirng dé xudt

Kién trac Ascon duoc dé xut trong phan nay nham khic phuc duogc hai han
ché da chi ra ¢ trén. Hinh 3.12 14 giao tiép NCS d¢ xuat cho kién triic Ascon téc
do cao. Giao tiép dugc xay dung voi1 do rong dir liéu 128 bit, twong thich hoan

toan v4i d6 dai khéi cua thuat toan ma hoa Ascon-AEAD128.

clk 1st
clk 1st
Ascon

—»{ en dec dataout tdata[127:0] —»
— key_valid dataout_tkeep[15:0] —»
— key[127:0] dataout tvalid —»
—» nonce_valid dataout_tlast ——»
—»{ nonce[127:0] dataout tready f¢——
——{ associated data tdata[127:0] tag[127:0]F—»
—> associated data tkeep[15:0] tag valid —»

—{ associated data tvalid
— associated data tlast
<«—associated data_tready

—{ datain_tdata[127:0]
—{datain_tkeep[15:0]
—>{ datain tvalid
—{datain_tlast
«— datain_tready

Hinh 3.12. Giao tiép dé xudt
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Giao ti€p bao gobm nhiéu nhém tin hi¢u khac nhau, méi nhom ddm nhan

mot vai tro riéng biét trong viéc di€u khién, truyén dir li€u va xac nhan trang thai.

Cu thé:

1.

Tin hiéu dong bd hoa va diéu khién
en_dec: Tin hi¢u diéu khién ché d6 hoat dong, néu gidtrila ‘1’ hé théng

thuc hién ma hoa, néu 1a ‘0’ thi thyc hién giai ma.

. Giao tiép khoa va nonce

key wvalid: Tin hi€u 1 chu ky xung nhip bao c6 dit licu khoa.
key[127:0]: Gi4 tr1 khoa sir dung trong phién ma hda/giai ma (128 bit).
nonce valid: Tin hi¢u 1 chu ky xung nhip bao co6 dir li¢u Nonce.
nonce[127:0]: Nonce dung dé dam béo tinh khong triung lap ctia mdi

phién ma hoa, gitip dam bao tinh bao mat theo chuan AEAD.

Cac tin hi€u khoa va nonce chi dugc nap mot lan duy nhat trude khi bat dau

qua trinh ma héa hoac giai ma, phu hgp vai dac ta cua thuét toan Ascon.

3.

Giao tiép cac dir ligu

Giao tiép dir liéu ban 13, dit liéu lién két, di liéu ma hoa tudn theo dinh dang

AXI Stream véi cac co tvalid, tready, tkeep, tlast gitip truyén tai linh hoat

cac goi dit liéu do dai bat ky ma van dam bao tinh dong bd.

datain/associated data/dataout tdata: 128 bit dit liéu mdi chu ky xung
nhip.

datain/associated data/dataout_tkeep: Béo sd bytes hop 18 trong 128 bit
dir liéu cudi cung.

datain/associated data/dataout tvalid: Bao dir li€u hop 1€.
datain/associated data/dataout tlast: Tin hiéu 1 chu ky xung nhip bao

dir li¢u cudi cung.
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- datain/associated_data/dataout_tready: Tin hiéu xac nhan tir khdi Ascon
rang nd sin sang nhan dit liéu tiép theo.

4. Giao tiép Tag xac thuc

- tag: dir li€u x4c thuc dau ra cua thuét toan Ascon, dung dé kiém tra tinh
toan ven va xac thuc dir liu.

- tag_valid: Tin hiéu 1 chu ky xung nhip cho biét tag da sin sang va hop

1€.

Nhu da dé cap, ky thuat duong dng, vén dugc str dung phd bién dé ting
thong luong trong cac thiét ké phan cimg, khong thé ap dung truc tiép cho thuat
toan Ascon do dic tinh phan hoi ctia thuét toan. Tinh chat ndy xut phat tir viée
cac vong 1ap (round) trong Ascon yéu cau trang thai dau ra ctia vong trude 1am
dau vao cho vong tiép theo, gay kho khan trong viéc phan chia cac giai doan xir Iy
thanh cac budc doc 1ap nhu trong k¥ thuat dudng éng truyén thong. Dé khic phuc
han ché nay va dép tGng yéu cdu vé hiéu ning cao trong cac img dung nhay cam
voi d6 tré, luan an dé xuat mot kién tric phﬁn cung tdi wu cho Ascon-AEAD128,
tan dung két hop hai ky thuat 1ap lai va m¢ vong 1ap, nhu dugc minh hoa chi tiét

trén Hinh 3.13.

VKN
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- — | R e

oy

Key

o
A "

o
=

0|

Tag

Hinh 3.13. Kién tric Ascon-AEADI128 dé xuat
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Cu thé, kién trac duoc thiét ké véi su phan chia rd rang gitra cac giai doan
xtt 1y ciia thudt toan Ascon-AEAD128, bao gdm giai doan Khoi tao (Initialization),
Dir liéu lién két (Associated Data), Xt 1y ban rd/ban ma (Plaintext/Ciphertext
Processing), va Két thuc (Finalization). Dbi v6i cac giai doan Khoi tao va Két
thuc, bién doi Ascon duoc ap dung k¥ thuat mo vong lap x4, tic 1a mo rong dé
thuc hién bén vong lap cta ham bién ddi trong mot chu ky xung nhip. Pé hoan
thanh day du 12 vong lip yéu ciu trong cac giai doan nay, k¥ thuat iterative loop
duoc sir dung, cho phép lip lai ba lan qua trinh mé vong 1ap x4. Phuong phap nay
gitip giam dang ké yéu cau vé tai nguyén phan cimg, chang han nhu s luong cong
logic va dién tich trén FPGA, vi khong can trién khai toan bo 12 vong lap dudi
dang ph?m cung ¢ dinh. Quan trong hon, do cac giai doan Khéi tao va Két thic
chi duoc thuc hién mét 1an duy nhat trong toan by qua trinh ma hoa hodc giai ma,
viéc str dung iterative loop khong anh hudng dén toc do tong thé cia kién truc,

dam bao hiéu ndng van dugc duy tri & muc cao.

x| LT

KEY

NONCE

Al AZ An

AD 5 ‘ |
. b PP, B

PT

C, C G,

|

e | BN

1 1 1 1
— i —

3clock 1 clock 1 clock 3 clock

Hinh 3.14. Gidn dé thoi gian ciia Ascon-AEAD128 dé xudt
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Trong khi d6, dé t6i wu hoa thong lwong cho cac giai doan Dit liéu lién két
va Xir Iy ban ré/ban m3, von 1a cac giai doan chiém phan 16n thoi gian xir Iy trong
cac ung dung thuc té, bién d6i Ascon dugc mé& vong 1ap x8, tic 1a mo rong dé
thuc hién tam vong 1ap trong mot chu ky xung nhip. Viéc 4p dung mo vong 1ap x8
cho phép kién tric xu Iy toan bo mot khdi dir liéu 128 bit (bao gdm ma hoa hodc
giai ma) chi trong mot chu ky xung nhip, dat dugc toc do t6i da. So véi cac cong
trinh truéc day, ching han nhu [50] va [54], vbn chi sit dung m& vong lip x4 va
yéu cau hai chu ky xung nhip dé xir Iy mot khi dix liéu 128 bit, kién trac dé xuat
cai thién dang ké hiéu ning bang cach giam sb chu ky xung nhip xubng con mot,
d6ng thoi van duy tri muc tiéu thy tai nguyén hop 1y. Piéu nay khong chi nang
cao thong lwong ma con giam yéu cau bo nhd dém theo phuong trinh (3.8), gitp
dap tmg cac hé thdng doi hoi su can bang giira toc d6 va hiéu qua sur dyng tai
nguyeén.

3.2.3. So sdnh véi cdc két qua khdc

Kién triic Ascon dé xuat duogc cai dit va tong hop trén thiét bi Virtex-7. Ma ngudn
ctia kién truc ciing duoc cong bd trén [56]. Két qua duogce so sanh voi cac kién tric
khac trong Bang 3.3.

Bang 3.3. So sanh cac kién truc Ascon toc do cao

Maximum TP TP/Area

Implementation Device Clock LUT Frequency (Mbps) (Mbps/
cycle (MHz) LUT)
This work Virtex-7 1 6.536 104 13.312 2,036
S. Khan [50] Virtex-7 2 3.350 226,4 14.512 4,33
[54] Virtex-7 2 3.678 132,1 8.454 2,30

J. Kaur [51] Kintex 7 2 n/a 104 6.709 n/a

Rezvani [46] Artix-7 8 1.898 263 1.683 0,887

So sanh v&i cong trinh ctia Khan [50], mic du thong luong ti da cua kién
trac dé xuat thip hon khoang 8% (13,3 Gbps so véi 14,5 Gbps), nhung hiéu qua

thuc té trong h¢ théng lai cao hon nho hai yéu t6:
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1. Loai b6 nghén cho giao thire: Kién trac dé xuat loai bo hoan toan cac
header diéu khién cia LWC API, gitip thong luong thuc té tiém can voi thong
luong 1y thuyét.

2. Nang cao hiéu qua tich hop hé théng: Vi dic tinh xir 1y 1 chu ky/khbi,
kién trac khong yéu cau bd nhé dém dau vao/dau ra, giup giam thiéu do tré hé
thong va don gian hoa viée tich hop vao cac duong 6ng xtr 1y dir liéu phirc tap nhur
[PSec hay IoT Gateway.

3.3. Panh gia dd an toan cac kién tric dé xuat

Viéc danh gia an toan cho cac kién trac phan cing dé xuat dugc xem xét
trén hai khia canh chinh: an toan thuat toan va an toan cai dat.

Vé mit thuit toan, do an toan cia AES di duoc phan tich chi tiét tai Muc
2.3 (Chuong 2). B6i voi Ascon, kién tric dé xuat tuan thi chit ché cac dic ta
chuan cua thuit toan, dam bao cac tinh chit an toan mat ma cua thudt toan géc
dugc bao toan nguyén ven trong qua trinh thuc thi trén phan cing.

Vé mit an toan cai dit, trong tdm danh gia 1a kha ning khang lai cac tin
cong kénh ké (Side-Channel Attacks - SCA), bao gém phan tich ning luong DPA
(Differential Power Analysis), CPA (Correlation Power Analysis), EMA
(Electromagnetic Analysis) va dinh thoi (timing). Céc kién triic AES va Ascon dé
Xuat an toan trudc cac tin cong dinh thoi do khong sir dung cac nhanh diéu kién
va mdi ban rd déu dugce xtr Iy trong s6 chu ky xung nhip ¢ dinh. Bén canh d6, cac
phuong phap duong dng, md vong lip sir dung trong céac kién trac dé xuat ciing
dugc khuyén nghi trong cac nghién ctru truéc ddy nham ting cudng kha ning
chéng lai tAn cong DPA [89].

Tuy nhién, céc kién tric hién tai chua tich hop cac co ché bao vé dic thu
nham chéng lai cac tan cong kénh ké nang cao nhu CPA hoic EMA. Theo GroB

va cong su, Ascon coO thé dugc bao vé chéng DPA béng Threshold Implementation
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(TI) véi gia tang dién tich khoang 3,1x so voi ban khong bao vé, cho thay day 1a
huéng ting cudng thuc té va phi hop dé mo rong trong tuong lai [44].

Céc giai phap ting cuong kha nang chdng tin cong kénh ké s& khong dugc
dé cap chi tiét trong khuon khé ciia luan 4n nay ma s& dugc xem xét va phat trién
trong cac nghién ctru tiép theo.

3.4. Két luan chwong 3

Chuong 3 d3 xay dung cac kién trac phan cing t6i wu cho thudt todn ma
hoa AES va Ascon, nham giai quyét nhitng yéu cau vé toc do cao, do tré thap va
hiéu qua tai nguyén trong cac hé thong hién dai. Két qua cho thay kién trac AES
dé xuét dat duoc thong luong 105,7 Gbps, véi do hiéu qua 1a 31,48 Mbps/Slice
trén Virtex-7. Do tré cua thiét ké giam 32% so véi [38], 53% so voi [37], 42% so
v6i [35]. Kién trac Ascon dat toc do toi da 13,312 Gbps, loai bo nhu cau bo nhé
dém 16n va giam do phirc tap so voi LWC API. Nhiing két qua nay khong chi co
gia tri vé mit 1y thuyét ma con mé ra tiém ning tng dung thuc tién trong cac hé
théng ma hoa hiéu ning cao. Chuong tiép theo sé& trinh bay viéc ap dung cac kién
truc nay vao giao thirc IPSec, mot giao thirc quan trong trong viéc dam bao an toan

thong tin trén cac mang IP.
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CHUONG 4
NGHIEN CUU PE XUAT KIEN TRUC HMS-IPSEC

Chuong 4 cua luin 4n tap trung dé xuat kién trac phan cimg HMS-IPSec,
str dung cac két qua nghién ctru tir 2 chuwong trude (thanh phan mat ma, kién tric
phan cung) dé nang cao thong luong, giam do tré va cai thién tai nguyén trén
FPGA. Kién trac dugc thiét ké voi cac thuat toan xir Iy géi tin hiéu qua va dugc

danh gia thuc nghiém trén thyc té. Két qua dugc cong bd trong cong trinh [J2].

4.1. Pong luc thiét ké kién tric HMS-IPSec

Duya trén cac phan tich vé han ché cua cac kién triic IPSec trén FPGA trong
phan 1.4.3, bao gom:

- khong phan tach 16 rang giita duong dit liéu va duong diéu khién,

- tiéu thu tai nguyén 16n khi str dung nhiéu 16i ma hoa,

- thiéu hd tro céac tinh nang trién khai thue té nhu vuot NAT va ESN,

- chua dénh gia hiéu qua cua thuat todn ma hod xac thuc hang nhe.

Trén co s& do, luan an xac dinh cac muc tiéu thiét ké cho kién traic HMS-
IPSec nhu sau:

(1) Giam dj tré bang phan tich ré rang dwong div lidu va dwong diéu
khién: Trong céc kién tric trude, dudng dit liéu xtr Iy goi tin va duong diéu khién
cap nhat cAu hinh thuong chia sé cing tai nguyén bo nhé va bus truy cip. Khi s6
giao dién mang ting, sé diém truy cap dong thdi vao cic bang cau hinh (SPD,
SAD, bang dinh tuyén, ARP) ciing ting, dan dén do tré xtr Iy goi tin ting theo sb
luong giao dién.

Khi d6 can thiét ké kién trac HMS-IPSec ma trong do:

- duong dir liéu goi tin dugc anh xa vao mot bus dir liéu duy nhét véi do

rong c6 dinh, dugc t61 vu cho truyén dir li¢u lién tuc;
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- duong diéu khién duoc tach ra thanh mot kénh ciu hinh riéng, chi phuc vu
cap nhat bang va tham s0;

- loai bo nut thit tra ctru cc bang, tham s6 béng CAM/TCAM.

Nho d6, cac thao tac tra ciru trén duong dit liéu cho mdi goéi tin khong phu
thudc vao sb giao dién hay tan suit cap nhat ciu hinh. Day 1a co s¢ dé kién trac
dat duoc do tré 6n dinh, phu hop véi cac ing dung thoi gian thuc.

(2) Nang cao hiéu qua cai dit bing Kién tric dwong ong AES thay vi
nhiéu 16i: Cac thiét ké IPSec toc do cao nhu [58], [64] thudng st dung nhiéu 15
AES song song d¢é tang thong lugng. Thong luong tong khi d6 c6 thé ti 18 vai sd
16i, nhung tai nguyén FPGA va do phirc tap diéu phéi ciing ting twong tng. Hiéu
qua cai dat vi vay bi gié1 han.

HMS-IPSec thay d6i hudng tiép can: thay vi tang so 16i, tap trung ting toc
mot 16i duy nhat bang:

- kién tric duong 6ng AES-P di duogc cai tién trong ludn an;

- str dung cac ché d6 hoat dong GCM/CTR nham song song hoa va tan dung
t6i da hiéu ning ctia dudng dng.

Diéu nay cho phép:

- giam s6 lwong LUT/Slice danh cho khéi mét ma,

- don gian hoéa logic diéu phéi gbi tin giita cac khéi,

- ting hiéu qua cai dit cta toan bo kién tric IPSec.

(3) Pam bdo khd ning trién khai thuc té bang ESN va vwot NAT: cac
cong trinh IPSec trén FPGA hién tai chwa hd tro ddy du céc tinh ning thiét yéu
nhu vugt NAT va ESN. Viéc thiéu co ché vugt NAT khién cac giai phap nay kho
ap dung trong cac moi trudng mang thuc té, noi thiét bi thudng nim sau céac 16p

NAT. Bén canh d6, viéc khong trién khai ESN 64-bit 1am cho hé théng dé gap van
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dé tran sequence number trong bdi canh mang téc d6 cao, anh hudng dén co ché
chéng phat lai va dd tin cdy cua kénh bao mat.

(4) Ddanh gia kha nang wng dung ciia ma hoa xdc thuc hang nhe trong
IPSec: Xu huong chuin hoa mat ma hang nhe cho céc thiét bi tai nguyén han ché
dit ra cAu hoi quan FPGA trong: cc thuat toan ndy c6 thé thay thé hodc bd sung
cho AES trong bdi canh IPSec trén FPGA hay khong. Céc cong trinh hién c6 tap
trung chu yéu vao AES va céc bién thé ctia AES, trong khi chua danh gia mot cach
c6 hé thdng thudt toan Ascon trong giao thirc IPSec. Piéu ndy tao ra khoang tréng
nghién ctru: can mot khung IPSec du téng quat dé hd tro ca thuat toan chuan 1an
thuat toan hang nhe, va du chat ché dé so sanh ching trén cung diéu kién.

Trén co s d6, HMS-IPSec dugc nghién ctru nham giai quyét mot cach hé
théng cac han ché néu trén trong céc kién tric IPSec trén FPGA.

4.2. Nghién ciru dé xuat kién tric phz‘in cung tf)ng thé

Kién trac téng thé cia HMS-IPSec duoc minh hoa trong Hinh 4.1, trong d6
ludng dir liéu duoc xir 1y qua bon thanh phan chinh: b hop kénh, tang IPSec, ting
IP, va bd chia kénh. Luan 4n xay dung cac thuat toan cho ting thanh phan nay
nham tdi uu do tré. Pé don gian va dong nhat, kién tric tap trung vao hai giao dién
chinh: Ethernet 0 (WAN) va Ethernet 1 (LAN), cac giao dién LAN b6 sung dugc
xu ly tuong tu.

Tang MAC (Medium Access Controller) thuc hién truyén nhan Ethernet
Frame theo chuan IEEE 802.3-2008. Géi tin c6 thé dén hodc di tir PHY Ethernet
hoic Ethernet trén hé diéu hanh nhiing. Dé phéan biét goi tin dén tir cong nao, cac
g6i tin can duoc gan nhin ngudn twong ung. B hop kénh chuyén cac géi tin tir
cac ngudn khac nhau vao mot dudng bus dir lidu duy nhat. Tiép theo IPSec core
thuc hién cac dich vu ESP cho toan bo phﬁn Payload cua Ethernet Frame. Sau do6

cac hoat dong & tﬁng IP s& dugc thyc hién nhu tra bang dinh tuyén, bang ARP
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(Address Resolution Protocol), tinh IP checksum, x4c dinh cong ra cta géi tin va

gin nhan dich cho goi tin. Bo chia kénh s& chuyén géi tin dén PHY Ethernet hoic

trinh diéu khién Ethernet dya trén nhan dich tuong tng.

Linux nhing

Phan mém IKEv2

Phan mém Userspace

Modules va trinh diéu khién

i SoC interconnect
L

—  DBuongdir liéu |
777777 Duong dieu khién

Twr PHY Ethernet 0

Tl Ethernet Driver 0

T PHY Ethernet 1

Tl Ethernet Driver 1

FPGA

MAC rx |

MAC
DMA rx

BoO

MAC rx ||

MAC
DMA rx

hop
kénh

Tang

SoC Processing

IP

Dén PHY Ethernet 0

Dén Ethernet Driver 0

Dén PHY Ethernet 1

System
—1{ MAC tx
| | MAC
Bo DMA tx
chia [—
kénh
— MAC tx
.| MAC
DMA tx

Dén Ethernet Driver 1

Hinh 4.1. Kién triic HMS-IPSec

Kién traic HMS-IPSec s& c6 ca phién ban tuong duong ctia ting IP va IPSec

trén FPGA va hé diéu hanh nhing. Tét ca cac thay d6i cia tang IP trén hé diéu

hanh nhung s& déu dugc anh xa tirc thoi 1én phan cimg FPGA bao gom dia chi

MAC, dia chi IP, bang ARP, bang dinh tuyén. Piéu nay tuong tu véi IPSec, cic

bang co s& dir liéu SPD, SAD c6 ca trén FPGA va nhéan h¢ diéu hanh, duogc cap

nhap dong bd mot cach tirc thoi. Cac goi tin dén va di tir thiét bi s& duoc xir 1y boi

phan mém nhu cac giai phap phan mém khac. Céc goi tin bdo mat sé dugc xur 1y

boi phan ctng. Puong diéu khién duogc sir dung dé tuong tac gitra phin mém va

céc thanh phan trén FPGA thong qua dnh xa bd nhd caa CPU (Memory Map). Céc

cu hinh, dit liéu, céc bang trén tﬁng IP va IPSec gitta FPGA va h¢ diéu hanh
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nhung s& dugc dong bd ngay 1ap tirc qua dudng diéu khién mdi khi c6 thay doi.
Pé phan biét cac géi tin gitta cac giao dién mang, HMS-IPSec st dung mot truong
thong tin gédn cho mdi goi tin khi di vao bus dit liéu duy nhat. Pinh dang ciia truong

thong tin nhu sau:

Nhan dich Nhan ngudn D06 dai gai tin
(4 bit) (4 bit) (16 bit)

Hinh 4.2. Céu tric truong thong tin
Vi tri bit duoc thiét 1ap gia tri 1 s tuong tng véi giao di€n mang, cu thé bit
chan 1a cac giao dién mang vat Iy trén FPGA, bit 1¢ 1a giao dién mang trén hé diéu
hanh nhlng:
Bdng 4.1. Vi tri thiét Idp cdc bit

Vi tri Giao dién mang
Bit 0 PHY Ethernet 0
Bit 1 DMA 0

Bit 2 PHY Ethernet 1
Bit 3 DMA 1

Du6i day 1a truong hop géi tin kich thudc 1024 byte truyén truc tiép tir giao

dién mang vat 1y 0 sang giao di¢n mang vat ly 1:

Nhin ngubn Nhin dich

T PHY Ethernet 0 Dén PHY Ethernet 0

MAC rx MAC tx

DBén Ethernet Driver 0

MAC ;

T Ethernet Driver 0 MAC
DMA tx

DMA rx

0001 | 0100 |1024 byte

T PHY Ethernet 1 Dén PHY Ethernet 1

MAC rx MAC tx

MAC Dén Ethernet Driver 1

R —
DMA tx

Tl Ethernet Driver 1 MAC
DMA rx

Hinh 4.3. Goi tin di qua cac giao dién mang
Bo hop kénh bao gom 4 FIFO luu cac goi tin tir 4 giao dién mang va chuyén

cac goi tin vao mot dudng dir liéu duy nhit theo Thudt toan 4.1 dudi day:
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Thuét toan 4.1. Thuat toan bo hop kénh

1
2
3
4
5.
6.
7
8
9
1

Doc trang thai cta cac giao dién mang
if (goi tin co san tai giao dién i) then
While (g6i tin chua két thuc)
Doc dir li¢u tir giao dién i
Gan nhin ngudn twong (mg cho goi tin
Ghi dir liéu vao bus dir liéu chung
Nhay dén budc 1
else
Nhay dén budc 1
end if

chuyén goi tin ra giao dién mang twong tmg. Cac giao dién mang va cac bang trén
phan ciimg FPGA duoc cap nhap dong bd véi phién ban trén hé diéu hanh. Do qua
trinh tim kiém bang trén phan cing c6 thé mat rat nhiéu chu ky xung nhip néu cac
bang nay 16n. Do d6 thuat toan dé xuat sir dung k¥ thuat tim kiém CAM/TCAM
[75] dé tang tdc kha nang tim kiém trong 1 chu ky. Thuat toan dé xuit cho tang IP

Thuat toan téng IP thuc hién viéc tra clru cac bang, chinh stira IP Header va

nhu sau:

Thuit toan 4.2. Thuét toan tang IP

MAC 0: Bia chi MAC cua giao dién mang 0
MAC I:Dia chi MAC cua giao dién mang 1
IPv4 0, IPv6_0:Dia chi IP cua giao dién mang 0
IPv4_1, IPv6_I: Dia chi IP cta giao di¢n mang 1
ARP table: Bang ARP

Neighbor Cache: Bang Neighbor

Route_table: Bang dinh tuyén

Dau vao: Goi tin TP
PAau ra: Goi tin IP duoc dinh tuyén

b=

Poc nhin ngudn va header goi tin tir bus dif liéu.
Xéc dinh phién ban IP (IPv4 hoac IPv6) tir truong version trong header.
if (nhan ngudén == 0010) || (nhan nguén == 1000)) then

‘ // Géi tin da dwoc xit Iy trén hé diéu hanh nhing.



20.
21.
22.

23.

24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
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Gén nhan dich gia tr1 0001 (Ethernet 0) hoac 0100 (Ethernet 1).
Chuyén goi tin di.
Nhay dén budc 1.

else if (goi tin 1a [Pv4) then

else

// Xur Iy goi tin IPV4.
Doc dia chi MAC dich, IP dich tir header IPv4.
if (MAC dich == MAC 0) || MAC dich == MAC 1)) then

if ((IP dich == IPv4_0) || (IP dich == [Pv4_1)) then

else

// Géi tin giki dén hé diéu hanh nhiing.

Gan nhan dich gia tr1 0010 (DMA 0) hoac 1000 (DMA 1).
Chuyén goi tin di.

Nhay dén budc 1.

// Tra bang dinh tuyén cho IPv4.

Tra bang Route_table véi IP dich bang TCAM dé xac dinh giao
dién dich va next hop 1Pv4.

Géan nhan dich gia tri 0001 hodac 0100 tuong tng véi giao dién
dich.

// Tra bang ARP cho next hop IPv4.

Tra bang ARP_table v&i next hop IPv4 st dung CAM dé xac
dinh dia chi MAC dich.

Tao MAC header méi véi MAC ngudn (MAC 0 hodc MAC 1)
va MAC dich.

Tao IP header méi: giam TTL di 1, tinh lai checksum.

Thay thé MAC header va IP header méi cho goi tin IP.

Chuyén goi tin di.

Nhay dén budc 1.

end if

Loai bo goi tin.
Nhay dén bude 1.

end if

else if (goi tin 1a [Pv6) then

// X ly goi tin IPv6.



3S.
36.

37.

38.
39.
40.
41.
42.
43.

44.

45.
46.
47.

48.

49.
50.
S1.
52.
53.
54.
5S.
S6.
57.
58.
59.
60.
61.

else

end
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Doc dia chi MAC dich, IPv6 dich tir header IPv6.

if (MAC dich ==MAC 0) || MAC dich == MAC 1)) then

if ((IPv6 dich == IPv6 0) || (IPv6 dich == IPv6 1) || (IPv6 dich Ia
multicast)) then

else

else

// Géi tin giki dén hé diéu hanh nhiing.

Gan nhin dich gia tri 0010 (DMA 0) hoic 1000 (DMA 1).
Chuyén géi tin di.

Nhay dén budc 1.

// Tra bang dinh tuyén cho IPVv6.

Tra bang Route_table v6i IPv6 dich sir dung TCAM dé xac dinh
giao dién dich va next hop IPv6.

Gan nhan dich gia tr1 0001 hodc 0100 twong tng vdi giao dién
dich.

// Tra Neighbor Cache cho next hop IPv6.

Tra bang Neighbor Cache véi next hop IPv6 bang CAM dé xac
dinh MAC dich.

Tao MAC header méi véi MAC ngudn (MAC 0 hoic MAC 1)
va MAC dich.

Tao IPv6 header méi: gidm Hop Limit di 1.

Thay thé MAC header va IPv6 header méi cho goi tin.

Chuyén goi tin di.

Nhay dén budc 1.

end if

Loai bo goi tin.
Nhay dén budc 1.
end if

Loai bo goi tin.
Nhay dén buéc 1.

if
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B0 chia kénh ciing bao gdm FIFO luu céc goi tin va chuyén cac goi tin vao

giao dién mang tuong tng vd1 nhan dich theo Thuat toan 4.3:

Thuét toan 4.3. Thuat toan bo chia kénh

1. Doc nhan dich tur goi tin va xac dinh giao dién i.
2. While (g6i tin chua két thuc)

3 Ghi dit li¢u vao FIFO cua giao dién i.
4 if (FIF 0; san sang) then

5. Doc dir liéu tu FIFO;.
6 Ghi dir li€u vao giao di¢n mang i.
7 end if
8. Nhay dén budc 1.

Déi voi phan xir Iy IPSec, toc do cua giao thirc nay phu thudc phan 16n vao
tdc dd tinh toan mat ma trong do 1a thuat toan ma hoa va thuat toan xac thuc toan
ven. Trong cac két qua cai dat IPSec toc do cao [58], [64], dé nang cao hiéu ning
ma hoa, giai ma, nhiéu khdi AES duoc két hop lai v6i nhau. Chang han [58], [64]
déu sir dung dén 4 khéi AES 1am tang s6 tai nguyén cai dat va lam phuc tap hé
théng. Van dé nay co thé duoc khic phuc bing cach str dung kién tric toc d6 cao
AES-P d3 dé xuat & Chuong 3 cia luan an. Khi d6 chi can 1 khéi AES-P thay vi
4 khbi, dé cung cap dich vu ma héa cho toan bo thiét ké. Ngoai ra cac qua trinh xir
1y giao thure: phan tich header, tra bang co s& dir liéu SPD, SAD, dong goi1 goi tin
ESP ciing chiém khoang 30% hiéu suét ctia IPSec. Chinh vi Iy do d6, mét kién
truc IPSec voi thuat toan xu Iy hi€u qua trén FPGA s€ gitp cai thién dugc hiéu

nang.

Trong cong trinh cong b [J2], NCS dua ra mot kién triac IPSec toc d6 cao

cho phan ctmg bao gdm céc thanh phan chinh sau:



95

ESP process

New |P header encapsulate

ESP header/trailer encapsulate

Header parser Packet filter
Packet encryption/decryption
SPD look u
P Packet integrity computation/
SPD abies Anti-replay, packet integrity check

3 3
< ﬁ 3 SYSTEM BUS >

FIFO SAD controller

SAD look up
SAD tables

H
il

H

Hinh 4.4. Kién tric IPSec toc dg cao trén phan cimg

Céc thanh phan chinh gom c6:

- Header parser: thuc hién phan tich header cua goi tin va xac dinh loai goi
tin, chéing han ARP, IP, ESP hay cac géi tin khac.

- FIFO: luu trit cac goi tin, dir liu trong bo nhé khi cho xur ly.

- Packet filter: kiém tra cac géi tin va ap dung céc chinh sach cho phép, bao
vé hay loai bo géi tin dya trén cac quy tic di duoc xac dinh tir trude trong co sd
dir li€u chinh sach bao mat SPD.

- SAD controller: léy cac khoa va tham s6 mat ma can thiét dé bao vé gb1
tin.

- ESP process: thuc hién cac dich vu bi mat, xac thuc, toan ven cua ESP.

Phéan dudi day trinh bay chi tiét vé kién trac IPSec téc dd cao duge dé xuat

trén co sé cua kién trac nay.
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4.3. Nghién ciru dé xuat kién triic IPSec tdc dd cao
4.3.1. Pé xuit kién tric IPSec téc dp cao

V& mit giao tiép, kién trac IPSec dé xuat co cac cac dudng truyén, nhan dit
liéu va duong diéu khién (Hinh 4.5). BPuong truyén, nhan dir liéu lam viéc truc
tiép v6i cac gbi tin IP thong qua bus dit liéu duy nhét sau khi di qua bd hop kénh
(Hinh 4.1). Puong truyén, nhan dit liéu c6 st dung bus c6 do rong 128 bit. NCS
dé xuat sir dung 5 bang co so dit liéu cho IPSec trén FPGA bao gdm SPD output,
SPD input, SPD secure, SAD output va SAD input. Cac bang nay duoc cap nhap
dé dong bo vai phién ban trén hé diéu hanh qua dudng diéu khién c6 do rong 32
bit. Dé tim kiém chinh sich mét cach hiéu qua cho goi tin trén cac bang SPD
output, SPD input va SPD secure, TCAM duoc st dung, trong khi viéc tim kiém
cac tham s6 mat ma trén bang SAD output va SAD input dugc thuc hién boi CAM.

Cau tao cua cac bang co6 thé xem phu luc 2.

Dit ligu tir Vi xir Iy
bia chi ) . ) -
SPD input va SAD input Dik liéu dén Vi xir 1y
Dir liéu vao hé théng Dir liéu tir mang ngoai
« Puong nhan dir ligu
Dir lidu tir Vi xir 1y
Pia chi < -
SPD output, SPD Secure va SAD output Dik li¢u dén Vi xir Iy
Dir liéu tir hé théng Dir liéu ra mang ngoai
> Puong truyen dir liéu >

Hinh 4.5. Cdc dwong dit liéu ciia kién triic IPSec

Kién trac thyc hién xtr Iy theo goi tin duge chia lam hai giai doan Pre-ESP
va ESP process. Giai doan Pre-ESP bao gdm ba thanh phan: Header parser, Policy

controller va SA controller. Giai doan ESP process gdm cac thanh phan: ESP
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encapsulation, IPSec crypto va IPSec NAT. Kién truc cai dit IPSec téc do cao dé

xuat nhu sau:

ESP process 1

Pre-ESP

Khoa, tham s& ESP IPSec IPSec
matma encapsulation crypto NAT

Header Policy SA
parser controller | [ controller

packet

packet
n. 1 FIFO

Pre-ESP
arbiter

ESP process n

\\ Post-ESP
/1 queue
/l a
/
/
/
/
/
/

ESP IPSec IPSec

encapsulation crypto NAT

Hinh 4.6. Kién tric IPSec toc dé cao dé xudt

Goi tin di dén trudce tién s& dugc xir Iy boi Pre-ESP, dong thoi cling duoc
luvu ¢ FIFO. Giai doan nay duoc thuc hién dua vao cac thong tin header cua goi
tin. Két qua cua giai doan nay s& quyét dinh vé chinh sach cua goi tin, cling nhu
khoa, tham sé mat ma twong tmg cho goi tin can bao mat. Bi qua trinh tinh toan
duoc tap trung chu yéu & giai doan ESP process, nén tuy thudc vao ning luc ciia
cac thuat toan mat ma, kién tric s& co mét hodc nhiéu khdi ESP process. S6 khéi
ESP process can dam bao dugc su can bang giira tai nguyén va téc do va co thé
dugc tinh theo cong thirc:

nESP_process X 16
_ 4.1
" MTU (4.1)

trong d6 16 13 s6 byte mdi chu ky xung nhip dong ho twong tmg véi bus 128-bit,

MTU 1a kich thudc 16n nhat ca goi tin, NESP process 14 s6 chu ky xung nhip dong
ho can thiét dé thuc hién toan bd qua trinh ESP process cho goi tin.

Khéi Pre-ESP arbiter stt dung thuat toan round-robin dé 1an luot diéu phdi
cac goi tin cung voi khoa, tham sé mat ma vao khéi ESP process da san sang. Cac
g01 tin sau khi dugce xur 1y bo1 ESP process s€ dugce guri ra hang doi nho Post-ESP

queue. Hoat dong cua cac thanh phan trong hai giai doan nhu sau:

ESP packet
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- Header parser: phan tich kiéu g61 tin ARP, goéi tin dugc bao mat ESP hoac
g6i tin khong bao mat ciing nhu ngudn ciia géi tin dén tir LAN, WAN hay hé diéu
hanh nhung.

- Policy controller: thuc hién loc cac goi tin theo chinh sach bang cach kiém
tra su trung khop cua dia chi IP ngudn, dia chi IP dich, truong Protocol trong IP
header, cong UDP/TCP nguén, cong UDP/TCP dich. Ba bang SPD duoc sir dung
bao gdm: SPD output, SPD input va SPD secure tuong Gng véi goi tin di ra, goi
tin dén va géi tin bao mat. Policy controller s& tim kiém trong cac SPD mot chinh
sach khop voi goi tin. Mot trong ba chinh sach sé duge ap dung cho goi tin:
BYPASS, DISCARD, hoic PROTECT. Néu khong c6 chinh sach nao dugc tim
thay, IPSec s& loai bo goi tin va xtr 1y gbi tiép theo. Néu goi tin khdp véi chinh
sach BYPASS, n6 sé dugc chuyén di ma khong can xu 1y thém. Cubi cing, néu
chinh sach PROTECT duogc tim théy, g61 tin s€ duogc bao vé béng IPSec ESP &
ché d6 tunnel. Chinh sach mic dinh trong kién triic dé xuét 1a loai bo cac goi tin.
Chinh sach nay dugc coi la an toan hon hon chinh sach chép nhan mac dinh. Policy
controller s& chin moi géi tin khéng mong mudn, do d6 ngin chin cac tin cong
ttr chdi dich vu. Dé tim kiém hiéu qua chinh sach trong SPD, bd nhé TCAM duogc
st dung.

- SA controller: thuc hién tim khoa, tham s6 mét ma cho g061 tin tr SAD dé
mi hoa, gidi ma, xac thuc toan ven goi tin. N6 ciing duogc sir dung dé cip nhat lai
cac gia tri trong SAD khi c¢6 yéu cau (ting s sequence number hodc cap nhat lai
gia trj clia cira s truot chdng tan cong phat lai). Hai bang SAD duoc sir dung bao
gém: SAD input va SAD output twong (mg véi goi tin dén va gdi tin di ra. Khi mot
g6i tin di ra khop véi chinh sach PROTECT trong SPD secure, mot lién két giira
SAD output va SPD secure dugc tao ra thong qua gia tri SAD _ID. Gia tri nay giup

cho SA controller cé thé tim dugc khoa, tham sé mat ma tuong (mg trong SAD
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output. DPdi véi g0i tin di vao, néu g01 tin dugc xac dinh 1a ESP, SA controller s€
tim kiém trong SAD input dua vao gid tri SPI (Security Parameter Index) trong
ESP header. Sau d6, géi tin s& dugc kiém tra tinh toan ven va chong phat lai (anti-
replay). Boi mang toc do cao c6 kha ning truyén dugc hang triéu goi tin trong mot
gidy, dan dén viéc tran gid tri 32 bit Sequence Number trong mot khoang thoi gian
rat ngan. Kién tric dé xut sir dung 64 bit ESN (Extended Sequence Number) 1am
mac dinh dé tranh van dé nay.

- ESP encapsulation: gbi tin s& dugc dong goi ESP ¢ ché do tunnel. Dau
tién n6 tao IP header mai véi dia chi ngudn va dich cta hai bén dudng ham. Sau
do ESP header va ESP trailer dugc tao ra va chen vao goi tin. DPinh dang ciia ESP
header va ESP trailer nhu sau:

Bang 4.2. Dinh dang goi ESP header va ESP trailer

Loai Trwong Kich thuée
ESP Header | Security parameter index (SPI) | 32-bit
Sequence number 32-bit
v 64-bit
Payload Thay doi
ESP trailer | Padding 0-3 bytes
Padding length 8-bit
Next header 8-bit
ICV 128-bit

- IPSec crypto: Thuit toan ma hoa AES-P va Ascon sir dung céc kién tric
phan ctng cua Chuong 3. Dbi véi AES-P sir dung ché do GCM hodc CTR dé tan
dung kha ning xtr 1y song song cta phan cimg. Cac ché d6 nay cho phép tao ra
cac khoa dong 128-bit bang cach ma hoa khéi block counter 128-bit. Mi 128-bit
block counter duge cdu tao boi 32-bit nonce (CTR) hoidc 32-bit salt (GCM), 64-
bit IV, va 32-bit counter [70], [71]. Gi4 tri counter dugc ting cho dén khi du khoa

dong dé ma hoa toan bd g6i tin. Gia tri 32 bit nonce/salt dugc tao ra cho mdi SA
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boi IKEv2. Gia tri IV duoc sinh ngau nhién khi SA duoc thiét 1ap ban dau, sau d6

cong XOR véi sequence number cho mdi goi tin. Ddi vai thuat toan xéac thye, toan
ven, kién trac dé xuat str dung GHASH cho AES-P-GCM hoic HMAC-SHA256
cho AES-P-CTR.

- IPSec NAT: Cac két qua cai dit IPSec toc do cao [58], [64] déu khong hd

tro vuot NAT. Kién trac dé xuit khic phuc duoc han ché nay béng cach thém

thanh phan xur Iy NAT. Néu khong phét hién NAT, goi tin ESP s& dugc chuyén di

ma khong can XU Iy thém. Nguoc lai, néu NAT duoc phat hién, goi tin ESP s¢€

dugc dong gbi UDP dé c6 thé vuot NAT. Cong ngudn va cong dich trong UDP

header dugc cung cap boi SA controller tir SAD output. IP header méi cua goi

ESP sé& can duoc cap nhap kich thudc, truong protocol va tinh lai checksum cho

g061 tin méi.

Thuat toan xur Iy IPSec cua kién trac dé xuat duoc thuc hién nhu sau:

Thuat toan 4.4. Thuat toan xu Iy [PSec

SPD output: Bang chinh sach cho goi tin di ra

SPD input: Bang chinh sach cho goi tin dén

SPD secure: Bang chinh sach cho goi tin bao mat

SAD output: Bang khoa, tham sb mat ma cho goi tin di ra
SAD input: Bang khoa, tham sb mat ma cho géi tin dén

Piu vio: Goi tin IP
Piu ra: Géi tin duge xur Iy IPSec

AN ER D=

Header parser xac dinh loai goéi tin, ttrt LAN/WAN hay tur thiét bi.
Policy controller tao tuple gom dia chi IP nguén, IP dich, port ngudn, port
dich, protocol cua goi tin.
Tra tuple v6i bang SPD output, SPD input, SPD secure st dung TCAM.
Luu cac két qua cua budce 1 va bude 3.
Poc két qua budc 4.
if ((goi tin 1a ARP) || (goi tin tir thiét bi) || (26i tin dén thiét bi)) then
Chuyén géi tin di khong can xir Iy gi thém.
Nhay dén buéce 1.



10.
11.
12.
13.

14.
15.
16.
17.
18.

19.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
3S.

36.
37.
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else if (goi tin tir LAN) then

else

else

end

if (match SPD output) then

Chuyén géi tin di khong can xir 1y gi thém.
Nhay dén bude 1.
if (match SPD secure) then
SA controller thyc hién tra bang SAD output st dung sa_id tu
SPD secure dé léy khoa, tham sd mat ma.
ESP encapsulation tao IP header méi va cheén vao goi tin.
ESP encapsulation tao ESP header va ESP trailer va chén vao
gdb1 tin.
IPSec crypto thyc hi¢én ma hoa goi tin.
IPSec crypto thuc hién tinh gia tri toan ven ICV cua goi tin va
chen vao goi tin.
IPSec NAT kiém tra thiét bi c6 nam sau NAT.
if (NAT) then
Cap nhap IP header mdéi cho goi tin UDP ESP.
Tao va chén UDP header.
Chuyén g6i tin UDP ESP di.
Nhay dén budc 1.
else
Chuyén goi tin ESP di.
Nhay dén budce 1.
end if

Loai bo goi tin.
Nhay dén budc 1.

if

else if (goi tin tr WAN) then

if (match SPD input) then

if (goi tin 1a ESP) then
Lay cac gia tri spi, esn, icv tir goi tin.
SA controller thuc hién tra bang SAD input sit dung spi dé
ly khéa, tham s6 mat ma.
if (match spi) then




38.

39.
40.
41.
42.
43.

44.
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.
5S.
56.
57.
8.
59.
60.
61.
62.
63.
64.
65S.
66.
67.
68.
69.

else

else

else

else

end
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SA controller thuc hién kiém tra esn voi ctra sd trugt
va bitmap trong SAD input.

if (g61 tin phat lai) then

Loai bo goi tin.

Nhay dén buée 1.

else
IPSec crypto thuc hién giai ma goi tin.

IPSec crypto thuc hién tinh gié tri toan ven icv ¢
cua goi tin.

if (icv_c ==icv) then

SA controller cap nhdp cua sO truot va
bitmap trong SAD input.

Chuyén goi tin ESP di.

Nhay dén budc 1.

else
Loai bo goi tin.
Nhay dén budc 1.
end if

end if

else
Loai bo goi tin.
Nhay dén budce 1.
end if
if (goi tin 1a ESP_UDP) then
G0& bo UDP header.
Nhay dén budc 35.

Chuyén goi tin di khong can xtr 1y gi thém.

Nhay dén bude 1.
if

Loai bo goi tin.
Nhay dén budc 1.
end if
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70. Loai bo goi tin.
71. Nhay dén budce 1.
72.| end if

4.3.2. So sanh véi cdc két qua khdc

NCS thuc hién cai dat kién trac IPSec di dé xuat vai 1 khdi ESP process
trén chip Xilinx Zyng-7000 SoC, cho tung bd thuat toan AES-P-GCM-16, AES-
P-CTR-HMAC-SHA256 va Ascon-AEADI128. Tan s6 t6i da ma kién trac IPSec
c6 thé dat duge dbi véi tung thuat toan la:

Bang 4.3. Tan sé t6i da cia kién tric IPSec trén Zyng-7000 SoC

Bang 4.4 13 sy phan bo sd chu ky xung nhip dong hd can thiét ctia cac thanh phan

IPSec sir dung thuit toan mat
ma

Tan so0 toi da cua
kién triac IPSec

AES-P-CTR-HMAC-SHA256 | 150 MHz
AES-P-GCM-16 185 MHz
Ascon-AEADI128 98,2 MHz

trong kién trac d6i voi gbi tin c6 kich thudc 1446 byte:

Bang 4.4. Phédn bé chu ky xung nhip dong ho cia cdc thanh phdn

Qua trinh S6 chu ky xung
nhip dong hd

Header parser, SPD, SAD |16

lookup

New IP header and ESP header, | 11

ESP trailer encapsulation

[PSec-ESP state machine 6

Ascon-AEADI128 96

AES-P-GCM-16 243

AES-P-CTR-HMAC-SHA256 | 893

Toc dd va do tré cua kién trac dugce tinh bang cong thirc:

packetsize X frax

throughput =

npacket

Latency =

fmax

npacket
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v6i packetsize 1a kich thudc cta goi tin, f,,4, 13 tan sb t6i da cia thiét ké va
Npacket 12 s6 chu ky xung nhip ddng hd can dé thyuc hién toan bd qua trinh IPSec.
Str dung cong thirc (4.2) va (4.3), khi d6 toc do va do tré cua kién trac IPSec di dé
xudt cho cac goi tin co kich thude khac nhau tir 64 byte dén 1446 bytes duogc thé
hién & Hinh 4.7 va Hinh 4.8.

------ Ascon-128a AES-P-GCM - -AES-P-CTR

—_— .8,8
g s . 53
o
o
= 6
=2
s
> 4
o 1,873
22 e
R

0 - T T

64 128 256 512 1024 1280 1446
Packet length (Bytes)

Hinh 4.7. Téc do véi cac géi tin kich thuée khdac nhau

------ Ascon-128a AES-P-GCM - -AES-P-CTR

6173

-
——
P

1000 ------------------------- 1313

64 128 256 512 1024 1280 1446
Packet length (Bytes)

Hinh 4.8. P tré véi cdc goi tin kich thuée khdc nhau
Sy khac biét dang ké vé hiéu ning giita AES-P-CTR-HMAC-SHA256 va
AES-P-GCM-16 chi yéu bat ngudn tir dic tinh ctia khéi xac thyc. Cu thé, GHASH

trong GCM c¢6 thé dugce pipeline va xir ly song song & mirc khéi dir liéu, trong khi



105

HMAC-SHA256 c6 su phu thudc dit liéu, dan dén qua trinh xr Iy mang tinh tuan

tu va 1am suy giam thong luong toan hé thong.

Céc toc do va do tré cho thay sy hi€u qua cua kién truc IPSec da dé xuat.

Bang duéi day 1a tong hop so sanh kién tric IPSec dé xudt voi cac cong trinh

[PSec tdc d6 cao. Can luu y réng Bang 4.5 thuc hién so sanh cac cai dat IPsec trén

nhiéu nén tang FPGA/SoC khic nhau (Zyng-7000, Virtex-5, Virtex-6,

DES5/Stratix). Do su khac biét vé cong nghé ché tao va kién trac logic déac thu cua

tirng dong chip, cau tao va ning luc xir 1y cta cac don vi tai nguyén nhu LUT hay

Slice 1a khong dong nhat. Bé dam bao tinh khach quan va giam thiéu anh huong

tir sy khac biét nén tang, luan 4n st dung chi sé hiéu qua cai dit Mbps/Slice:

Bdng 4.5. So sanh cdc két qua cai dat IPSec toc dé cao

Caidit | Thiét bi S6 S6 | Throughput | Efficient Ché dp Thuit IKE | Mia | Toan | ESN | NAT
LUT Slice (Mbps) (Mbps/slice) toan hoa ven

This Zynqg- 30.035 | 9.948 7.753 0,779 tunnel AES-P- co co co co co
work 7000 GCM
This Zynqg- 13.584 | 4.224 8.806 2,08 tunnel Ascon- co co co co co
work 7000 AEADI128
Niu [58] | Virtex-5 30.366 | 10.122 3.760 0,37 transport AES n/a co co n/a | khong
M. DES 115.600 | 38.533 5.518 0,14 tunnel | AES-CBC n/a co co n/a khong
Korona

[63]
Muzaffar | Virtex-6 35.079 | 11.693 1.110 0,094 tunnel | AES-CTR n/a co khong n/a khong
Rao [64]

Tuan [61] | Virtex-6 21.306 | 8.983 394 0,04 tunnel AES co co co n/a khong
Agarwal | NXP n/a n/a 1.400 n/a tunnel AES co co co n/a | khong
[68] LX2160A

SoC
Mt so cong trinh khac

Binh [60] | StratixV n/a 637 4.874 7,65 khong SHA256 | khong | khong co khong | khong
Kermiche | Virtex-6 n/a 2.238 27.820 12,43 khong SHA-3 khong | khong co khong | khong
[62]

Luu y: K&t qua so sanh c¢6 su khac biét vé nén tang phan cimg (ho FPGA/SoC), phién ban cong cu thiét ké va chién

lwoc tdng hop/tdi wu hoa.
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So sanh toc d0 va tai nguyen
10
This worl (Ascon)

This work (AES)

6 M. Korona

speed (Gbps)
LA

Muzaffar Rao
1 .

0 5000 10000 15000 20000 25000 30000 35000 40000 45000
Slice

Hinh 4.9. So sanh téc do va tai nguyén ciia kién triic IPSec sir dung 1 khoi

ESP véi cdc céc thiét ké IPSec toc do cao khdc
So sanh véi cac két qua cai dat IPSec khéc, kién tric dé xuat c6 do hiéu qua
vuot troi chi v6i 1 khdi ESP process, gip 2,1 1an so voi Niu [58], va 5,56 1an so
v6i M. Korona [63]. Khi ting s6 khdi ESP process, tbc d6 cua kién trac s& tiém
can toc do ti da ctia xir Iy 10 & tin 6 f,4, (Bang 4.3) va do tré cua kién trac s&
khong d6i. Hinh 4.10 14 biéu dién su phy thudc cia téc do 1én sé khdi ESP Process

cho tung thuat toan.
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AES-P-GCM - -AES-P-CTR

N N

o

-
(@)]

—

(e

Throughput (Gbps)

o O,

1

2 3 4 5 6 7 8 9 10 11 12 13
S6 khéi ESP Process

Hinh 4.10. Sy phu thuoc cua toc do IPSec 1én s6 khoi ESP Process

Tuy nhién khi ting s6 khéi ESP process, do hiéu qua cai dit ciing s& giam

xuéng. Hinh 4.11 1a biéu dién su phu thudc cua hi¢u qua cai dit 1én s6 khdi ESP

Process cho tung thuat toan.

""" Ascon-128a AES-P-GCM - -AES-P-CTR
25
3
= 2
7
2
215
£
w1
8 T
So5 | e
w —_________________':":"_"':--_-- .......
0 T T T T T T T T . : ‘ ==
1 2 3 4 5 6 7 8 9 10 11 12 13

S6 khéi ESP Process

Hinh 4.11. Sy phu thudc cua hiéu qua cai dat lén s6 khoi ESP Process

S6 khdi ESP process dé kién tric c6 thé dat dugc hiéu qua cai dat cao nhat duoc

thé hién ¢ bang Béang 4.6:
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Bdng 4.6. S6 khoi ESP t6i wu nhat

Thuit toan Téc dd ti da S6 khoi
(Gbps) ESP process
AES-P-GCM 23,26 3
AES-P-CTR-HMAC-SHA256 18,73 10
Ascon-AEADI128 8,806 1

Do tré cta kién tric duoc so sanh véi cac cong trinh khac trong Bang 4.7:

Bang 4.7. So sanh d3 tré cia cdc cong trinh

Cong trinh P tré
Luén &n (Ascon) 1,313 us
Luan éan (AES-P-GCM) 1,471 us
Muzaffar Rao [64] 4,166 us

Lastinec [66] 1,5 ms
Wang [67] 250,63 us

Liu [69] 15 ms

Kién trac dé xuét dat d6 tré 1,313 us (Ascon-AEAD128) va 1,471 us (AES-
P-GCM), thap hon dang ké so voi [66], [67], [69]. D6 tré nay dap tmg tét cac yéu
cau nghiém ngit cia cac tng dung thoi gian thuc, von doi hoi do tré dudi ngudng
1 ms dé dam bao d6 tin cay, nhu da duoc chi ra trong nghién ctru cta Jiang [9].
Pay 1a nghién ctru dau tién danh gia hiéu qua cta thuat todn ma hoa xéac thyc hang
nhe Ascon-AEADI128 trong giao thtrc IPSec.

4.4. Panh gia thwe nghiém

Dir liéu trinh bay tir Bang 4.4 dén Bang 4.7 phan 4nh ning luc xu 1y 1y
thuyét ctia khdi IPSec core (dugc xac dinh thong qua cac cong thirc (4.2) va (4.3)),
khong phai 14 hiéu nang thyc té do dac theo mo hinh end-to-end.

Lu4n 4n tién hanh danh gia thyc nghiém st dung cac cong nghé phr:fm cung,

[PCore va phan mém sau:
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Bang 4.8. Cac cong nghé sur dung trong thuc nghiém

Cong nghé Tén

Phén cimg ZC706 Evaluation Kit
Ethernet FMC

[PCore Zynq7 processing system

AXI 1G/2.5G Ethernet Subsystem

AXI Direct Memory Access

OS va Driver

Petalinux 2015.4,

Linux AXI Ethernet driver

Phan mém

Strongswan 5.8.4

Viéc st dung dong bo PetaLinux 2015.4 va StrongSwan 5.8.4 nham dam

bao tinh twong thich tdi da gitta hé diéu hanh nhung véi cac IP Core cua Xilinx

trén dong chip Zyng-7000 (Kit ZC706). NCS thyc hién cai dat HMS-1PSec véi

cac thanh phan nhu trén Bang 4.9:

Bang 4.9. Cac IPCore sir dung trong thiét ké

STT Thanh phin IPCore Nguon goc
0 | SoC Processing System ZYNQT Processing Xilinx
System
I |MACxvaMACt | AXT16725G Ethemet | oy,
Subsystem
) MAC DMA rx va MAC | AXI Direct Memory Xilinx
DMA tx Access
3 | B hop kénh port mux 0 NCS cai dat theo Thuat toan 4.1
4 | IPSec ipsec 0 NCS cai dat theo Thuat toan 4.4
5 | TangIP IP_port lookup 0 NCS cai dat theo Thuat todn 4.2
6 | BO chia kénh port demux 0 NCS cai dat theo Thuat toan 4.3

Céc khi tir 3 dén 6 duoc cai dit theo cac thuat toan bang ngdn ngir Verilog,

sau d6 duoc déng goi thanh cac IPCore va ghép vao thiét ké. Cac IPCore sir dung

bus giao tiép chung AXI Stream cho duong dir liéu, bus AXI Lite cho duong diéu

khién. Pé minh chung ddy du cac thuat toan, khbi IPSec duoc cai dat véi kich
thudc bang SPD/SAD 1a 64, st dung 1 khdi ESP process, trong d6 két hop ca ba
thuat toan AES-P-GCM, AES-P-CTR-HMAC-SHA256 va Ascon-AEAD128.

Du6i day 1a phan 16p cac modules cua khbi IPSec:
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Thiét ké HMS-IPSec duoc tong hop va trién khai thanh céng dudi dang
bitstream, sau d6 dwoc nap vao Kit phat trién ZC706 (Phuy luc 5). Phin mém quan
Iy khoa IKE, dua trén nén tang StrongSwan, di duoc tiy chinh dé dam bao dong
bo hoa cac tham sd tir cac bang SPD va SAD giita nhan Linux nhtng va phan ctng
FPGA mbi khi c6 cap nhat. Hé théng duoc trién khai trén hai Kit ZC706, thiét 1ap
cac két ndi IPSec tunnel giita cic mang. Qua trinh cau hinh cac Kit ZC706 sau khi
nap thiét ké FPGA tuong tu nhu cac giai phap IPSec dya trén phan mém, dam bao
tinh twong thich va linh hoat.

Hi¢u nang thuc té theo mé hinh end-to-end dat duoc 912 Mbps, tiém can
v6i mang 1Gbps. Toc do nay da tinh ca su anh huong ciia qué trinh packet /O,
qua trinh chuyén goi tin giita cac tAng mang trong nhan cta hé diéu hanh trén cac
may dau cudi. Thuc hién tuong tu voi cai dat [IPSec mém trong nhan Linux trén
Kit ZC706 chi dat duoc téc dd 47,7 Mbps. Diéu nay minh ching cho tinh kha thi
va sy hiéu qua cta cac giai phap da dé xuét trong lun an.
4.5. Két luan chuong 4

Chuong 4 d3 trinh bay nghién ctru dé xuét va trién khai kién triic phan cimg
HMS-IPSec, dat duoc nhiing két qua vuot troi trong viéc nang cao hiéu ning cia
giao thirc IPSec trén FPGA. Kién traic HMS-IPSec c6 thé bao mat ludng IP véi
cac thuat toan AES-P-GCM, AES-P-CTR-HMAC-SHA256 va Ascon-AEAD128,
trong d6 thong lugng ti da 1én dén 23,26 Gbps, do tré 1.471 ns cho AES-P-GCM.
Thuat toan Ascon-AEAD128 c6 d6 tré thip 1.313 ns va hiéu qua cai dat rat cao
(2,08 Mbps/Slice), gap 2,1 1an so véi [69] va 5,56 lan so voi [71]. Diéu cho thay
HMS-IPSec khong chi dap tmg céc yéu cau vé toe do va do tré thap cho cac ung
dung thoi gian thuc, bdo méat video, ma con phu hop véi cac hé théng tinh toan

bién nho muec ti€u thu tai nguyén hop 1y.
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KET LUAN

Mang IP dong vai tro quan trong trong cudc cach mang cong nghiép 4.0,
gitip két n6i hang ty thiét bi thong minh, tir cam bién cong nghiép, thiét bi gia
dung, dén cac phuong tién tw hanh. Tuy nhién no ciing dang dit ra cac thach thuc
16n d6i véi cac giai phap bao mat mang truyén thdng. Mot trong thach thire 16n 1a
van dé hiéu suét, ch‘fmg han mang 6G duoc ky vong mang lai tdc do truyén dir liéu
cao hon nhiéu 1an so véi 5G, déng thoi giam do tré Xuéng muc cuc thép, tiém can
thoi gian thuc. Nhimg yéu ciu nay phai duoc dap tng, dic biét 14 trén nhimg thiét
bi trung tim, noi xtr 1y sb luong 16n dit liéu giita cac hé théng. Ludn 4n nay tap
trung nghién ctru cac giai phap nang cao hiéu ning ctia mot s6 thuit toan ma hoa
trong bao mat ludng IP, d4p tmg nhu ciu bao mat cho cac hé théng mang hién dai.
I. Pong gop méi cia luan an

1) Ndng cao hiéu nang cia thudt toan ma hoa AES-P va ASCON: Luan
an dé xuat mot kién tric AES-P dudng dng 4 ting, trong d6 sir dung cac thanh
phﬁn mat ma moi, bao gém S-box S, va ma tran MDS M,,, dugc thiét ké theo
hudng than thién véi phan ctng. Kién trac AES-P dat thong luong 105,7 Gbps véi
d06 tré 13 48,4 ns, cai thién dén 53% vé do tré so véi cac cong trinh lién quan trén
cung nén tang FPGA Virtex-7. D6 an toan ciia AES-P van duoc bao toan dbi voi
c4c tAn cong vi sai va tuyén tinh, dong thoi nang cao kha nang khang tan cong dai
s6, huéng t6i chong lai cac tn cong dai s6 c6 thé thuc thi trén may tinh luong tir.
Bén canh d6, luan an dé xuét mot kién trac méi cho Ascon, bao gém 161 thuat toan
va khéi giao tiép, gitp dat thong lwong 13,312 Gbps trong 1 chu ky, loai bé su phu
thudc vao bd nhé va phu hop cho cac hé théng IoT thoi gian thuc. Cac két qua nay
dugc cong bd trong cac cong trinh [J17], [J2], [C1], [C2].
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2) Pé xudt kién tritc hé thong HMS-IPSec trén thiét bi SoC: Luan an thiét
ké va xay dung kién trac phan cimg HMS-IPSec tich hop thong nhét cac bo thuat
toan AES-P-GCM, AES-P-CTR-HMAC-SHA256 va Ascon-AEAD128. Diém néi
bat cta kién tric 1a sy phan tach triét dé gitra duong dir liéu va duong diéu khién,
két hop voi viée hd tro ddy du cac tinh ning quan trong nhu co ché vugt NAT,
ESN 64-bit, gitip khac phuc cac han ché vé kha nang trién khai thuc té trong cac
cong trinh trude ddy. Kién trac cho phép chuyén doi linh hoat giita AES-P va
Ascon ma khong 1am thay d6i cau tric xtr 1y goi tin, qua d6 dam bao dong thoi
yéu cau vé thong luong 16n, d6 tré thap cho cac tng dung thoi gian thuc. Pay 1a
nghién ctru dau tién danh gid mot cach hé thong tinh kha thi va hiéu qua cia viéc
tich hop thuat toan ma hod xac thuc hang nhe Ascon-AEADI128 vao giao thiic
[PSec trén nén tang phan cimg SoC. Céc két qua nghién ctru nay di dugc céng bd
trong cong trinh [J2].

II. Huéng nghién ctru tiép theo

Mic du luén an d3 dat duoc nhimg két qua dang ké trong viéc cai thién hiéu
nang va kha ning trién khai thyc té clia cac thuat todan mé hoa va giao thirc IPSec
trén ph?m cing, van con mot s6 van dé mo can tiép tuc dugc nghién ctru va hoan
thién trong tuong lai:

1. Nghién ctru va tich hop cac k§y thuat chéng tan cong kénh ké:

Céc kién trac phan cing dé xuét trong luan an hién tap trung cai thién vé
tbc do, do tré va tai nguyén. Viéc trién khai trén thiét bi vat 1y ludn tiém an nguy
co 10 ri thong tin qua dién nang ti€u thu hodc buc xa dién tr. Huéng nghién ctru
tiép theo s& tap trung phan tich va tich hop céc k¥ thuat phong chong tan cong
kénh ké (nhu k¥ thuat che gidu - masking, hodc 1am phang niang luong - hiding)

vao kién truc AES va Ascon. Muc ti€u la dat dugc sy can bang gitra hi€u nang xt
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Iy cao va kha ning khang lai cic tAn cong phan tich ning lugng (DPA/CPA) ma
khong lam gia ting qua muc tai nguyén phan cing.

2. M& rong hd tro cac thuat todn mat ma hau luong tur:

Trudc su phat trién cta may tinh lugng tir, bén canh cac thuat todn ma ho4,
can nghién ctru tich hop cac thudt toan chit ky sé va trao d6i khoa hau luong tir
(nhu Kyber, Dilithium) vao giao thirc trao doi khoa IKEv2 trong kién traic HMS-
IPSec. Viéc nay nhdm dam bao tinh bao mét dai han cho hé théng trude cac mdi
de doa lugng tur trong tuong lai.

3. Nghién ctru phat trién céc kién tric trén cac nén tang phan cing ASIC va
cong ngh¢ moi:

Hién tai, cac thiét ké méi chi dugc danh gia va trién khai trén nén tang
FPGA. Hudng phét trién tiép theo sé& 1a tiép tuc nghién ciru, phat trién kién tric
HMS-IPSec trén cong nghé ASIC (Application-Specific Integrated Circuit) dé
khang dinh tinh kha thi trong san xuét chip chuyén dung. Pong thoi, nghién ctru
kha ning thich tmg cta kién tric véi cac cong nghé mang méi nhu 5G/6G hodc
cac hé thong tinh toan bién (Edge Computing) véi yéu cau khit khe hon vé ning

luong va do tré cling 1a mot hudng di tiém ning.
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PHU LUC

Phu luc 1. Phin mém Kiém tra tinh chit mat ma ciia S-box

numpy as np
random

from sympy import symbols, Poly, GF

from co

llections import defaultdict

from itertools import combinations

def read _sboxes(filename, n):

Read S-boxes from a text file and validate for n-bit size.

sboxes = {}

cur
wit

rent_sbox = None
h open(filename, 'r') as f:
for line in f:
line = line.strip()
if not line or line.startswith('#'):
continue
if not line.startswith('ex'): # S-box name
current_sbox = line
sboxes[current_sbox] = []
else: # S-box values
if line.endswith(',"):
line = line[:-1]
values = [int(x, 16) for x in line.split(',"')]
sboxes[current_sbox].extend(values)

# Validate each S-box
for name, sbox in sboxes.items():

{2%*n}

n={n}")

ret

if len(sbox) != 2**n:
raise ValueError(f"S-box {name} has {len(sbox)} entries, expected
for n={n}")

if sorted(sbox) != list(range(2**n)):
raise ValueError(f"S-box {name} is not a valid permutation for

urn sboxes

def hamming distance(a, b):

ret

Compute Hamming distance between two integers.
urn bin(a ~ b).count('1")

def apply_sbox(input_val, sbox, n):

if

Apply S-box to an input value.
input_val >= 2*#*n:
raise ValueError(f"Input {input val} exceeds {n}-bit range")

return sbox[input_val]

def walsh_component_function(c, sbox, n):
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Compute the maximum absolute Walsh coefficient of the component
function defined by output mask c."""
max_walsh = 0@
for a in range(2**n):
walsh sum = ©
for x in range(2**n):
fx = dot_product(c, apply_sbox(x, sbox, n), n)
wx = dot_product(a, x, n)
walsh_sum += (-1) ** (fx ~ wx)
max_walsh = max(max_walsh, abs(walsh sum))
return max_walsh

def compute_nonlinearity_sbox(sbox, n):
"""Compute the nonlinearity of the S-box.
min_nl = 2**(n-1)
for c in range(l, 2**n):
max_walsh = walsh_component_function(c, sbox, n)
nl = (2**(n-1)) - (max_walsh // 2)
min_nl = min(min_nl, nl)

return min_nl

def compute_differential uniformity sbox(sbox, n):
"""Compute differential uniformity of S-box.
diff_table = np.zeros((2**n, 2**n), dtype=int)

for input_diff in range(2**n):
for x in range(2**n):
y = x ~ input_diff
output_diff = apply_sbox(x, sbox, n) ~ apply_sbox(y, sbox, n)
diff table[input_diff, output diff] += 1

max_diff = np.max(diff_table[1l:, :])
return max_diff

def compute_mdp_ sbox(sbox, n):
"""Compute maximum differential probability for S-box.
diff_table = np.zeros((2**n, 2**n), dtype=int)

for input_diff in range(2**n):
for x in range(2**n):
y = x ~ input_diff
output_diff = apply_sbox(x, sbox, n) ~ apply_sbox(y, sbox, n)
diff table[input_diff, output diff] += 1

max_diff = np.max(diff_table[1l:, :])
mdp = max_diff / (2**n)
return mdp

def compute_mlp_sbox(sbox, n):
"""Compute maximum linear probability for S-box using Walsh transform.
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max_walsh = ©
for input_mask in range(l, 2**n):
for output_mask in range(2**n):
walsh_sum = ©
for x in range(2**n):
sbox_output = apply_sbox(x, sbox, n)
parity = dot_product(input_mask, x, n) *
dot_product(output_mask, sbox_output, n)
walsh_sum += (-1) ** parity
max_walsh = max(max_walsh, abs(walsh sum))

mlp = (max_walsh / (2**n)) ** 2
return mlp

def Monomials(n):

"""Generate monomials for degree <= 2 and <= 3 over 2n variables (n input
+ n output bits)."""

total vars = 2 * n

linear_terms = total_vars
quadratic_terms = (total_vars * (total_vars - 1)) // 2
num_terms_d2 = 1 + linear_terms + quadratic_terms

cubic_terms = (total_vars * (total_vars - 1) * (total_vars - 2)) // 6
num_terms_d3 = num_terms_d2 + cubic_terms

A = np.zeros((2, num_terms_d3), dtype=np.uint32)

A[0, 0] = ©

for i in range(total_vars):
A[@, i + 1] = 1 << (total_vars - 1 - i)

idx = total_vars + 1

for j, k in combinations(range(total_vars), 2):
A[09, idx] = (1 << (total_vars - 1 - j)) ~ (1 << (total_vars - 1 - k))
idx += 1

A[1, :num_terms_d2] = A[0Q, :num_terms_d2]
for j, k, 1 in combinations(range(total_vars), 3):
A[1, idx] = (1 << (total_vars - 1 - j)) ~ (1 << (total_vars - 1 - k))
A (1 << (total_vars - 1 - 1))
idx += 1

return A, num_terms_d2, num_terms_d3

def Equations(sbox, n, A, num_terms d2, num_ terms d3):

"""Generate equation matrices for degree <= 2 and <= 3 over input-output
pair‘s. mmon
M = np.zeros((2, 2**n, num_terms_d3), dtype=np.uint8)

total_vars = 2 * n
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for i in range(2**n):
input_bits = [(i >> j) & 1 for j in range(n-1, -1, -1)]
output = sbox[i]
output_bits = [(output >> j) & 1 for j in range(n-1, -1, -1)]
io bits = input _bits + output_bits

M[o, i, @]
M[1, i, @]

non
(R

for j in range(1, num_terms_d2):
active = True
for k in range(total vars):
if (A[@, j] >> (total_vars - 1 - k)) & 1 and io_bits[k]
active = False
break
M[@, i, j] = 1 if active else ©

1]
1]
()

for j in range(l, num_terms_d3):
active = True
for k in range(total_vars):
if (A[1, j] >> (total_vars - 1 - k)) & 1 and io_bits[k] == ©:
active = False
break
M[1, i, j] = 1 if active else ©

return M

def swap_io(N_bien, Mi, Mj):
Swap rows Mi and Mj."""
for i in range(N_bien):

temp = Mi[i]

Mi[i] = MJ[i]

Mj[i] = temp

def gauss_elim_io(N _bien, M, n):
"""Perform Gaussian elimination on matrix M.
M = M.copy()
num_rows = 2%*n
column = ©
row = @
while row < num_rows:

j=290
dk = @
for jj in range(row, num_rows):
if M[jj, column] == 1:
J =733
dk = 1
break
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if dk == 1:
if j = row:
swap_io(N_bien, M[row], M[j])
for j in range(row + 1, num_rows):
if M[j, column] == 1:
for k in range(N_bien):
M[3, k] ~= M[row, k]
row += 1
column += 1
else:
column += 1
if column >= N_bien:
break
return M

def rank(N_bien, M, n):
"""Compute rank of matrix M.
M = gauss_elim_io(N_bien, M, n)
num_rows = 2%*n

i=0

dk = 0

while dk == 0:
dk =1

for j in range(i, N_bien):
if M[i, j] == 1:

i+=1
dk = 0
break
if i >= num_rows:
dk = 1

return i

def degIO_sbox(sbox, name, n):
"""Compute degIO for the S-box."""
A, num_terms_d2, num_terms_d3 = Monomials(n)
M = Equations(sbox, n, A, num_terms_d2, num_terms_d3)

do
di

rank(num_terms_d2, M[@], n)
rank(num_terms_d3, M[1], n)

if do < num_terms_d2:
deg_io = 2
ret val = 0

elif d1 < num_terms_d3:
deg _io = 3
ret_val =1

else:
deg io = ">
ret_val = 2

3!1
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print(f" degIO: {deg_io}")
return ret_val

def compute_algebraic_degree_sbox(sbox, n):
"""Compute the algebraic degree of the S-box.
degrees = []

for bit in range(n):
f = [0] * (2**n)
for x in range(2**n):
output = apply_sbox(x, sbox, n)
f[x] = (output >> bit) & 1

x_vars = symbols('x0:%d' % n)
terms = []
for i in range(2**n):
if f[i] == 1:
term = 1
for j in range(n):
bit_val = (i >> j) & 1
if bit_val == 0:
term *= (1 - x_vars[j])
else:
term *= x_vars[j]
terms.append(term)

if terms:
poly = sum(terms)
poly = Poly(poly, *x_vars, domain=GF(2))
degree = poly.total degree()
else:
degree = 0
degrees.append(degree)

return max(degrees)

def compute_fixed_points_sbox(sbox, n):
"""Compute the fixed points of the S-box.
fixed points = []
for x in range(2**n):

if apply_sbox(x, sbox, n) == x:
fixed_points.append(x)
return fixed_points, len(fixed_points)

def hadamard_transform(truth table, n):
"""Compute the Walsh-Hadamard transform of a Boolean function.
vec = np.array([1 - 2 * b for b in truth_table], dtype=int)
h = vec.copy()
m=n
for i in range(m):
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step = 2 ** i
for j in range(@, 2**n, 2 * step):
for k in range(step):
u=nh[j+ k]
v = h[j + k + step]
h[j + k] =u+vVv
h[j + k + step] =u - v
return h

def component function(v, sbox, n):

"""Compute the component function f v(x) =v - S(x)."""

return [bin(apply_sbox(x, sbox, n) & v).count("1") % 2 for x in
range(2**n) ]

def check_linear_redundancy(sbox, n):
"""Check for complete linear redundancy by comparing squared spectra.
seen_spectra = defaultdict(list)

for v in range(1l, 2**n):
comp = component_function(v, sbox, n)
spectrum = hadamard_transform(comp, n)
squared = tuple(sorted([x * x for x in spectrum]))
seen_spectra[squared].append(v)

complete_lr = len(seen_spectra) == 1
print(f"Sbox affinely equivalent (Complete LR)? {complete_1r}")
def compute_sac_sbox(sbox, n):

"""Compute n x n SAC probability matrix for S-box.
change_counts = np.zeros((n, n), dtype=np.float64)

for x in range(2**n):
for i in range(n):
y = x ™ (1 << i)
output_x = apply_sbox(x, sbox, n)
output_y = apply_sbox(y, sbox, n)
diff = output x ” output_ y
for j in range(n):
change_counts[i, j] += (diff >> j) & 1

probabilities = change counts / (2**n)
mean_prob = np.mean(probabilities)
return probabilities, mean_prob

def compute bic sac_sbox(sbox, n):
"""Compute n x n BIC-SAC correlation matrix for S-box.
correlations = np.zeros((n, n), dtype=np.float64)
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for i in range(n):
for x in range(2**n):
y = x (1 << i)
dx = apply_sbox(x, sbox, n) ~ apply_sbox(y, sbox, n)

for j in range(n):
for k in range(j + 1, n):
bit j = (dx >> j) & 1
bit k = (dx >> k) & 1
if bit_j == bit_k:
correlations[j, k] += 1

correlations /= (2**n * n)

for j in range(n):
for k in range(j + 1, n):
correlations[k, j] = correlations[j, k]

mean_corr = np.mean([correlations[j, k] for j in range(n) for k in range(j

+1, M
return correlations, mean_corr

def dot_product(a, x, n):
"""Compute the dot product (XOR of ANDed bits) for two integers."""
return bin(a & x).count('1') % 2

def compute_nonlinearity_jk(j, k, sbox, n):
"""Compute nonlinearity of f(x) = S_j(x) XOR S_k(x) over all linear input
masks."""
max_walsh = 0@
for a in range(l, 2**n):
wht = 0
for x in range(2**n):
s = apply sbox(x, sbox, n)
bit_j = (s > j) &1
bit_ k = (s > k) & 1
fx = bit_j ~ bit_k
wx = dot_product(a, x, n)
wht += (-1) ** (fx * wx)
max_walsh = max(max_walsh, abs(wht))
return (2**(n-1)) - (max_walsh // 2)

def compute bic nl sbox(sbox, n):
"""Compute the BIC-NL matrix for an S-box."""
nl_matrix = np.zeros((n, n), dtype=np.int32)

for j in range(n):
for k in range(j + 1, n):
nl = compute_nonlinearity jk(j, k, sbox, n)
nl _matrix[j, k] = nl
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nl_matrix[k, j] = nl

mean_nl = np.sum(nl_matrix) / (n * (n - 1))
return nl_matrix, mean_nl

def main(n=8, filename="sboxes.txt'):
"""Main function to evaluate n-bit S-boxes.
sboxes = read_sboxes(filename, n)

for sbox_name, sbox in sboxes.items():

print (£"\np¥rdskkttsridokkkkxxkdkk Fygluating {sbox_name} S-box (n={n})
**********************")

nonlinearity = compute_nonlinearity_sbox(sbox, n)

print("\n=== Nonlinearity ===")

print(f"Nonlinearity (S-box): {nonlinearity} (Higher is better, max
{2**(n-1)-2**(n//2-1)} for n={n})")

diff_uniformity = compute_differential_uniformity_sbox(sbox, n)

print(f"\n=== Differential Uniformity ===")

print(f"Differential Uniformity (S-box): {diff_uniformity} (Lower is
better, optimal ~4 for n=8)")

mdp = compute_mdp_sbox(sbox, n)

print(f"\n=== Maximum Differential Probability (MDP) ===")

print(f"Maximum Differential Probability (MDP) (S-box): {mdp:.6f}
(Lower is better)")

mlp = compute_mlp_sbox(sbox, n)

print(f"\n=== Maximum Linear Probability (MLP) ===")

print(f"Maximum Linear Probability (MLP) (S-box): {mlp:.6f} (Lower is
better)")

print("\n=== DegI0 ===")
degIO_sbox(sbox, sbox _name, n)

alg degree = compute_algebraic_degree_sbox(sbox, n)

print("\n=== Algebraic Degree ===")

print(f"Algebraic Degree (S-box): {alg degree} (Higher is better, max
{n-1} for n={n})")

fixed_points, num_fixed_points = compute_fixed_points_sbox(sbox, n)

print("\n=== Fixed Points ==="

print(f"Fixed Points (S-box): {fixed_points}")

print(f"Number of Fixed Points: {num_fixed points} (Lower is better,
ideally 9)")

print("\n=== Linear Redundancy ===")
check_linear_redundancy(sbox, n)
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sac_matrix, sac_mean = compute sac_sbox(sbox, n)

print("\n=== SAC table ==="

print(sac_matrix)

print(f"\nMean SAC Probability: {sac_mean:.4f} (Ideal: ©.5)")

bic_sac_matrix, bic_sac_mean = compute bic_sac_sbox(sbox, n)
print("\n=== BIC-SAC table ===")

np.set_printoptions(precision=4, suppress=True)

print(bic_sac_matrix)

print(f"\nMean BIC-SAC Correlation: {bic_sac_mean:.4f} (Ideal: 9.5)")

bic_nl_matrix, bic_nl_mean = compute_bic_nl_sbox(sbox, n)
print("\n=== BIC-NL ===")
print(bic_nl_matrix.astype(int))

print(f"\nMean BIC-NL Nonlinearity: {bic_nl_mean:.2f}")

if _name__ == "__main__":
main(n=8, filename='sboxes.txt")
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Phu luc 2. T¢p sboxes.txt sir dung trong luin an

AES
0x63,0x7c,0x77,0x7b,0xf2,0x6b,0x6f,0xCc5,0x30,0%x01,0x67,0x2b,0xfe,0xd7,0xab,0x76,
Oxca,0x82,0xc9,0x7d,0xfa,0x59,0x47,0xf0,0xad,0xd4,0xa2,0xat,0x9c,0xad,0x72,0xCO,
0xb7,0xfd,0x93,0x26,0x36,0x3f,0xf7,0xCcc,0x34,0xa5,0xe5,0xf1l,0x71,0xd8,0x31,0x15,
ox04,0xc7,0x23,0xc3,0x18,0x96,0x05,0x9%9a,0x07,0x12,0x80,0xe2,0xeb,0x27,0xb2,0x75,
0x09,0x83,0x2c,0x1a,0x1lb,0x6e,0x5a,0xa0,0x52,0x3b,0xd6,0xb3,0x29,0xe3,0x2f,0x84,
0x53,0xd1,0x00,0xed,0x20,0xfc,0xbl,0x5b,0x6a,0xcb,dxbe,0x39,0x4a,0x4c,0x58,0xcT,
0xde,oxef,0xaa,0xfb,0x43,0x4d,0x33,0x85,0x45,0xf9,0x02,0x7f,0x50,0x3C,0x9f,0xa8,
0x51,0xa3,0x40,0x8f,0x92,0x9d,0x38,0xf5,0xbc,0xb6,0xda,0x21,0x10,0xff,0xf3,0xd2,
oxcd,0x0c,0x13,0xec,0x5f,0x97,0x44,0x17,0xc4,0xa7,0x7e,0x3d,0x64,0x5d,0%x19,0x73,
0x60,0x81,0x4f,0xdc,0x22,0x2a,0x90,0x88,0x46,0xee,0xb8,0x14,0xde,0x5e,0x0b,0xdb,
0xe0,0x32,0x3a,0x0a,0x49,0x06,0x24,0x5C,0xc2,0xd3,0xac,0x62,0x91,0x95,0xe4,0x79,
oxe7,0xc8,0x37,0x6d,0x8d,0xd5,0x4e,0xa9,0x6C,0x56,0xf4,0xea,0x65,0x7a,0xae,0x08,
oxba,0x78,0x25,0x2e,0x1c,0xa6,0xb4,0xc6,0xe8,0xdd,0x74,0x1f,0x4b,0xbd,0x8b,0x8a,
0x70,0x3e,0xb5,0x66,0x48,0x03,0xf6,0x0e,0x61,0x35,0x57,0xb9,0x86,0xcl,0x1d,Ox%e,
Oxel,0xf8,0x98,0x11,0x69,0xd9,0x8e,0x94,0x9b,0x1e,0x87,0%xe9,0xce,0x55,0x28,0xdf,
0x8c,0xal,ox89,0x0d,0xbf,0xe6,0x42,0x68,0x41,0x99,0x2d,0x0f,0xbo,0x54,0xbb,0x16

S_p

0x01,0x11,0x91,0%xE1,0xD1,0xB1,0x71,0%x61,0xF1,0x21,0xC1,0%x51,0xA1,0x41,0x31,0x81,
0x00,0x10,0xE3,0x92,0xB5,0xD4,0x77,0x66,0x89,0x38,0xAB,0x4A,0xCD,0x5C, 0x2F,OXFE,
0x08,0x5F,0x3E,0xB0,0x1C,0xC2,0x83,0xDD,0xE8,0xF6,0x47,0x79,0x95,0x2B, 0xAA,0x64,
OxOF ,0x48,0xD0,0%x29,0xA3,0x1A,0xF2,0xBB,0x65,0xCC,0xE4,0%x3D,0x57,0x7E,0x86,0X9F,
0x0C,0x2A,0xF4,0x1F,0x5B,0x90,0XEE,0XxC5,0%x36,0x6D,0x73,0%x88,0xBC,0xA7,0x49,0xD2,
Ox0A,0x3C,0x18,0%x85,0xE0,0x4D,0x99,0xA4,0xB3,0x5E,0xDA,0xC7,0x72,0xFF,0x6B,0%x26,
0x06,0x76,0xCF,0xA8,0x4E,0x59,0x60,0x17,0xDC,0x9B,0x32,0xF5,0x23,0x84,0xED,OxBA,
0x07,0x67,0x2D,0x3B,0xFA,0x8C,0x16,0x70,0x54,0xA2,0x98,0xBE, OxEF,0xD9,0xC3,0x45,
OxOE,0xA9,0x62,0x5A,0x27,0xBF,0x34,0x9C,0xFD,0xD5,0x8E ,0xE6,0x1B,0x43,0x78,0xCO,
0x03,0xB2,0x87,0xC4,0x9D, 0x6E ,0x4B,0xF8,0x7A,0XE9,0x2C, 0XAF,0xD6,0x15,0x50,0x33,
0x0D, 0xFB,0x56,0xEC,0x3F,0x75,0xB8,0x42,0x1E,0x24,0xC9,0x93,0x80,0x6A,0xD7,0xAD,
0x04,0xE5,0xB9,0x7D,0x82,0xA6,0xCA,0x2E,0x97,0x13,0x6F ,0xDB, 0x44,0%x30,0xFC,0x58,
Ox0B,0x8D,0x9A,0x46,0x74,0x28,0xDF ,0x53,0xCB,0xB7,0xF0,0x6C, OXAE,OxE2,0%x35,0x%x19,
0x05,0x94,0x7B,0xDE,0xC6,0xF3,0xAC,0x39,0x4F,0x8A,0x55,0%20,0x68,0xBD,0x12,0XE7,
0x02,0xD3,0xA5,0xF7,0x69,0xEB,0x5D,0x8F,0x22,0x40,0xB6,0x14,0x3A,0xC8,0x9E, 0x7C,
0x09,0xCE,0x4C,0x63,0xD8,0x37,0x25,0xEA,0xAQ,0x7F ,0x1D,0x52,0xF9,0x96,0xB4,0x8B

Kuznyechik

OxFC,OxEE,0xDD,0x11,0xCF,0x6E,0x31,0x16,0xFB,0xC4,0xFA,0xDA,0x23,0xC5,0x04,0x4D,
OxE9,0x77,0xF0,0xDB,0x93,0x2E,0x99,0xBA,0x17,0x36,0xF1,0XxBB,0x14,0xCD,0x5F,0xC1,
OxF9,0x18,0x65,0x5A,0xE2,0x5C,0xEF,0%x21,0x81,0x1C,0x3C,0%x42,0x8B,0x01,0x8E,0x4F,
0x05,0x84,0x02,0xAE,0xE3,0x6A,0x8F,0xA0,0x06,0x0B,0xED,0x98,0x7F,0xD4,0xD3,0x1F,
OxEB,0x34,0x2C,0x51,0xEA,0xC8,0x48,0xAB,0xF2,0x2A,0x68,0xA2,0xFD,0x3A,0xCE, 0xCC,
0xB5,0x70,0x0E,0x56,0x08,0x0C,0x76,0%x12,0xBF,0x72,0x13,0%x47,0x9C,0xB7,0x5D,0x87,
0x15,0xA1,0x96,0%x29,0x10,0x7B,0x9A,0xC7,0xF3,0x91,0x78,0Xx6F ,0x9D,0x9E,0xB2,0xB1,
0x32,0x75,0x19,0x%x3D,0xFF,0x35,0x8A,0x7E,0x6D,0x54,0xC6,0%x80,0xC3,0xBD,0x0D,0X57,
OxDF,0xF5,0x24,0xA9,0x3E,0xA8,0x43,0xC9,0xD7,0x79,0xD6,0XxF6,0x7C,0x22,0XxB9,0x03,
OxEQ, Ox0F ,0xEC,0xDE,0x7A,0x94,0xB0,0xBC,0xDC,0OXE8,0x28,0x50,0x4E,0x33,0x0A,0x4A,
OxA7,0x97,0x60,0x73,0x1E,0x00,0x62,0x44,0x1A,0xB8,0x38,0x82,0x64,0x9F,0x26,0x41,
OxAD, 0x45,0x46,0%x92,0x27,0x5E,0x55,0%x2F,0x8C,0xA3,0xA5,0x7D,0x69,0xD5,0x95,0x3B,
0x07,0x58,0xB3,0x40,0x86,0xAC,0x1D,0xF7,0x30,0x37,0Xx6B,0xE4,0x88,0xD9,0XE7,0x89,
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OxE1,0x1B,0x83,0%x49,0x4C,0x3F,0xF8,0xFE,0x8D,0x53,0xAA,0x90,0xCA,0xD8,0x85,0x61,
0x20,0x71,0x67,0xA4,0x2D,0x2B,0x09,0x5B,0xCB,0x9B,0x25,0XxD0O,0XxBE,0XE5,0x6C,0X52,
©x59,0xA6,0x74,0xD2,0xE6,0xF4,0xB4,0xCO,0xD1,0x66,0xAF,0xC2,0x39,0x4B,0x63,0xB6

Camellia

0x70,0x82,0x2c,0xec,0xb3,0x27,0xc0,0xe5,0xed,0x85,0x57,0x35,0xea,0x0c,0xae,0x41,
0x23,0xef,0x6b,0x93,0x45,0x19,0xa5,0x21,0xed, 0xPe, Ox4f,0x4e,0x1d,0x65,0%x92,0xbd,
0x86,0xb8,0xaf,0x8f,0x7c,0xeb,0x1f,0xce,Ox3e,0x30,0xdc,0x5f,0x5e,0xc5,0x0b,0x1a,
0xa6,0xel,0x39,0xca,0xd5,0x47,0x5d,0x3d,0xd9,0x01,0x5a,0xd6,0x51,0x56,0x6C,0x4d,
0x8b,0x0d,0x9a,0x66,0xfb,0xcc,0xbod,0x2d,0x74,0x12,0x2b,0x20,0xf0,0xbl,0x84,0x99,
oxdf,0x4c,0xcb,0xc2,0x34,0x7e,0x76,0x05,0x6d,0xb7,0xa9,0x31,0xd1,0x17,0x04,0xd7,
0x14,0x58,0x3a,0x61,0xde,0x1b,0x11,0x1c,0x32,0x0f,0x9C,0x16,0x53,0x18,0xf2,0%x22,
oxfe,0x44,0xcf,0xb2,0xc3,0xb5,0x7a,0x91,0x24,0x08,0xe8,0%xa8,0x60,0xfc,0x69,0x50,
Oxaa,0xdo,0xad,0x7d,0xal,0x89,0x62,0x97,0x54,0x5b,0xle,0x95,0xe0,0xff,0x64,0xd2,
0x10,0xc4,0x00,0x48,0xa3,0xf7,0x75,0xdb,0x8a,0x03,0xe6,0xda,0x09,0x3f,0xdd,0x94,
0x87,0x5c,0x83,0x02,0xcd,0x4a,0x90,0x33,0x73,0x67,0xf6,0xf3,0x9d,0x7f,0xbf,0xe2,
0x52,0x9b,0xd8,0x26,0xc8,0x37,0xc6,0x3b,0x81,0x96,0x6f,0x4b,0x13,0xbe,0x63,0x2e,
0xe9,0x79,0xa7,0x8c,0x9f,0x6e,0xbc,0x8e,0x29,0xf5,0xf9,0xb6,0x2f,0xfd,Oxb4,0x59,
0x78,0x98,0x06,0x6a,0xe7,0x46,0x71,0xba,0xd4,0x25,0xab,0x42,0x88,0xa2,0x8d,0xfa,
0x72,0x07,0xb9,0x55,0xf8,0xee,0xac,0x0a,0x36,0x49,0x2a,0x68,0x3c,0x38,0xf1l,0xa4s,
0x40,0x28,0xd3,0x7b,0xbb,0xc9,0x43,0xc1,0x15,0xe3,0xad,0xf4,0x77,0xc7,0x80,0x9%e

SEED S0

OxA9,0x85,0xD6,0xD3,0x54,0x1D,0xAC,0%x25,0x5D,0x43,0%x18,0%x1E,0x51,0xFC,0xCA,0X63,
0x28,0x44,0%x20,0%x9D,0xE0,0xE2,0xC8,0%x17,0xA5,0x8F,0x03,0%x7B,0xBB,0x13,0xD2,0XEE,
©x70,0x8C,0x3F,0xA8,0x32,0xDD,0xF6,0x74,0xEC,0x95,0x0B,0x57,0x5C,0x5B,0xBD,0x01,
0x24,0x1C,0x73,0x98,0x10,0xCC,0xF2,0xD9,0x2C,0xE7,0x72,0x83,0x9B,0xD1,0x86,0xC9,
0x60,0x50,0xA3,0xEB,0x0D,0xB6,0x9E,0x4F ,0xB7,0x5A,0xC6,0x78,0xA6,0x12,0xAF,0xD5,
ox61,0xC3,0xB4,0%x41,0x52,0x7D,0x8D,0%x08,0x1F,0x99,0x00,0%x19,0x04,0x53,0xF7,0xE1,
OxFD,0x76,0x2F ,0x27,0xB0,0x8B,0x0OE,0xAB,0xA2,0x6E,0x93,0x4D,0x69,0x7C,0x09,0x0A,
OxBF ,OxEF,0xF3,0xC5,0x87,0x14,0xFE,0x64,0xDE, 0x2E,0x4B,0x1A,0x06,0%x21,0x6B,0x66,
0x02,0xF5,0x92,0x8A,0x0C,0xB3,0x7E,0xD0,0x7A,0x47,0x96,0xE5,0x26,0%x80,0xAD, OxDF,
OxAl1,0x30,0x37,0xAE,0x36,0x15,0x22,0%x38,0xF4,0xA7,0x45,0x4C,0x81,0xE9,0x84,0x97,
0x35,0xCB,0xCE,0x3C,0x71,0x11,0xC7,0%x89,0x75,0xFB,0xDA, 0xF8,0x94,0x59,0x82,0xC4,
OxFF,0x49,0x39,0x67,0xC0,0xCF,0xD7,0xB8,0x0F ,0x8E,0x42,0%x23,0x91,0x6C,0xDB, 0xA4,
0x34,0xF1,0x48,0xC2,0x6F,0x3D,0x2D,0x40,0xBE,0x3E,0xBC,0xC1,0xAA,OxBA,Ox4E,0x55,
©x3B,0xDC,0x68,0x7F,0x9C,0xD8,0x4A,0x56,0x77,0xA0,0xED,0x46,0xB5,0x2B,0x65,0xFA,
OxE3,0xB9,0xB1,0x9F,0x5E,0xF9,0xE6,0xB2,0x31,0XEA,0x6D,0X5F,0xE4,0xF0,0xCD, 0Xx88,
0x16,0x3A,0x58,0xD4,0x62,0x29,0x07,0%x33,0xE8,0x1B,0x05,0%x79,0x90,0x6A,0x2A,0Xx9A

Kalyna_Pi0
0xa8,0x43,0x5f,0x6,0x6b,0x75,0x6C,0x59,0x71,0xdf,0x87,0x95,0x17,0xf0,0xd8,0x9,
ox6d,0xf3,0x1d,0xcb,0xc9,0x4d,0x2c,0xaf,0x79,0xe0,0x97,0xfd,0x6f,0x4b,0x45,0%x39,
0x3e,0xdd,0xa3,0x4f,0xb4,0xb6,0x9a,0xe,0x1f,0xbf,0x15,0xel,0x49,0xd2,0x93,0xC6,
0x92,0x72,0x9e,0x61,0xd1,0x63,0xfa,0xee,0xf4,0x19,0xd5,0xad,0x58,0xad,0xbb,0xal,
Oxdc,0xf2,0x83,0x37,0x42,0xed,0x7a,0x32,0x9c,0xcc,Oxab,0x4a,0x8f,0x6e,0x4,0x27,
Ox2e,0xe7,0xe2,0x5a,0x96,0x16,0x23,0x2b,0xc2,0x65,0x66,0xf,0xbc,0xa9,0x47,0x41,
0x34,0x48,0xfc,0xb7,0x6a,0x88,0xa5,0x53,0x86,0xf9,0x5b,0xdb,0x38,0x7b,0xc3,0x1le,
0x22,0x33,0x24,0%x28,0x36,0xc7,0xb2,0x3b,0x8e,0x77,0xba,0xf5,0x14,0x9f,0x8,0x55,
0x9b,0x4c,0xfe,0x60,0x5c,0xda,0x18,0x46,0xcd,0x7d,0x21,0xb0,0x3f,0x1b,0x89,0xff,
Oxeb,0x84,0x69,0x3a,0x9d,0xd7,0xd3,0x70,0x67,0x40,0xb5,0xde,0x5d,0x30,0x91,0xb1,
0x78,0x11,0x1,0xe5,0x0,0x68,0x98,0xa0,0xc5,0x2,0xa6,0x74,0x2d,0xb,0xa2,0x76,
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0xb3,0xbe,0xce,0xbd,0xae,0xe9,0x8a,0x31,0x1c,0Oxec,0xfl,0x99,0x94,0xaa,0xf6,0x26,
ox2f,0xef,0xe8,0x8c,0x35,0x3,0xd4,0x7f,0xfb,0x5,0xcl,0x5e,0x90,0x20,0x3d,0x82,
oxf7,0xea,0Oxa,0xd,0x7e,0xf8,0x50,0x1a,0xc4,0x7,0x57,0xb8,0x3c,0x62,0xe3,0xc8,
Oxac,0x52,0x64,0x10,0xd0,0xd9,0x13,0xCc,0x12,0%x29,0x51,0xb9,0xcf,0xd6,0x73,0%x8d,
ox81,0x54,0xc0,0xed,0x4e,0x44,0xa7,0x2a,0x85,0x25,0xe6,0xca,0dx7c,0x8b,0x56,0x80

[19]

0x05,0xF8,0x92,0xF4,0x55,0xFB,0x6E,0xE1,0xBB,0x8A,0XFE,0x54,0x1E,0xDO,0x6D,0x7D,
0x82,0x2E,0x36,0%x40,0xEE,0xBA,0XEA,0x67,0x1D,0x31,0x4A,0%x2D,0x07,0xBC, 0x44,0X4F,
oxC1,0xD4,0x5F,0xDE,0xC2,0xD1,0x4C,0xB0O,0x6F,0x3D,0x9C,0XxD7,0x70,0x9F ,0x3E, 0%30,
0x80,0x17,0x26,0x37,0xC3,0x96,0xD5,0x74,0xEQ,0xB8,0x13,0x32,0x14,0%x0C,0x94,0x%x83,
0x01,0xF0,0xB6,0xCA,0x21,0x64,0x50,0x79,0x4D,0xD6,0xCE,0xBD,0xAB, 0xA9,0x86,0xDD,
OxCB,0x1A,0x0B,0x56,0x9B,0x72,0x89,0xF7,0xF1,0x7B,0x1F,0x9A,0x00,0x2A,0x41,0x53,
0x02,0xDB,0xDA,0x27,0xF9,0x97,0xFA,0xEB,0x81,0x7E,0XxEC,0%x3B,0x10,0x87,0xCD,0x61,
0x25,0xE3,0x22,0xD8,0x75,0x9D,0x12,0%x8C,0x43,0x47,0%x95,0%x0D, 0xA8,0x49,0x04,0x16,
Ox3F,0x35,0x69,0x1C,0x6A,0xA6,0xFF,0x76,0x73,0xCC,0xE2,0xB3,0xD3,0x2B,0xB9,0xA5,
OXE7,0x63,0x78,0x9E,0x09,0x66,0XEF,0x85,0x03,0x0F ,0x4B,0xF5,0x3A,0x65,0x48,0x39,
OXE8,0x42,0x28,0x0A,0x84,0x29,0xF6,0xB4,0xE6,0xD2,0x4E,0xC4,0xDC,0x58,0%xC6,0xB5,
OxA2,0xE5,0x62,0x5E,0x51,0xC7,0xAE,0x7C,0xD9,0x19,0x99,0Xx7A,0xBF ,0xA7,0x7F,0xB1,
0x68,0x20,0xC5,0%x8E,0x77,0xFC,0xFD,0xA0,0x38,0x15,0x60,0XxAD,0x5C,0xC8,0x91,0x2C,
0x88,0xE4,0x59,0x5A,0x8F ,0xC9,0xA3,0xF2,0x46,0xAC,0x5D,0xE9,0xB7,0%x71,0xC0O,0%x23,
0x45,0x52,0xDF ,0x8B,0x1B,0x24,0x2F ,0x8D,0x5B, OxAF ,0x6C, 0x0E,0x90,0x34,0%x3C, OXED,
OxCF,0x18,0xAA,0xF3,0x33,0x93,0x08,0xA4,0x11,0xBE,0x6B,0%x98,0x06,0xAl,0x57,0xB2

[20]

0x71,0xEA,0x7B,0xF3,0x67,0xF1,0x10,0x5C,0x22,0xF9,0x79,0xB1,0XxEF,0x5F ,0xB5,0x6B,
0xC5,0x05,0xD4,0xFA,0xE7,0xD2,0x59,0x66,0xBC,0x4E,0x25,0xBD,0x8E,0x2C,0x63,0x44,
Ox3F,0xFE,0x17,0x29,0x2B,0xBB,0x7F,0xCC,0x2A,0x3C,0x7C,0x76,0x72,0xC6,0%x32,0x1A,
©xDC,0x5D,0x31,0x55,0x82,0x0F ,0x18,0x87,0x19,0x03,0x04,0x65,0xF5,0%x39,0%x27,0x7A,
0x90,0x15,0xA8,0x83,0x93,0xE9,0xC3,0x24,0x43,0xB3,0x4F,0x37,0xB0,0x75,0xB9,0x0C,
0x53,0x56,0x00,0x12,0x20,0xEE,0x36,0xD3,0xE1,0xD5, 0xAF,0xB2,0xC1,0xC8,0xC2,0xDD,
0x46,0x01,0xA5,0xF7,0x51,0xD8,0x33,0x1C,0x58,0xF6,0xFD,0xFB,0x42,0xAA, OX9F ,0xA4,
0x52,0x35,0x40,0x9D,0x07,0x9E,0xA2,0x7E,O0xAE, 0x2F,0xC7,0x30,0x02,0xFF,0x77,0x47,
Ox08,0x88,0x13,0xEC,0xDB,0x1F,0x48,0x1B,0x4C,0x3D,0xEB,0xBA,0x68,0xDA,0x92,0x73,
0x60,0x14,0xD9,0xCE,0x21,0xAl,0x06,0x84,0x49,0xED, OxA6,0x0A,0xCF,0xCB,0x91,0xD7,
ox64,0x23,0xA3,0x81,0xD0,0x09,0x28,0xCA,0x45,0x57,0xAC,0x61,0x16,0x1E,0x6C,0XF2,
ox7D,0xC4,0x3B,0xF8,0x9C,0x5E,0xC9,0xB4,0xE8,0x4B,0X6E ,0XE5,0x78,0xE3,0xAD, 0x80,
OxA7,0xE2,0x38,0xA9,0x8A,0x2D,0x2E,0x4D,0xE4,0xDE, 0x6A,0x9B,0xD1,0xBE,0x95,0x85,
0x62,0xAB,0x3E,0x69,0xCO,0x11,0x6F,0x89,0x70,0x3A,0x5B,0xB6,0x0D,0x54,0x9A, 0x8F,
0x74,0xE6,0x86,0xFC,0xF0,0xD6,0x8D,0x0E,0x97,0x8B,0x1D,0xF4,0xCD,0x5A, 0xA0, OXDF,
0x8C,0x34,0x94,0%x98,0xBF ,0x6D,0x41,0xE0Q,0x50,0x96,0xB8,0%x99,0x26,0x4A,0xB7,0x0B

[21]

0x91,0x81,0x46,0x56,0xa5,0x12,0x5b,0x54,0x1d,0x03,0x58,0x84,0x2f,0x14,0x11,0x31,
0xd9,0x9e,0x6b,0xdb,0x93,0x0a,0x27,0x82,0x3c,0xb3,0xca,0x22,0xbe,0xb9,0x80,0x3f,
ox4f,0xd5,0x29,0x72,0x61,0x4a,0xa6,0xa9,0xe6,0x76,0xc7,0x87,0x8e,0x1f,0x4b,0x7C,
0x49,0x5d,0x06,0x53,0x97,0x63,0x78,0xcb,0x13,0x7a,0x40,0xf8,0x6a,0x04,0xb7,0xfa,
Oxbb,0x94,0x74,0x8f,0xa4,0x7d,0x51,0x23,0x8a,0xal,0x09,0x6f,0xdf,0x9f,0xbo,0x6C,
0x9d,0x02,0x32,0x2d,0x9b,0xb2,0x71,0x07,0x0e,0xb5,0xc2,0xae,0xf4,0xef,0x36,0x00,
0xb4,0xe5,0x4c,0x95,0x48,0x8d,0x75,0xcf,0x33,0x1b,0xe7,0x9%9a,0x10,0x6e,0x7e,0xec,
Ox1c,0xf2,0xc5,0x79,0x19,0x68,0xac,0xf0,0x25,0xdd,0x0d,0x18,0x5e,0x67,0xc6,0xcd,
oxf3,0x21,0xaf,0xab,0x50,0xcl,0x99,0xf5,0x98,0x0b,0x05,0%x35,0xd0,0x89,0x5a,0xea,
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0x26,0x2a,0xbl,0x43,0x55,0x1a,0x65,0xc9,0xd7,0xba,0x7f,0xd4e,0x96,0xd8,0x60,0xda,
oxfc,0x41,0x3e,0x2b,0xb8,0xdc,0x70,0x34,0xel,0x42,0xe0,0xb6,0x24,0x73,0xed,0x62,
ox4d,oxbf,0x39,0x7b,0x5f,0x08,0xa7,0x37,0xe3,0x38,0x83,0x1le,0xde,0xc8,0x88,0xeb,
ox45,0xce,0x17,0xff,0x66,0x16,0xc4,0xfd,0x5c,0xd3,0xaa, 0xfe,0x85,0x28,0xf9,0x0f,
0xa0,0xfb,0x44,0xd6,0xCO,0x6d,0x57,0%x30,0xbd,0xCc3,0xbc,0xes,0x0c,0x8b,0x69,0xa3,
0x3d,0x20,0x3a,0xf6,0xf1l,0x2e,0xd1l,0x86,0x01,0x92,0xcc,0xa8,0xe2,0xad,Oxee,0x59,
0x15,0x90,0x77,0x52,0xe9,0x9c,0x8c,0xa2,0x2c,0x3b,0xe8,0xd4,0x64,0xf7,0xd2,0x47

[22]

OxAC,0x76,0xA6,0x5F,0xCE,0x02,0x55,0x00,0xFA,0xC8,0xFB,0x77,0x37,0xF6,0x9D,0x73,
0x87,0x5C,0xF9,0xA3,0x60,0x4E,0x41,0x65,0x61,0x88,0XE6,0XxCA,0x53,0x1A,0%x24,0x82,
0x39,0x49,0xD4,0x5B,0x06,0x7D,0x4C,0x7B,0xAD, 0xCF,0xBA,0xB0,0x5A,0x71,0x2F,0xC2,
Ox4A,0xAB,0xD9,0xFC,OxEE,0x56,0x9F ,0xAF ,0x34,0xEB,0xF7,0x93,0xE8,0x8E,0xBB,0x0D,
0x66,0x89,0x5E,0x45,0x90,0x80,0x30,0x4D,0x9E,0x2A,0%x23,0X6E,0xDC,0x46,0x20,0xA0,
0x4B, 0x0A,0x1D,0x14,0xA7,0x9C,0xC5,0%xE5,0xD7,0x52,0%x42,0%x81,0x6D,0x91,0x9B,0X05,
OxDF ,0xBF ,0x48,0xB5,0x16,0x44,0x84,0x75,0xEA,0x1E,0xB6,0%x08,0x35,0x03,0x2D,0XE3,
OxEQ,0x33,0x68,0x70,0x01,0x86,0x54,0xE7,0xE9,0xEC,0xDA,0x72,0x40,0xE2,0x1B,0x74,
OXAE,OxE4,0x3E,0xC1,0xB2,0x83,0x3F,0x69,0xD5,0x64,0xDD,0xD6,0x85,0%x19,0x3B,0xF1,
oxD2,0x22,0xEF,0x26,0x0C,0xA2,0xAA,0x59,0x94,0x6A,0xBE,0x17,0x8D,0x67,0XCD, OXOF,
0x38,0x51,0xFF,0x18,0x13,0xE1,0xF0,0xCC,0x29,0xAl,0xB4,0%x79,0x7F,0x28,0X6F ,0xF4,
©x11,0x2C,0xD3,0xFE,0xDB,0x5D,0x3A,0x36,0x2B,0xC9,0x32,0x3D,0x50,0x8A,0x1F,0xB3,
0x15,0x21,0x25,0xF5,0xB9,0xB1,0x47,0x7E,0x96,0xF3,0xD8,0xC7,0xB8,0x3C,0x27,0xF2,
Ox8F ,0xA8,0x92,0x2E,0xC6,0x63,0x99,0x4F ,0x07,0x78,0x1C,0x6B,0x0B,0x57,0x6C,0XF8,
OxED, OxCB, 0x04,0x95,0xA9,0xA4,0xA5,0xFD,0x7A,0x12,0xDE,0x43,0xD0O,0xB7,0x09,0x58,
Ox0OE,0x98,0x8C,0%x31,0x97,0xC4,0xC3,0%x7C,0xBD,0xD1,0x8B,0Xx9A,0%x10,0x62,0xCO, OXBC

[23]

0x9f,0x73,0x33,0xcf,0xdf,0x1f,0x53,0x03,0x87,0x0C,0xa5,0x80,0x81,0x19,0x77,0xd4,
0x63,0x86,0x92,0xb7,0x29,0xb4,0xe0,0xfd,0xd5,0x46,0xc3,0xe5,0xf1l,0x89,0xb2,0xf8,
0x44,0xcd,Oxeb,0x6a,0x67,0xee,0x08,0x9c,0x4d,0xc7,0x6c,0x09,0x75,0x99,0x17,0x2a,
0x85,0xca,0xd8,0xd9,0x04,0x37,0xea,0x59,0xd6,0x45,0xd2,0x94,0x1b,0x40,0xbd, 0x4a,
0x0b,0x7a,0xe3,0xa3,0xaa,O0xae,0x5d,0xb1,0x98,0x35,0xdc,0x3c,0x8a,0x21,0x9d,0xbf,
0x5e,0xb6,0xcb,0xd1,0xf4,0x4c,0x4b,0x1a,0xab,0x27,0x65,0%x23,0x7e,0x1le,0xb9,0x51,
0x14,0xad,0xce,0x8f,0x3e,0x12,0x70,0xe9,0xda,0xfa,0x47,0xa7,0x84,0xc5,0x6d,0x5C,
0x3b,0x90,0x68,0x48,0xed,0x7f,0xe8,0x9a,0xb5,0xf6,0xbe,0x8e,0x49,0x0f,0xec,0xb3,
Oxa4,0xcl,0ox4f,0x95,0x8c,0xac,0x38,0xd3,0xdd,0xe6,0xc2,0x62,0x9b,0xef,0xf2,0x3a,
0x0e,0x2c,0xcO,0x83,0x57,0xcc,0xdb,0x30,0x7c,0x82,0x18,0x5b,0x36,0x88,0x91,0x05,
0x43,0x79,0x3f,0xel,0x72,0xde,0x55,0xf7,0x6b,0x02,0x15,0%x07,0xCc9,0xa2,0x78,0x93,
0x58,0x32,0x50,0x64,0xf5,0x7d,0x61,0x6f,0x69,0x60,0xfb,0x39,0x1c,0x7b,0x96,0xa0,
0xa9,0x66,0x2f,0x2d,0xc6,0xc4,0x20,0xbo,0x13,0x56,0xe2,0xbc,0x8d,0x9%e,0xe4,0xd7,
ox1d,0x54,0x00,0x5a,0x06,0xb8,0xff,0x3d,0x34,0x2b,0x42,0x4e,0x0d,0xf3,0xfe,0xf0,
0x01,0xa6,0x71,0x76,0x6e,0xal,0xbb,0x0a,0x25,0x28,0x41,0xaf,0x10,0x26,0x97,0xe7,
0x24,0x11,0x22,0x52,0xdo,0xf9,0x2e,0x31,0x5f,0xfc,0x8b,0x74,0xc8,0x16,0xa8,0xba

[24]

OXE1,0x3D,0xF5,0xF9,0xB3,0xE9,OXED, 0x47,0x30,0x40,OXES , OXES, OxBF ,0xD7, OXEA, OXB5,
0x8B,0x82,0x4B,0x7D, 0xBB,0x59,0xC5,0x33,0x6E,0x17,0xA2, OXEE, Ox1E,0x26,0xB1,0x03,
OXF6,0x7F,0xD2,0xA4,0xB4,0xFC,OxF7,0x0F ,0x34,0X66 ,0x67,0x73,0x71,0x1B,0x70,0x54,
0x04,0xC7,0xEQ,0xC3,0x18,0x96,0x44,0x9A, 0xC4, 0x90,0x02, 0xA3 , OXEB, OXE4, 0XxB2,0X75,
0x48,0xC2,0x2C,0x98,0xD8, OXAD,0x99,0x22,0x91, OxF8,0x97,0xF2,0x68, OXE3, OXEC, 0X06,
OxD1,0x53,0x00,0x6F ,0x20,0x3F,0x72,0xD9, OxA9, OxCB, OXBE , 0x78,0x89,0x0D, 0x19, OXCF,
0x13,0xEF,0xAA, OxFB,0xC1,0x4D,0xFO,0x46,0x45,0x7B,0x80,0xFD, 0x11,0x3C, OxDE, Ox2A,
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ox51,0xE2,0x01,0xCE,0x92,0x5E,0x38,0%x77,0x3E,0xB6,0%x9B,0x60,0x10,0xFF,0xF3,0x93,
Ox4F ,0x0C,0xDo,0x2F,0xDD,0xD6,0x05,0xD4,0x07,0XE6,0xBD,0x7C,0x25,0x5D,0x58,0xF1,
0x21,0x42,0xCD,0x1F,0xA0,0xA8,0x12,0x0A,0x85,0xAF,0x3A,0x14,0x9F,0x9D,0xC8,0xDB,
©x23,0xB0,0xB8,0x88,0x49,0x84,0x24,0x1D,0x83,0xD3,0x2E,0xAl1,0x52,0%x56,0%x27,0x79,
OxE7,0x0B,0xF4,0x6D,0x4E,0x57,0x8D,0x6A,0x2D,0x95,0x37,0xAB,0x65,0xB9, 0xAE, 0x08,
OxBA,0x39,0x64,0xAC,0x1C,0xA6,0x36,0x87,0x2B,0x5F,0x35,0xDC,0xC9,0x7E,OxCA, Ox8A,
0x31,0xBC,0x76,0xA5,0x09,0xC0,0xB7,0x8C,0x61,0x74,0xD5,0%x7A,0x86,0x43,0x5C,0X9E,
Ox63,0x3B,0x1A,0x50,0x69,0x5B,0x8E,0x16,0xDA,0x9C,0xC6,0x6B,0x8F,0x55,0%x28,0xDF,
OXOE,0x62,0x4A,0x4C,0XFE,OxA7,0x81,0%x29,0x41,0x5A,0x6C,0xCC,0x32,0x15,0xFA,0x94

[25]

Ox3E,OxEE,0xC5,0xBA,0x7B,0xA0,0x95,0x07,0xAC,0x22,0x56,0x6A,0x55,0x64,0xF6,0XC6,
©x33,0x7D,0x2C,0xFC,0x35,0x31,0%x28,0x84,0xC9,0x17,0x16,0xAD,0x30,0xAE,0x97,0x88,
oxC7,0xBD,0x6E,0x00,0xA6,0xC4,0x62,0x9B,0x8E,0x1B,0x79,0x0B,0x0C,0x69,0XxDA,0XES8,
0x20,0xA5,0x5C,0xE2,0x54,0x44,0x36,0xB6,0x77,0x5B,0xC2,0x47,0xD8,0xCF,0x18,0x5E,
Ox5A,0xD0,0xE5,0%x93,0xE1,0x10,0x45,0%x04,0xF5,0x59,0x9E,0x8B,0xB9,0xD9, 0x9A,0x21,
ox1D,0x74,0x15,0xB0,0x25,0xD4,0x57,0%x29,0xC1,0x73,0x72,0%xD1,0x12,0x4A,0XE4,OX7E,
©x23,0xA4,0xEC,0xE7,0xB1,0xD5,0x1E,0x40,0x8A,0x99,0x75,0xFE,0x65,0%x14,0x1C,0xF2,
OxAF ,0xBC,0xB3,0xF4,0x85,0x41,0xB2,0x09,0x0E,0x90,0x7F,0x52,0xFD,0x51,0x1A, 0xDE,
ox87,0x8D,0x37,0xA9,0x89,0xA2,0xE3,0x68,0xF3,0xF9,0x43,0x78,0xF8,0x8F,0x27,0xAA,
OxAB, OxA3,0x60,0%x2B,0x82,0x7C,0x19,0%x92,0x32,0x2D,0XEA,0%x13,0XxE9,0XEB,0xD6,0x4D,
oxB7,0x2E,0xCE,0x0D,0x02,0x6C,0x05,0%x94,0x50,0x01,0%x9C,0%x61,0x67,0x98,0x34,0xX70,
0x24,0xD7,0x2A,0x76,0x53,0xD3,0x96,0x49,0x39,0xB8,0xBE,0x06,0x9D, 0x0A,0x80,0xC3,
OxDB, OxFA,0xDC,0x63,0xFB,0xF0,0x26,0xE0Q,0x81,0xCD,0xA8,0xB5,0xBB,0x46,0x38,0x4F,
oxCo,0ox08,0xC8,0x3C,0x4C,0x6D,0xCB,0Xx6B,0x86,0xF1,0xA7,0%x83,0%x3D,0x8C,0XED,OXF7,
ox42,0xA1,0x58,0x48,0xB4,0xCC,0xDF,0x4B,0xD2,0xCA,0x3A,0Xx66,0x4E,0xE6,OXFF,0x11,
0x71,0x7A,0x91,0x2F,0xEF,0xBF ,0x6F ,0x9F ,0x0F ,0x5F ,0x1F ,0xDD, 0x03,0x3F,0x3B, 0x5D
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Phu luc 3. Cau tao ciia cac bang IPSec

Truong (32 bit) Chirc ning Yéu cau | Sir dung trong
bang

src_1ip Dia chi ngudn cua goi IP

src_ip_mask Mit na cta dia chi ngudn

dst ip bia chi dich cua goi IP

dst ip mask Mait na cua dia chi dich

src_port Cong nguon (UDP, TCP) Bt bude SPD .output,‘
SPD input va

src_port mask Mit na cila cong ngudn SPD Secure

dst_port Cong dich (UDP, TCP)

dst_port mask Mit na ctia cong dich

protocol Trudng giao thire cua goi 1P

protocol_mask Mat na cua truong giao thuc

sa_id Dia chi lién két ciia SAD output

src_tunnel il; chi ngudn cua gbi tin bao | Bat bude SPD Secure

dst_tunnel Dia chi dich cua goi tin bao mat

spi Gia tri SPI

key cipher 0

key cipher 1

key cipher 2

key_c%pher_3 Khoa ma hoa

key cipher 4 P

key cipher 5 Bit buge

key_cipher_6 SAD output va

key cipher 7 SAD input

v 0

iv_1

v 2 v

v 3

key hmac 0

key hmac 1 Khoa xac thuc Tuy chon

key hmac 2
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key hmac 3

key hmac 4

key hmac 5

key hmac 6

key hmac 7

cipher suite B6 thuat toan

esn_hi Gié tri ESN goi tin di Bit buge

esn_low

udp_encap bong go61 UDP ESP SAD output
udp src port Cong ngudn UDP ESP Tuy chon

udp_dst_port Cong dich UDP ESP

seq_cnt hi Gi4 tri ESN g6i tin dén

seq_cnt_low

b¥tmap_h1 Gia tr1 bitmap cua ctra $0 truot Bat buge SAD input
bitmap low

top_window_hi

top_window_low

G14 tr1 cao cua cura sO truot
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Phu luc 4. Module S-box va MDS lua chgn cai dat theo phuwong phap

biéu dien
module S (clk, in, out);
input clk;
input [7:0]
output reg
wire [3:0]
wire [3:0]

in;
[7:0]
xi,yi;
XO0,YOy

out;

function [3 : 0] mul (input [3 : 0] x,

reg x0,x1,x2,x3;
reg y0,yl,y2,y3;
reqg z0,z1,22,23;
reg P1,P2;
begin
{x3,x2,x1,x0} = x;
{y3,v2,vy1,y0} = y;
Pl = x0 ~ x3;
P2 = x2 "~ x3;
z0 = x1 & y3 * x2 & y2 *©
z1l = (x2 ~ x1) & y3 ~ P2
z2 = P2 & y3 ~ Pl & y2 ©
z3 =Pl & y3 ~ x1 & y2 *©
mul = {z3,z2,z1,z0};
end
endfunction

function [3 : 0]
V)i
reqg a0,al,a2,a3;
reqg b0,bl,b2,b3;
reg y0,yl,y2,y3;
reqg x0,x1,x2,x3;

mux (input [3 : 0] a,

logic

input [3 : 0]

x3 & yl © x0 &
& y2 ~ Pl & vyl
x1l & yl ©~ x2 &
X2 & yl ~ x3 &

begin
{a3,a2,al,al} = a;
{b3,b2,bl,b0} = b;
{y3,v2,y1,y0} = y;
x0 = (~(yOlylly2ly3)) & (a0”b0) "~ bO;
x1 = (~(yOlylly2ly3)) & (al”bl) "~ bl;
x2 = (~(y0lylly2ly3)) & (a2"b2) "~ b2;
x3 = (~(yO0lylly2ly3)) & (a3"b3) ~ Db3;
mux = {x3,x2,x1,x0};
end
endfunction
function [3 : 0] pi 1(input [3 : 0] x);

reqg x0,x1,x2,x3;
reg y0,yl,y2,y3;
reqg P1,P2,P3,P4,P5;
begin
{x3,x2,x1,x0} = x;

input [3 : 0]

y0;
~x1
y0;
yO0;

& vO0;
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Pl = x0|x1;
P2 = x1|x2;
P3 = x0"x2;
P4 = x0|x3;
P5 = x2&P4;
yO = P3 ~ P5 "~ x0 & x1 & (x27x3);
yl = x1 ~ x0 & P3 ~ (~x3) & (P17P2);
y2 = x0 ~ PL ~ P5 * x3 & (x2"P2);
y3 = x1 ~ P3 ~ P4 ~ x3 & P2;
pi_1 = {y3,y2,y1l,y0};
end
endfunction

function [3 : 0] pi 2(input [3 : 0] x);
reqg x0,x1,x2,x3;
reqg y0,vy1l,v2,y3;
reqg P1,P2,P3,P4;
begin
{x3,x2,x1,x0} = x;
Pl = x01|x2;
P2 = x2&x3;
P3 x0"x1;
P4 = x0|x3;
y0 = x0 & x3 ~ x1 & P1 ©~ (~P2) & P3;
yl = x0 & x1 ~ x0 & P2 &~ Pl ©~ P4;

y2 = (x07x2) & (x1|x3) ~ Pl ~ P3;
y3 = x3&(x1|x2) ~ P4 ~ x2 ~ P3;
pi 2 = {y3,vy2,yl,y0};
end
endfunction

function [3 : 0] pi inv(input [3 : 0] x);

reqg x0,x1,x2,x3;

reg y0,yl,y2,y3;

reg P1,P2;

begin

{x3,x2,x1,x0} = x;
Pl = x0"x1;
P2 = x1&x2;
y0 = x3 ~ (x2|P1l) ~ P2 (x0"x3) ;
yl x3 "~ x1 & (x0]x3) ~ x2 & P1l;
y2 x0 & (x2|x3) »~ x0 x1l »~ x2 ~ x3;
y3 (%3] (x17x2)) ~ x3 (x0"P2) ;
pi inv = {y3,y2,y1l,y0};

°g]

2

end
endfunction
assign {xi,yi} = in;
assign xo = mux(pi inv(yi), pi 2(mul(yi, mux(pi inv(xi), mul(pi 1(xi),
yi), yi))), mux(pi inv(xi), mul(pi 1(xi), yi), yi)):
assign yo = mux(pi inv(xi), mul(pi 1(xi), yi), yi);

always @ (posedge clk) begin
out <= {xo,yo} ~ 1'hl;
end;
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endmodule

module MixColumns (in, out);
function [7 : 0] x2(input [7 : 0] op):
begin
x2 = {op[6 : 0], 1'b0} ~ (8'hlb & {8{opl[7]1}1}):
end
endfunction

function [7 : 0] x2 inverse (input [7 : 0] op);
begin
x2_inverse = {1'b0, op[7 : 1]} ~ (8'h8d & {8{op[0]1}});
end
endfunction

function [7 : 0] x3(input [7 : 0] op):;

begin
x3 = x2(op) ~ op;
end
endfunction

function [7 : 0] x8c(input [7 : 0] op);
begin

x8c = x2 inverse (op)
end
endfunction

ops

assign out[127:120] = x2(in[127:120]) »~ in[119:112] ~ in[111:104]
~ in[103:96];

assign out[119:112] = in[127:120] »~ in[119:112] ~ x2(in[111:1041)
N x3(in[103:96]);

assign out[111:104] = in[127:120] ~ x3(in[119:112]) ~ in[111:104]
N x2(in[103:9671);

assign out[103:96] = in[127:120] ~ x2(in[119:112]) ~»
x8c (in[111:104]) ~ in[103:96];

assign out[95:88] = x2(in[95:88]) ~ in[87:80] »~ in[79:72]
in[71:64];

assign out[87:80] = in[95:88] ~ in[87:80] ~ x2(in[79:72])
x3(in[71:64]);

assign out[79:72] = in[95:88] ~ x3(in[87:80]) ~ in[79:72] ~
x2(in[71:64]) ;

assign out[71:64] = in[95:88] ~ x2(in[87:80]) »~ x8c(in[79:72]) *
in[71:64];

assign out[63:56] = x2(in[63:56]) ~ in[55:48] ~ in[47:40] ~
in[39:32];

assign out[55:48] = in[63:56] ~ in[55:48] * x2(in[47:40]) *
x3(in[39:32]);

assign out[47:40] = in[63:56] ~ x3(in[55:48]) ~ in[47:40] ~
X2 (in[39:32]);

assign out[39:32] = in[63:56] ~ x2(in[55:48]) ~ x8c(in[47:40]) ~*
in[39:32];
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assign out[31:24] = x2(in[31:24]) ~ in[23:16 ] ~ in[15:8]
in[7:0];

assign out[23:16]
x3(in[7:01);

assign out[15:8] = in[31:24] ~ x3(in[23:16]) ~ in[15:8] ~*
x2(in[7:0]);

assign out[7:0] = in[31:24] ~ x2(in[23:16]) ~ x8c(in[15:8])
in[7:0];
endmodule

in[31:24] »~ in[23:16] ~ x2(in[15:8])
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Phu luc 5. Panh gia thuc nghiém trén Kit ZC706

M6 hinh thuc nghi€ém trong luan an dugc thé hién & hinh dudi day:

10.0.0.0/24
10.0.0.1 | Thidt bi bao | 192.168.0.1
LAN 1 mét 1
(ZC706)

192.168.0.2

Thiét bj bao
mat 2
(ZC7086)

20.0.0.0/24

20.0.0.1
LAN 2

Trong d6 2 thiét bi bao mat tuong tmg voi 2 Kit ZC706 cung cap giai phéap
[PSec & ché d6 tunnel cho hai mang LAN1, LAN2. Nhu da trinh bay ¢ ph?m 4.4,

viée sir dung dong bd PetaLinux 2015.4 va StrongSwan 5.8.4 nham dam bao tinh

tuong thich t6i da gitta hé diéu hanh nhung véi cac IP Core cta Xilinx trén dong

chip Zyng-7000 (Kit ZC706).

Trong hé diéu hanh PetaLinux 2015.4, khai bao cau hinh device tree va core

IPSec ¢ dang UIO device:

petalinux/subsystems/linux/configs/device-tree/system-top.dts

&axi ethernet 0 {
local-mac-address =
phy-handle = <&phy0>;
x1lnx,has-mdio = <0x1>;
phy-mode = "rgmii-rxid";
mdio {

#address-cells = <1>;

fsize-cells = <0>;

phyO: phy@0 {
compatible = "marvell, 88el510";
device type = "ethernet-phy";
reg = <0>;

}i

}i
}i

&axi ethernet 1 {
local-mac-address =
phy-handle = <&phyl>;
x1lnx,has-mdio = <0x1>;
phy-mode = "rgmii-rxid";
mdio {

#address-cells = <1>;
#size-cells = <0>;
phyl: phy@O {

device type = "ethernet-phy";
reg = <0>;

[00 Oa 35 00 01 22];

[00 Oa 35 00 01 231]1;

compatible = "marvell, 88el510";
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}i

}s

}s

petalinux/subsystems/linux/configs/device-tree/ pl.dtsi

/A

amba pl: amba pl {

#address-cells = <1>;

#size-cells = <1>;

compatible = "simple-bus";

ranges ;

axi ethernet 0: ethernet@41000000
axistream-connected = <&axi ethernet 0 dma>;
axistream-control-connected = <&axi ethernet 0 dma>;
clock-frequency = <100000000>;

clock-names = "ref clk";

clocks = <&clkc 0>;

compatible = "xlnx,axi-ethernet-1.00.a";
device type = "network";
interrupt-parent = <&intc>;

interrupts = <0 33 1 0 34 4>;

phy-mode = "RGMII";

reg = <0x41000000 0x40000>;
xlnx = <0x0>;
x1lnx,axiliteclkrate = <0x0>;
x1lnx,axisclkrate = <0x0>;
x1lnx,phy-type = <0x3>;
x1lnx,phyaddr = <0x1>;

x1lnx, rable = <0x0>;

x1lnx, rxcsum = <0x0>;
x1lnx, rxmem = <0x4000>;
x1nx, txcsum = <0x0>;

axi ethernet 0 mdio: mdio {
#address-cells = <1>;
#size-cells = <0>;

}i

}i
axi ethernet 0 dma: dma@40400000 ({

#dma-cells = <1>;

axistream-connected = <&axi ethernet 0>;

axistream-control-connected = <&axi ethernet 0>;

compatible = "xlnx,axi-dma-1.00.a";

interrupt-parent = <&intc>;

interrupts = <0 29 4 0 30 4>;

reg = <0x40400000 0x10000>;

x1lnx,include-sg ;

x1lnx,sg-include-stscntrl-strm ;

dma-channel@40400000 {
compatible = "xlnx,axi-dma-mm2s-channel";
interrupts = <0 29 4>;
x1nx,datawidth = <0x20>;
x1lnx,device-id = <0x0>;
x1lnx,include-dre ;

}i

dma-channel@40400030 {
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compatible = "xlnx,axi-dma-s2mm-channel";
interrupts = <0 30 4>;
x1lnx,datawidth = <0x20>;
x1lnx,device-id = <0x0>;
x1lnx,include-dre ;
b
bi
axi ethernet 1: ethernet@41040000 {
axistream-connected = <&axi ethernet 1 dma>;
axistream-control-connected = <&axi ethernet 1 dma>;
clock-frequency = <100000000>;

clock-names = "ref clk";

clocks = <&clkc 0>;

compatible = "xlnx,axi-ethernet-1.00.a";
device type = "network";
interrupt-parent = <&intc>;

interrupts = <0 35 1 0 36 4>;

phy-mode = "RGMII";

reg = <0x41040000 0x40000>;

x1lnx = <0x0>;

x1lnx,axiliteclkrate = <0x0>;

x1lnx,axisclkrate = <0x0>;

x1lnx,phy-type = <0x3>;

x1lnx,phyaddr = <0x1>;

x1lnx, rable = <0x0>;

x1lnx, rxcsum = <0x0>;

x1lnx, rxmem = <0x4000>;

x1lnx, txcsum = <0x0>;

axi ethernet 1 mdio: mdio {
#address-cells = <1>;
#size-cells = <0>;

}i

}i
axi ethernet 1 dma: dma@40410000 ({

#dma-cells = <1>;

axistream-connected = <&axi ethernet 1>;

axistream-control-connected = <&axi ethernet 1>;

compatible = "xlnx,axi-dma-1.00.a";

interrupt-parent = <&intc>;

interrupts = <0 31 4 0 32 4>;

reg = <0x40410000 0x10000>;

x1lnx,include-sg ;

x1nx,sg-include-stscntrl-strm ;

dma-channel@40410000 {
compatible = "xlnx,axi-dma-mm2s-channel";
interrupts = <0 31 4>;
x1nx,datawidth = <0x20>;
x1lnx,device-id = <0x1>;
x1lnx,include-dre ;

}i

dma-channel@40410030 {
compatible = "xlnx,axi-dma-s2mm-channel";
interrupts = <0 32 4>;
x1lnx,datawidth = <0x20>;




146

x1lnx,device-id = <0x1>;
x1lnx,include-dre ;
i
}i
IP port lookup 0: IP port lookup@60000000 {
compatible = "generic-uio";
reg = <0x60000000 0x20000>;
}i

ipsec 0: ipsec@50000000 ({
compatible = "generic-uio";
reg = <0x50000000 0x10000>;
}i
}i

Thém dia chi cic thanh ghi vao kernel netlink_ipsec.h trong phan mém

strongswan-5.8.4:

strongswan-5.8.4\src\libcharon\plugins\kernel netlink\

kernel netlink ipsec.h

#define SPD_OUTPUT TABLE DEPTH 16
#define SPD_INPUT TABLE DEPTH 16
#define SPD_SECURE_TABLE DEPTH 512
#define SAD OUTPUT TABLE DEPTH 512
#define SAD INPUT TABLE DEPTH 512

/* SPD output table */

#define SPD_OUTPUT SRC_IP OFFSET 0x0
#define SPD_OUTPUT SRC_IP MASK OFFSET 0x4
#define SPD_OUTPUT DST IP OFFSET 0x8
#define SPD_OUTPUT DST IP MASK OFFSET Oxc
#define SPD_OUTPUT SRC_ PORT OFFSET 0x10
#define SPD_OUTPUT SRC PORT MASK OFFSET 0x14
#define SPD_OUTPUT DST PORT OFFSET 0x18
#define SPD_OUTPUT DST PORT MASK OFFSET Oxlc
#define SPD_OUTPUT PROTOCOL OFFSET 0x20
#define SPD_OUTPUT PROTOCOL MASK OFFSET 0x24
#define SPD_OUTPUT SPD WR_ADDR OFFSET 0x28
#define SPD_OUTPUT SPD RD ADDR OFFSET 0x2c

/* SPD input table */

#define SPD_INPUT SRC IP OFFSET 0x80
#define SPD INPUT SRC IP MASK OFFSET 0x84
#define SPD_INPUT DST IP OFFSET 0x88
#define SPD_INPUT DST IP MASK OFFSET 0x8c
#define SPD_INPUT SRC PORT OFFSET 0x90
#define SPD_INPUT SRC PORT MASK OFFSET 0x94
#define SPD_INPUT DST PORT OFFSET 0x98

#define SPD INPUT DST PORT MASK OFFSET 0x9c
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#define SPD_INPUT PROTOCOL OFFSET 0xa0
#define SPD_INPUT PROTOCOL MASK OFFSET Oxa4
#define SPD_INPUT SPD WR ADDR OFFSET 0xa8
#define SPD_INPUT SPD RD ADDR OFFSET Oxac

/* SPD secure table */

#define SPD SECURE SRC IP OFFSET 0x100
#define SPD_SECURE_SRC_IP MASK OFFSET 0x104
#define SPD_SECURE_DST IP OFFSET 0x108
#define SPD SECURE DST IP MASK OFFSET 0x10c
#define SPD SECURE_SRC PORT OFFSET 0x110
#define SPD SECURE SRC PORT MASK OFFSET 0x114
#define SPD_SECURE_DST PORT OFFSET 0x118
#define SPD_SECURE_DST PORT MASK OFFSET Oxllc
#define SPD_SECURE_ PROTOCOL OFFSET 0x120
#define SPD_SECURE_ PROTOCOL MASK OFFSET 0x124
#define SPD _SECURE_SA ID OFFSET 0x128
#define SPD_SECURE_SRC_TUNNEL OFFSET 0x12c
#define SPD_SECURE_DST TUNNEL OFFSET 0x130
#define SPD_SECURE_SPD WR_ADDR OFFSET 0x134
#define SPD_SECURE_SPD RD ADDR OFFSET 0x138

/* SAD output table */

#define SAD OUTPUT SPI OFFSET 0x180
#define SAD OUTPUT ESN HI OFFSET 0x184
#define SAD OUTPUT ESN LOW OFFSET 0x188
#define SAD OUTPUT KEY CIPHER 0 OFFSET 0x18c
#define SAD OUTPUT KEY CIPHER 1 OFFSET 0x190
#define SAD OUTPUT KEY CIPHER 2 OFFSET 0x194
#define SAD OUTPUT KEY CIPHER 3 OFFSET 0x198
#define SAD OUTPUT KEY CIPHER 4 OFFSET 0x19c
#define SAD OUTPUT KEY CIPHER 5 OFFSET 0x1a0
#define SAD OUTPUT KEY CIPHER 6 OFFSET 0xla4
#define SAD OUTPUT KEY CIPHER 7 OFFSET 0x1a8
#define SAD OUTPUT IV 0 OFFSET Oxlac
#define SAD OUTPUT IV 1 OFFSET 0x1b0
#define SAD OUTPUT IV 2 OFFSET 0x1b4
#define SAD OUTPUT IV 3 OFFSET 0x1b8
#define SAD OUTPUT KEY HMAC 0 OFFSET 0x1lbc
#define SAD OUTPUT KEY HMAC 1 OFFSET 0x1c0
#define SAD OUTPUT KEY HMAC 2 OFFSET 0x1lc4
#define SAD OUTPUT KEY HMAC 3 OFFSET 0x1c8
#define SAD OUTPUT KEY HMAC 4 OFFSET Oxlcc
#define SAD OUTPUT KEY HMAC 5 OFFSET 0x1d0
#define SAD OUTPUT KEY HMAC 6 OFFSET 0x1d4
#define SAD OUTPUT KEY HMAC 7 OFFSET 0x1d8
#define SAD OUTPUT UDP ENCAP OFFSET 0xldc
#define SAD OUTPUT UDP_ SRC PORT OFFSET 0x1e0
#define SAD OUTPUT UDP DST PORT OFFSET Oxled
#define SAD OUTPUT CIPHER SUITE OFFSET 0Oxle8
#define SAD OUTPUT SAD WR ADDR OFFSET Oxlec

#define SAD OUTPUT SAD RD ADDR OFFSET 0x1£0
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/* SAD input table */

#define SAD INPUT SPI_OFFSET 0x200
#define SAD_ INPUT SEQ CNT HI OFFSET 0x204
#define SAD INPUT SEQ CNT LOW OFFSET 0x208
#define SAD INPUT BITMAP HI OFFSET 0x20c
#define SAD INPUT BITMAP LOW OFFSET 0x210
#define SAD INPUT TOP WINDOW HI OFFSET 0x214
#define SAD_ INPUT TOP WINDOW LOW OFFSET 0x218
#define SAD INPUT KEY CIPHER 0 OFFSET 0x21c
#define SAD INPUT KEY CIPHER 1 OFFSET 0x220
#define SAD INPUT KEY CIPHER 2 OFFSET 0x224
#define SAD INPUT KEY CIPHER 3 OFFSET 0x228
#define SAD INPUT KEY CIPHER 4 OFFSET 0x22c
#define SAD INPUT KEY CIPHER 5 OFFSET 0x230
#define SAD INPUT KEY CIPHER 6 OFFSET 0x234
#define SAD INPUT KEY CIPHER 7 OFFSET 0x238
#define SAD_INPUT IV 0 OFFSET 0x23c
#define SAD INPUT IV 1 OFFSET 0x240
#define SAD INPUT IV 2 OFFSET 0x244
#define SAD INPUT IV 3 OFFSET 0x248
#define SAD_ INPUT KEY HMAC 0 OFFSET 0x24c
#define SAD INPUT KEY HMAC 1 OFFSET 0x250
#define SAD_ INPUT KEY HMAC 2 OFFSET 0x254
#define SAD_ INPUT KEY HMAC 3 OFFSET 0x258
#define SAD INPUT KEY HMAC 4 OFFSET 0x25¢
#define SAD_ INPUT KEY HMAC 5 OFFSET 0x260
#define SAD INPUT KEY HMAC 6 OFFSET 0x264
#define SAD_ INPUT KEY HMAC 7 OFFSET 0x268
#define SAD INPUT CIPHER SUITE OFFSET 0x26¢
#define SAD INPUT SAD WR_ADDR_OFFSET 0x270
#define SAD INPUT SAD RD ADDR OFFSET 0x274
#define MAP SIZE 0x10000

Khi strongswan thiét 1ap SPD, SAD, dong thoi ghi dir liéu vao cic bang
theo cac dia chi & trén vao phan cimg (chinh sira trong kernel netlink_ipsec.c cua

strongswan-5.8.4).

strongswan-5.8.4\src\libcharon\plugins\kernel netlink\

kernel netlink_ipsec.c

METHOD (kernel ipsec t, add sa, status_ t,
private kernel netlink ipsec t *this, kernel ipsec sa id t *id,
kernel ipsec add sa t *data)

netlink buf t request;

const char *alg name;

char markstr[32] = "";

struct nlmsghdr *hdr;

struct xfrm usersa info *sa;

uintl6 t icv size = 64, ipcomp = data->ipcomp;
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ipsec mode t mode = data->mode, original mode = data->mode;
traffic selector t *first src ts, *first dst ts;

status_t status = FAILED;

rng_t *rng;

char tmp[1024];

char iv[8];

int i;

rng = lib->crypto->create rng(lib->crypto, RNG WEAK) ;
if (!'rng)
{
DBGI (DBG_KNL, "no RNG found m;
goto failed;
}

rng->get bytes(rng, 8, iv);

if (data->regid > SAD OUTPUT TABLE DEPTH - 1)

{
goto failed;

}
this->mutex->lock (this->mutex) ;

if (data->inbound)
{
fd = open("/dev/uiol"”, O RDWR|O SYNC);
if (fd < 1) {
this->mutex->unlock (this->mutex) ;
printf ("ERROR opening device /dev/uiol");
goto failed;
}
ptr = mmap (NULL, MAP SIZE, PROT_READ\PROT_WRITE,
MAP SHARED, fd, 0);
if (ptr == MAP FAILED) {
perror ("mmap") ;
fprintf (stderr, "Couldn't mmap.\n");
this->mutex->unlock (this->mutex) ;
goto failed;
}

if ((data->enc_alg == ENCR AES GCM ICV8 ||
data->enc_alg == ENCR _AES GCM ICV1Z2 ||
data->enc_alg == ENCR AES GCM _ICV16) && (data->reqgid <=

SAD OUTPUT TABLE DEPTH - 1))
{

writeReg (ptr, SAD INPUT SPI OFFSET, ntohl (id->spi));
writeReg (ptr, SAD INPUT SEQ CNT HI OFFSET, 0);
writeReg (ptr, SAD INPUT SEQ CNT LOW OFFSET, 0);
writeReg (ptr, SAD INPUT BITMAP HI OFFSET, 0);
writeReg (ptr, SAD INPUT BITMAP LOW OFFSET, 0);
writeReg (ptr, SAD INPUT TOP _WINDOW HI OFFSET, O0);
writeReg (ptr, SAD INPUT TOP WINDOW LOW OFFSET, 0);




150

writeReg (ptr, SAD INPUT KEY CIPHER O OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr))));

writeReg (ptr, SAD INPUT KEY CIPHER 1 OFFSET, ntohl (*((unsigned

(data->enc_key.ptr + 4))));

writeReg (ptr, SAD INPUT KEY CIPHER 2 OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr + 8))));

writeReg (ptr, SAD INPUT KEY CIPHER 3 OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr + 12))));

writeReg (ptr, SAD INPUT KEY CIPHER 4 OFFSET, ntohl (*((unsigned

(data->enc_key.ptr + 16))));

writeReg(ptr,SAD_INPUT_KEY_CIPHER_S_OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr + 20))));

writeReg (ptr, SAD INPUT KEY CIPHER 6 OFFSET, ntohl (*((unsigned

(data->enc_key.ptr + 24))));

writeReg(ptr,SAD_INPUT_KEY_CIPHER_7_OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr + 28))));

if (data->enc_key.len > 32)
writeReg (ptr, SAD INPUT IV 0O OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr + 32))));

else

else

writeReg (ptr, SAD INPUT IV 0 OFFSET, 0);
writeReg (ptr, SAD INPUT IV 1 OFFSET, 0);
writeReg (ptr, SAD INPUT IV 2 OFFSET, 0);
writeReg (ptr, SAD INPUT IV 3 OFFSET, 0);

writeReg (ptr, SAD INPUT KEY HMAC 0 OFFSET,
writeReg (ptr, SAD INPUT KEY HMAC 1 OFFSET,
writeReg (ptr, SAD INPUT KEY HMAC 2 OFFSET,
writeReg (ptr, SAD INPUT KEY HMAC 3 OFFSET,
writeReg (ptr, SAD_INPUT KEY HMAC 4 OFFSET,

(

(

(

~e N

o N

~.

~.

writeReg (ptr, SAD_INPUT KEY HMAC 5 OFFSET,
writeReg (ptr, SAD INPUT KEY HMAC 6 OFFSET,
writeReg (ptr, SAD INPUT KEY HMAC 7 OFFSET,

~e

O OO OO o oo
—_—— — — — — — —
~

~e

writeReg (ptr, SAD INPUT CIPHER SUITE OFFSET, 1);

writeReg (ptr, SAD INPUT SAD WR ADDR OFFSET, data->regid - 1);

writeReg (ptr, SAD INPUT SPI OFFSET, ntohl (id->spi));

writeReg (ptr, SAD INPUT SEQ CNT HI OFFSET, 0);

writeReg (ptr, SAD INPUT SEQ CNT LOW OFFSET, 0);

writeReg (ptr, SAD INPUT BITMAP HI OFFSET, 0);

writeReg (ptr, SAD INPUT BITMAP LOW OFFSET, 0);

writeReg (ptr, SAD_INPUT TOP WINDOW HI OFFSET, 0);

writeReg (ptr, SAD_INPUT TOP WINDOW LOW OFFSET, O0);

writeReg (ptr, SAD INPUT KEY CIPHER O OFFSET, ntohl (* ( (unsigned

(data->enc_key.ptr))));

writeReg (ptr, SAD INPUT KEY CIPHER 1 OFFSET, ntohl (* ( (unsigned

(data->enc key.ptr + 4))));

*)

*)
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writeReg (ptr, SAD_INPUT KEY CIPHER 2 OFFSET,
(data->enc_key.ptr + 8))));

writeReg (ptr, SAD INPUT KEY CIPHER 3 OFFSET,
(data->enc_key.ptr + 12))));

writeReg (ptr, SAD INPUT KEY CIPHER 4 OFFSET,
(data->enc_key.ptr + 16))));

writeReg (ptr, SAD INPUT KEY CIPHER 5 OFFSET,
(data->enc_key.ptr + 20))));

writeReg (ptr, SAD INPUT KEY CIPHER 6 OFFSET,
(data->enc_key.ptr + 24))));

writeReg (ptr, SAD INPUT KEY CIPHER 7 OFFSET,
(data->enc_key.ptr + 28))));

if (data->enc_key.len > 32)
writeReg (ptr, SAD INPUT IV 0 OFFSET,
(data->enc_key.ptr + 32))));
else
writeReg (ptr, SAD INPUT IV 0 OFFSET,

writeReg (ptr,SAD INPUT IV 1 OFFSET, 0);
writeReg (ptr,SAD INPUT IV 2 OFFSET, 0);
writeReg (ptr,SAD INPUT IV 3 OFFSET, 0);

writeReg (ptr, SAD INPUT KEY HMAC 0 OFFSET,
(data->int _key.ptr)))):;

writeReg (ptr, SAD INPUT KEY HMAC 1 OFFSET,
(data->int key.ptr + 4))));

writeReg (ptr, SAD INPUT KEY HMAC 2 OFFSET,
(data->int _key.ptr + 8))));

writeReg (ptr, SAD INPUT KEY HMAC 3 OFFSET,
(data->int key.ptr + 12))));

writeReg (ptr, SAD INPUT KEY HMAC 4 OFFSET,
(data->int key.ptr + 16))));

writeReg (ptr, SAD INPUT KEY HMAC 5 OFFSET,
(data->int _key.ptr + 20))));

writeReg (ptr, SAD INPUT KEY HMAC 6 OFFSET,
(data->int key.ptr + 24))));

writeReg (ptr, SAD INPUT KEY HMAC 7 OFFSET,
(data->int _key.ptr + 28))));

writeReg (ptr, SAD INPUT CIPHER SUITE OFFSET,
writeReg (ptr, SAD INPUT SAD WR ADDR OFFSET,

munmap (ptr, MAP SIZE);
close (fd) ; a
}
else
{
fd = open("/dev/uiol™, O RDWR|O SYNC);

if (fd < 1) {

0);

ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned

ntohl (* ( (unsigned

ntohl (* ( (unsigned

ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned

ntohl (* ( (unsigned

2);
data->reqgid - 1);

printf ("ERROR opening device /dev/uiol");

this->mutex->unlock (this->mutex) ;
goto failed;
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ptr = mmap (NULL, MAP SIZE, PROT READ|PROT WRITE,
MAP SHARED, fd, 0);
if (ptr == MAP FAILED) {
perror ("mmap") ;
fprintf (stderr, "Couldn't mmap.\n");

this->mutex->unlock (this->mutex) ;
goto failed;
}

if ((data->enc_alg == ENCR AES GCM ICV8 ||
data->enc_alg == ENCR_AES GCM ICV12 ||
data->enc_alg == ENCR AES GCM ICV16) && (data->reqgid

SAD OUTPUT TABLE DEPTH - 1))
{

writeReg (ptr, SAD OUTPUT SPI OFFSET, ntohl (id->spi));

writeReg (ptr, SAD OUTPUT ESN HI OFFSET, 0);

writeReg (ptr, SAD OUTPUT ESN_ LOW OFFSET, 1);

writeReg (ptr, SAD OUTPUT KEY CIPHER 0 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 1 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 4))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 2 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 8))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 3 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 12))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 4 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 16))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 5 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 20))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 6 OFFSET, ntohl (*((unsigned
(data->enc _key.ptr + 24))));

writeReg (ptr, SAD OUTPUT KEY CIPHER 7 OFFSET, ntohl (*((unsigned
(data->enc_key.ptr + 28))));

if (data->enc_key.len > 32)
writeReg (ptr, SAD OUTPUT IV 0 OFFSET, ntohl (* ( (unsigned
(data->enc_key.ptr + 32))));
else
writeReg (ptr, SAD OUTPUT IV 0 OFFSET, 0);
writeReg (ptr, SAD OUTPUT IV 1 OFFSET, ntohl (iv));
writeReg (ptr, SAD OUTPUT IV 2 OFFSET, ntohl(iv + 4));
writeReg (ptr, SAD OUTPUT IV 3 OFFSET, 0);

writeReg (ptr,SAD OUTPUT KEY HMAC 0 OFFSET,
writeReg (ptr,SAD OUTPUT KEY HMAC 1 OFFSET,
writeReg (ptr,SAD OUTPUT KEY HMAC 2 OFFSET,
writeReg (ptr,SAD OUTPUT KEY HMAC 3 OFFSET,

(

(

(

(

Ne Ne

o N

writeReg (ptr,SAD OUTPUT KEY HMAC 4 OFFSET,
writeReg (ptr,SAD OUTPUT KEY HMAC 5 OFFSET,
writeReg (ptr,SAD OUTPUT KEY HMAC 6 OFFSET,
writeReg (ptr, SAD OUTPUT KEY HMAC 7 OFFSET,

Ne Ne o N

OO OO OO oo
—_—— — — — — — —
~

~e
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>get p

>get p

else

(data-

(data->enc_key.ptr + 4))));
(data->enc_key.ptr + 8))));
(data->enc_key.ptr + 12))));
(data->enc_key.ptr + 16))))
(data->enc_key.ptr + 20))));
(data->enc_key.ptr + 24))))

(data->enc_key.ptr + 28))));

(data->enc_key.ptr + 32))));

(data-

(data->int key.ptr + 4))));

if (data->encap)

{

writeReg (ptr, SAD OUTPUT UDP ENCAP OFFSET,
writeReg (ptr, SAD OUTPUT UDP SRC PORT OFFSET,

ort (id->src)) ;

writeReg (ptr, SAD OUTPUT UDP DST PORT OFFSET,

ort (id->dst));
}

else

{

writeReg (ptr, SAD OUTPUT UDP_ENCAP OFFSET,
writeReg (ptr, SAD_OUTPUT UDP_SRC_PORT OFFSET,
writeReg (ptr, SAD_OUTPUT UDP_DST_ PORT OFFSET,

}

writeReg (ptr, SAD OUTPUT CIPHER SUITE OFFSET,
writeReg (ptr, SAD OUTPUT SAD WR ADDR OFFSET,

1);

0);

1);

data->reqgid - 1);

writeReg (ptr, SAD OUTPUT SPI OFFSET, ntohl (id->spi));

(
writeReg (ptr, SAD OUTPUT ESN HI OFFSET, 0);
(

writeReg (ptr, SAD OUTPUT ESN LOW OFFSET, 1
writeReg (ptr, SAD OUTPUT KEY CIPHER 0 OFFSET,

>enc_key.ptr))));

’

);

writeReg (ptr, SAD OUTPUT KEY CIPHER 1 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 2 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 3 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 4 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 5 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 6 OFFSET,

writeReg (ptr, SAD OUTPUT KEY CIPHER 7 OFFSET,

if (data->enc _key.len > 32)
writeReg (ptr, SAD OUTPUT IV 0 OFFSET,

else

writeReg (ptr, SAD OUTPUT IV 0 OFFSET,
writeReg (ptr, SAD OUTPUT IV 1 OFFSET, ntohl (iv));

writeReg (ptr, SAD OUTPUT IV 2 OFFSET,
writeReg (ptr, SAD OUTPUT IV 3 OFFSET,

0);

0);

ntohl (iv +

writeReg (ptr, SAD OUTPUT KEY HMAC 0 OFFSET,

>int key.ptr))));

writeReg (ptr, SAD OUTPUT KEY HMAC 1 OFFSET,

ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned
ntohl (* ( (unsigned

ntohl (* ( (unsigned

ntohl (* ( (unsigned

4));

ntohl (* ( (unsigned

ntohl (* ( (unsigned

id->src-

id->dst-
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writeReg (ptr, SAD OUTPUT KEY HMAC 2 OFFSET, ntohl (* ( (unsigned *)
(data->int key.ptr + 8))));

writeReg (ptr, SAD OUTPUT KEY HMAC 3 OFFSET, ntohl (* ( (unsigned *)
(data->int _key.ptr + 12))));

writeReg (ptr, SAD OUTPUT KEY HMAC 4 OFFSET, ntohl (* ( (unsigned *)
(data->int key.ptr + 16))));

writeReg (ptr, SAD OUTPUT KEY HMAC 5 OFFSET, ntohl (* ( (unsigned *)
(data->int_key.ptr + 20))));

writeReg (ptr, SAD OUTPUT KEY HMAC 6 OFFSET, ntohl (* ( (unsigned *)
(data->int key.ptr + 24))));

writeReg (ptr, SAD OUTPUT KEY HMAC 7 OFFSET, ntohl (* ( (unsigned *)
(data->int key.ptr + 28))));

if (data->encap)

{
writeReg (ptr, SAD OUTPUT UDP ENCAP OFFSET, 1);

writeReg (ptr, SAD OUTPUT UDP SRC_PORT OFFSET, id->src-
>get port (id->src));
writeReg (ptr, SAD OUTPUT UDP DST PORT OFFSET, id->dst-

>get port (id->dst));
}
else
{
writeReg (ptr, SAD OUTPUT UDP ENCAP OFFSET, 0);
writeReg (ptr, SAD OUTPUT UDP_SRC_ PORT OFFSET, 0);
writeReg (ptr, SAD OUTPUT UDP DST PORT OFFSET, 0);
}
writeReg (ptr, SAD OUTPUT CIPHER SUITE OFFSET, 2);
writeReg (ptr, SAD OUTPUT SAD WR ADDR OFFSET, data->reqgid - 1);

munmap (ptr, MAP SIZE);
close (fd) ;

}

this->mutex->unlock (this->mutex) ;

Tiép theo tong hop thiét ké HMS-IPSec dé 1ay bitstream. Thiét ké bao gom
day du cac IPCores theo kién tric da dé xuat:

Thém khdi ZYNQ?7 Processing System



155

ax_mem_intercon
L— | 4-S00_AXI
_AXT
_a
a0
_AXT
a1
'S0 ACIK
processing_system7_0 S EEI’N[D:\)] Bl
v EEE Mio_Axi4 fi—H
FIXED_IO y nen i
- _ACK > mdio_io_port_1
USBIND 0+ _ARESETN(0:0]
4-S_AXI_HPO_FIFO_CTRL M_AXI_( ls02_a
—i{25_AXI_HPO TTCO_WAVEQ_OUT = -
'M_AX1 GPO_ACLK. ZYNQ‘ TTCO_WAVEL QUTE= J‘:ZTHN[D”]
1S_AXT_HPO_ACLK B TTCO_WAVE2 OUTE= iy
LI LT ARESETH[00) U
1RQ FP[7:0] FQK_CLKO| " o] _P: EDD(FED o
GRS e | ARESETN[0:0] -
FOLK_CLK2 fpm—— /505 ALK
FOLK_RESETO_N _ARESETN[0:0]
"ZYNQ7 Processing System
AXT Interconnect
rst_processing_system?_0_50M xiconcat_0
—————slowest_sync_dk mb_reset -
———=ext reset in bus_struct_reset{0:0]p= i
—au_reset_n peripheral_reset{0:0]fn
=mb_debug sys rst interconnect :
==dcm_locked peripheral_z
Processor System Reset l: reset_port_0
{_> reset_port_1
L= rgmi_port 0
Toncat
e > rgmii_port_1
r
Thém khoi MAC va MAC DMA
axi_ethernet_0
axi_ethernet_0_dma
—_— M_AXI_SG 4 ff—{H
— . M_AXT_MM2S 2 |t
A M_AXTS20M 4 [
- mac i 45_AXIS_S2MM e B
——==axi_ted_arstn i M_AXIS_MM25 3k St
i interupt 4 S_AXIS_STS 3
———==a_txc_arstn - M_AXIS_CNTRL= Et=]
e phy_rst_n _ad_lite_aclk | |
[ gbe_dko0_aut i LR
———fai_nes_arstn mma2s_entrl_reset_out_nf—-
gix_dk_oute——
—— =gt _dk S2mm_prmry_reset_out_nf=—1—
——==ref_clk s2mm_sts_reset_out_nf——
mm2s_introut—H
_—
AXL 1G/2.5G Ethernet Subsystem s2mm _introut p=—1~"{
AXI Direct Memory Access
axi_ethernet_1 axi_ethernet_1_dma

M_AXT_SG=
M_AXT_MM2545
M_AXT_S2MM 4=

M_AXIS MM254k
M_AXIS_CNTRL4:
mm2s_prmry_reset_out_n|
mm2s_cntrl_reset_out_n|
s2mm_prmry_reset_out_n
s2mm sts reset_out_n
mma2s_introut]
s2mm_introut|

LEETETT

L[]

L DL,

AXI Direct Memory Access

—_—
AXI 1G/2.5G Ethernet Subsystem

Ghép cac khdi vao thiét ké

IP_port_lookup_0 port_demux_0
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Phén 16p cac modules cua khéi IPSec trén Vivado:

ipsec_logic

GCM_Ghash
GF128_Muilti
Leaf Cells

esp_aes_256
key_expand_inst

Leaf Cells 2946

Leaf Cells

udp_esp_packet_fifo
Leaf Cells

ipsec_process

4953

esp_packet_fif
4728 Loof Cels

2770

2437 (fifo ™

undeCrypted_esp_packr Mo 11

71864

34827 spd_secure_fiter_inst 9819 gpd_input_filter 8116
11645 deep_tcam_inst 8014  spd_cam_lut_sm 5462
~ ic 1 2007 [tc: d 3 2003 5462
9045 ‘eerce b= e
9045 :_am_lup 2003
oE
O
L 0 [
O m
tcam_spd_0 2002 |tgam_spd_2 2002
shah team_wrapper 2002 | team_wrapper 2002
cam_top 2002 | cam_top 2002
\r_cann 001 M_cam 2001
£l EIE
| | ‘ ‘ deep_tcam_1 2001 |wple_fifo ="
[ [ ‘ H o} team_spd 2001
leern_wrapper 2001
Eas o o i e
- - |
: ) 1 [T
| | | || - | ||
i - - - } | |
|
ELLHHHHHH
EIIlSE=SEE i :
l I ] I I:l:l— { sad_input_table_inst 7322 sad_output_table_inst 5507
O dj[ sad_output_|ut_inst 5507
{ f Cells 3427
| _\—L [ . s6a4 ||| |-
I sad_input_lut
1571 e ]| ||| Leaf Cells 4480
1538 | Leaf Cells 224
spd_output_filter 3057 P4 1
,(: deep_tcam_1 2001 i
=] team_spd 2001

| [peep_gam I
M
-

lteam_wrapper 2001
lcam_tcp 200

864 |Loaf Cets B4

=
Ff

process fifo 928

Cubi cing tao file BOOT.BIN cing voi FPGA bang l1énh:

petalinux-package

../hsm ipsec/hms ipsec.runs/impl 1/design 1 wrapper.bit --uboot -force

--boot

-—-fsbl

./images/linux/zynqg fsbl.elf

--fpga

Copy file BOOT.BIN va rootfs vao hai phan vung khac nhau trén SD card.

Truy cap console vao Kit ZC706 va cau hinh IPSec trong tép ipsec.conf
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Thuc hién do thong luong mang sir dung iperf3 gitra hai may 10.0.0.10 va
20.0.0.10:

BE C\Windows\System32\emd.exe —

16.6.8.18 -w

.0.

+

+
mmIMmTIMTIMTIMTIMTMIMD
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Wow WA A
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[
[
[
[
[
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